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Pabouast mporpamma cocTaBieHa Ha OCHOBaHUU TPEOOBAHMIA:

— DenepanabHOro rocyJapCTBEHHOI0 00pa30BaTeIbHOIO CTaHIapTa CpeHe-
ro npodeccuonanbHoro oopasosanus Ne 1551, yrBepxaenHoro nprkasom MuHU-
cTepcTBa oOpa3oBanus U Hayku Poccuiickoit deneparuu ot 09 nexabps 2016 r;

— yueOHoro miaHa BopoHeXCKOro Kosuiemka poOOTOTEXHUKH M KOMIIbIO-
TepHbIX TexHonorui no cnenranbHoctu 10.02.04 — "Obecneuenue nndopmariu-
OHHOM 0€30IMaCHOCTH TEJEKOMMYHHMKAIIMOHHBIX CUCTEeM', yTBepkIeHHoro llena-
rorudeckuM coBetoM ot 16.12.2019 1. mporokos Nel

Nunexc — 10.02.04 Ub

CocraBurelb: IpenoJaBaTeib C.C. Kynukos
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1. OBIAA XAPAKTEPHCTHKA IIPHMEPHOH ITPOI'PAMMBI YYEB-
HOH JHCITHITTHHBI

1.1.

«OII.04 OCHOBBI HH®OPMAI[THOHHOH BE30IIACHOCTH)»

Ilenv u naanupyemoie pe3yibmamnovt 0C60€HUA YUEOHOU OUCUUNTIUHDBL

MecTo QUCHMIUIMHBI B CTPYKType NPHMEPHOH OCHOBHOM Ipodeccuo-
HAJILHOU 00pa3oBaTe/IbHOM POrPAMMBI:

Jucrummmaa OI1.04 OcHoBbl MH(pOpPMAIMOHHOW 0E€30MaCHOCTH BXOJIUT B
oOmmenpodecCHOHaTbHBIN UK, SIBIASETCS AUCIUIUIMHOW, JArOIIeH HadalbHBIC

MIPEICTABIICHUS] M TIOHATHUS B 00JacTH WH(OPMAITMOHHONW 0€30MMacHOCTH, Ompe/ie-

JSIOIIEeH MOTPEOHOCTH B PA3BUTUU MHTEpEca K M3yYEHUIO YUEOHBIX AUCIMILIUH U

po(hecCHOHANBHBIX MOJYJICH, CTOCOOHOCTH K JIMYHOMY CaMOOIIPEICIEHUIO U ca-
MOpeaTn3ali B y4eOHOM eATeTbHOCTH.

1.1.1. [lepeueHb OOIIMX KOMIIETCHIINI

Kon
IIK, YMeHus 3HaHUs
OK
OK 03, | knaccuduimpoBathb CYIITHOCTh U TOHSITHE MHPOPMAIIMOHHOM Oe3orac-
OK 06, | 3amumaemyro UHGOP- | HOCTH, XapaKTEPUCTUKY €€ COCTABIIAIONINX;
OK 09, | Mmanyio Mo BUAAM Taii- | MecTO MH(POPMAIIMOHHON O€30MacHOCTH B CHUCTe-
IIK 2.3 | HBI U CTENEHSM CEeK- | M€ HallUOHAIBHOM 0€301aCHOCTH CTPAHBI;
PETHOCTH; BU/JIbI, UICTOYHUKHA W HOCHUTEIM 3aIUIIAeMON HH-
KJaccuuIMpoBaTh dbopmaruu;
OCHOBHBIE yIPO3bl | HKCTOYHUKH yrpo3 0€30MacHOCTH HH(pOpMALUA U

Oe3omacHocT UHOOP-
MaIliH,

MEpBI 10 UX MPEAOTBPAIIECHUIO;
(bakTophl, BO3ACUCTBYIONINE HA HHOOPMAITUIO TTPU
ee 00paboTKe B aBTOMAaTU3UPOBAHHBIX (MH(pOpMa-
LIUOHHBIX ) CUCTEMAX;

YKU3HEHHBIC IUKJIbI HHPOPMAIIMK OTPAaHUYCHHOTO
JI0CTyTa B Mpoliecce ee co3anusi, o0paboTKu, me-
penauu;

COBpEMEHHBIE CPEJICTBA U CIOCOOBI 00ecnedeHus
nH(OPMAITMOHHON O€30MTaCHOCTH;

OCHOBHBIC METOJWKM aHaliu3a YIpo3 M PHUCKOB
nH(OPMAITMOHHON O€30TTaCHOCTH;
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2.CTPYKTYPA U COAEP) KAHUE YUEBHOU JUCHUITINHBI
2.1. O0bem y4yeOHOM TMCHMILIMHBI M BHAbI Y4e0OHO padoThI

. O0bem B ua-
Bun yueO6Hoii padoThl
cax

MaxkcumanbHasi ydeOHasi HATPY3Ka 60
Oo0s3aTenbHAsA yyeOHAsI HATPY3KA 48

B TOM YHCJIE:

TEOpEeTHUECKOe 00yUeHUE 32
JlaGopaTopHbIe U MPAKTUUECKUE 3aHATHS 16
CamocTosTENbHBIE PA0OTHI! 12

1CaMOCTO$ITCIII>Ha$I paboTta B paMKax 00pa30BaTeIbHOI IPOrpaMMBbl IUIAHUPYETCS 00pa30BaTEIbHOM OpraHU3aleil ¢ COOTBETCTBUH C
tpedoBanusimu ®I'OC CIIO B mpenenax o0bemMa y4eOHON AUCHMUILIMHBI B KOJMYECTBE 4aCOB, HEOOXOAUMOM IS BBIMOJIHEHUS 3aaHUN

CaMOCTOSITeITIbHOM paGOTLI 06yqa}om1/1xc;1, NIpeayCMOTPEHHBIX TEMATUICCKHUM IUIAHOM U COACPIKAaHUEM yqeGHoﬁ JAUCIUTIIIINHBL.




2.2. TemaTU4YeCKHU IVIAH U COAepPKAHUE YIeOHOH IUCHUIINHBI «OCHOBbI HH(POPMALMOHHOM 0€30IIaCHOCTH»

HaumeHoBaHue pa3-
JeJIOB
U TeM

Conep:kanue yueOHOT0 MaTepuaia, NpakTuieckne padoThbl, CECMUHAPCKHUE
3aHATHS, CAMOCTOSITEJIbHASI pa00oTa 00y4aloIMXCs

Oo0beMm
4acoB

OcBauBaeMble
JIEMEHTBI
KOMIETEeHIUN

1

2

3

4

Paspnen 1. Teopernueckue 0CHOBbI HH(POPMALMOHHOM 0€30MACHOCTH

Tema 1.1. OcHoBHEBIC
MOHSATHS W 3a7ayd WH-
dbopmanimonHor  0e3-
OITACHOCTH

Conepxanue y4eOHOIro MaTepuaJjia

[Tonsitue undopmainmu u uHGOpMaIMOHHON Oe3omnacHoctu. Mudopmarus, co-
oOmeHusi, HHGHOPMAIIMOHHBIE TPOLECCH KaK OO0BEKThl MHPOPMAIMOHHON 0e3-
onacHocTd. O030p 3aIIUIIAEMbIX 00BEKTOB U CUCTEM.

[Tonsitue «yrposza unpopmanuu». [lonarue «pucka nHGOpPMALMOHHON Oe3omac-
HocTh». [IpuMepsl npectymienuii B cpepe mHPopMauuud U UHPOPMALMOHHBIX
TexHoJorui. CyIHOCTh (YHKIIMOHUPOBAHHS CHCTEMBI 3aIUMTHI WH(OPMAIINU.
3ammra yenoBeka OT ONacHOW MH(pOpMalUUd U OT HEMHPOPMUPOBAHHOCTH B 00-
JacTi UHPOPMAITMOHHON OE30MaCHOCTH.

OK 3, OK 6,
OK 9, IIK.2.3

Tema 1.2. OcHoBHI 3a-
IIUTHI HHDOpMAITUU

Copepxanue y4e0HOro MmarepuaJjia

[{eocTHOCTD, TOCTYMMHOCTh M KOH(PUACHIIMAIBHOCTh HHpopMannn. Kinaccuduka-
1us “HGOPMAIIMH 110 BUAAM TalHbBI U CTENEHsIM KoHbuIeHnaabHOCTH. [ToHsTHs
roCyapCTBEHHOW TalHbI M KOHPUACHIIMAIBHON HH(OpMAITUH.

KuzHeHHbIe UKIIBI KOHGUICHIIMATHHOW HH(POPMAIIMKA B TIPOIIECCE €€ CO3IaHMs,
00paboTKH, epeaayu.

Henu u 3agaum 3amuthl uHGopMamu. OCHOBHBIEC MOHSTHUS B 00JACTH 3alllUTHI
uHpopmanuu.

DneMeHThl npouecca MmeHemkmenTa Mb. Monens unTerpanuu nHGOpMamoHHON
0€30MacHOCTH B OCHOBHYIO AesTeNbHOCTh opranu3auuu. [lonstue [omutuku 6e3-
OIMACHOCTH.

OK 3, OK 6,
OK 9,IIK 2.3

IIpakTnyeckune 3aHATHS

Omnpenenenre 00bEKTOB 3aIIUTHI HA TATTOBOM 00BEKTE WH(DOPMATH3AIINH.




Knaccudukanusa 3amumaemMoid uHQOpMAIMK TO BUAAM TalHBI U CTENCHSIM
KOH(UACHIINAJIBbHOCTH.

Tema 1.3. Yrpo3ssl 6e3- |Coaep:kanne y4e0HOT0 MaTepHuasia OK 3, OK 6,
OMAcCHOCTH  3amuiiac- | [Toustre yrpo3sl 6€30MacHOCTH HHPOPMAIIHH OK 9,IIK.2.3
MOH HH(pOPMAIIUH. Cucremnas knaccudukarus yrpo3 6€30macHoCTd HH(GOPMALIUH.

Kananel 1 MeTO/1bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HHPOPMaIUU

VY s3BUMOCTH. MeTO/Ibl OLIEHKH YSI3BUMOCTH MH(GOPMAIIUH

IIpakTHYecKoOe 3aHATHE

Omnpenenenue yrpo3 o0beKTa MHPOPMATU3AIMHI U UX KJIacCUPUKAIIUS
Pasznes 2. MeTogosiorus 3aliuTbl HHGOpMaUMu
Tema 2.1. Metonono- |Conepskanue yueOHOr0 MaTepHuasia OK 3, OK 6,
TMYECKUE MOJAXOJbl K |AHAU3 CYIIECTBYIOIIMX METOJUK ONpEeeIeHUs] TpEOOBaHMM K 3amuTe HHpopma- OK9,IIK 2.3
3amuTe nHGOpMaIuu 19705 8

[TapameTpsl 3amuniaeMoil HH(GOpPMAUMK U OLIEHKA (PaKTOPOB, BIUSIOIIUX HA Tpe-

OyeMblil ypOBEHb 3aIIUThl HHPOPMAIIH.

Buibl Mep ¥ OCHOBHBIE IPUHIUIIBI 3A1UTHI HH(OPMALIUK.
Tema 2.2. HopmatusHo |Coaep:xkaHue yueOHOT0 MaTepuajia OK 3, OK 6,
IIpaBOBOE peryaupoBa- |OpraHu3alloHHas CTPYKTypa CUCTEMBbI 3alIMThl HHPOpMAIIH OK 9
HUE 3auThl HH(OpMa- |3aKOHOMATENbHBIE aKThl B 00JACTH 3aIIUTHl HH()OpMAIUH.
812071 Poccuiickue 1 MexXIyHapoIHbl€ CTaHIAPThI, ONPEIEIAIoNIe TPEOOBaHUS K 3alllH-

Te nH(pOpMaIUH.

Cuctema ceptudukanuu PO B obmactu 3amuThl nHGopMannu. OCHOBHBIEC Tpa-

BUJIA U JIOKYMEHTHI cucTtembl ceptudukanuu PO B obnactu 3amuTthl nHPOpMa-

197078

IIpakTH4YecKkoe 3aHsITHE

PaboTta B cripaBOYHO-IIPaBOBON CHUCTEME C HOPMATHUBHBIMHU U MPABOBBIMU JIOKY-

MEHTaMH 110 MHGOPMAIIMOHHON 6€30MacHOCTH
Tema 2.3. 3ammra us- |Coaep:kaHue yueOHOTO MaTepuasia OK 3, OK 6,




dbopmar B aBTOMaTH-
3UpOBaHHBIX  (MHDOP-
MAaITMOHHBIX ) CHCTeMax

OcHoBHBIE MEXaHU3MbI 3alIUThl UHGopMmanuu. Cuctema 3amuThl UHYOPMALIHH.
Mepsl 3ammuThl HHGOPMAIIMK, pealiu3yeMble B aBTOMAaTU3UPOBAaHHbBIX (MHGOpMa-
[IUOHHBIX) CUCTEMAX.

[IporpamMmHbIe U POrpaMMHO-aNIapaTHbIE CPEICTBA 3AIIUTHI HH(DOPMAITUU

OK 9

WuxeHepHas 3al1UuTa U TEXHUYECKask OXpaHa 00bEKTOB HH(POpMaTH3aLUU >
OpraHu3alinoOHHO-pacopsAIUTeNIbHAs 3aiuTa nHpopmanuu. Pabora ¢ kagpamu u
BHYTPUOOBEKTOBBIA  peXuUM. [IpHHIMIIBI  MOCTpOEHHS  OpraHU3allMOHHO-
pacnopsiANTENbHON CUCTEMBI.
IIpakTH4YecKoe 3aHATHE 4
Bb100op Mep 3anuThl HH(QOpPMAUK AJ11 aBTOMAaTU3UPOBAHHOTO paboYero Mmecra

Bcero 60
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1. YCJIOBUS PEAJIM3ALIMA TIPOTPAMMbBI YYEBHOM JUCILIU-
IIJIMHbI

3.1. lna peanu3anuM NPOrpaMMbl Y4eOHOH JAMCUMIIMHBI JIOJIKHBI
OBITH MPeyCMOTPEHBI cJIeAyIolHe clelHaJbHbIe OMelleHUs:

Peanuzanus nporpaMMbl TUCHUIIMHBI TPEOYET HAIMYUS Y4€OHOro KaOuHe-
Ta UHPOPMAIIMOHHON 0e30macHOCTH J1abopaTOopuu HH(DOPMALMOHHBIX TEXHOJO-
TUH.

O6opynoBanne yueOHOTO KaOMHETA: TIEPCOHATBHBIA KOMITBIOTED, MPOCKTOP,
IPE3eHTALNN YPOKOB, CTEH/IbI, TJIAKATHI, METOIUYECKUE TTOCOOUS.

O6opynoBanue 1abopatopur HHPOPMAIMOHHBIX TEXHOJIOTHHA: TIOCAI0OTHBIC
MecTa M0 KOJIMYECTBY oOydaromuxcs; pabouee MECTO MpenoiaBaTesi; MyJIbTUMe-
JTUHHOE 000pYyA0BaHUE.

3.2. Uu¢popmanuoHHOe odecneyeHrue peau3auu NporpaMmmMbl

OcCHOBHBbIEC HCTOYHUKH:
1. byonoB A.A., IIpxeropmunckuii B.H., CaBunkun O.A. OcHOBBI HH(Op-

MalroHHOI O0e3omacHocTH. —M.: Axkanemus. 2015.

JlonoJIHUTEIbHbIE HCTOYHUKU:
1. bab6am A.B., bapanora E.K., Jlapun JI.A. MUndopmannonnas Oe3onac-

HOCTb. McTopus 3amutel uHPopManuu B Poccun. — M.: M3natensctBo KIY.
2. bapanona E.K., ba6am A.B. Undopmarmonnast 6€30mMacHOCTD U 3allUTA.
YuebHoe nocobue. — M.: Uuda-M. 2016. http://www.iprbookshop.ru/10677.html
3. ba6am A.B. Mudopmanmnonnas 6e3omacHOCTh. JIabopaTOpHBIA MpaKTH-
kyM (+CD) : yueOnoe nmocodue / A.B. babami, E.K. bapanosa, 10.H. MenbHukoB.
2-e 3., ctep. — M. : KHOPYC, 2016.
4. bonnapes B.B. Beaenue B nH(poOpManmoHHy0 0€30MaCHOCTh aBTOMa-
TU3UPOBAHHBIX cHcTeM. YueOHoe nocodue. — M.: MI'TY um. baymana. 2016.

5. Hecrepos C.A. OcHOBBI HHPOPMALIMOHHOW 6e30macHOCTU. YUueOHOe T0-
cooue. — C-I16.: Jlans. 2016. http://www.iprbookshop.ru/43960.html

6. benos E.b. [Ipxeropmunackuii B.H. OpranuzanuonHo-mnpaBoBoe obecrie-
yeHre nHpOpMaImoHHOM Oe3omacHocTH. —M.: Akagemus. 2017.

7. Ilpockypun B.I'. 3ammra nporpaMm U JaHHBIX: Y4eOHOe mocoOue s
BY3o0B. - —M.: Akagemus. 2012.

8. Poauuer I0.A. HopmaTtuBHas 6a3a u ctaHigapTel B o0sactu uHpoOpma-
IIMOHHOM Oe3omacHocTH. YueobHoe nmocodue. — C-I16.: Uzna. [Tutep. 2017.

9. Ilawbrun, B. ®. 3ammra uHpopMalii B KOMIIBIOTEPHBIX CHUCTEMaX U
cersax. JIMK Ilpecc, 2012.



IMepuoauyeckue U3TAHUSA:
10. Kypnanst Chip/Uun: XXKypHan o KOMIOBIOTEpHON TEXHUKE aJisi mpodec-

CHUOHAJIOB U OTBITHBIX MOJIb30BATENICH;

11. Kypuanet  3amura uHdopmaunuu. Hucaiin:  MHpopmarmonHo-
MeToaudeckuil xypHan WMudopmanmonnas Oe3omacHOCTh pernoHoB: Hayuwo-
MPAKTUYECKUN )KYPHAII

12. Bompocsl kubepbe3omnacHocT. HayuHslid, nepuoanyeckud, uHPopma-
[IMOHHO-METOANYECKUH KypHaJl ¢ 6a30BOil clienuanu3amnueit B o0aactu uudopma-
nnoHHoM 6e3omacHoctu.. URL: http://cyberrus.com/

13. be3zonacHocTh MHGOPMAIMOHHBIX TeXHOJOTHH. [leprogudeckuii pereH-
3UpyeMbIi HayuHbIH sxypHan HUSY MU®U. URL: http://bit.mephi.ru/

DJIEKTPOHHBIE HCTOYHUKHU:
1. depnepanbHas ciayx0a MO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

(®CTOIK Poccum) www.fstec.ru

2. VHdopmarmoHHO-CcIIpaBOYHasl CUCTEMa M0 JJOKYMEHTaM B 00JIacTH TeX-
HUYECKOM 3amuThl nHGopMaru Www.fstec.ru

3. OO6pa3zoBaTenbHble TOPTAIbl MO PA3TUUYHBIM HAMpaBlIeHUSIM 00pa3oBa-
HUs 1 TemaTtuke http://depobr.gov35.ru/

4. CnpaBo4yHO-TIpaBOBast cucrema «KoHcynbTaHT [Tmroc»
www.consultant.ru

5. CmpaBouyHo-nipaBoBas cucteMa «I'apanT» » Www.garant.ru

6. denepanpHbiii moptan «Poccutickoe oopaszoBarnre WWw.edu.ru

7. denepanbHBI IIPAaBOBOM  IOpTaj «}Opunnueckas  Poccus»
http://www.law.edu.ru/

8. Poccuiickuii bmomeTpudeckuii moptaa Www.biometrics.ru

9. ®enepanbubiii moptan «MHGOpMAIIMOHHO- KOMMYHHUKAITMOHHBIE TEXHO-
Joruu B oopazoBanum» htpp\\:.www.ict.edu.ru
10. Caiit Hay4noii anekrponHoi 6ubmmorekn Www.elibrary.ru


http://bit.mephi.ru/
http://www.fstec.ru/
http://www.fstec.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.edu.ru/
http://www.law.edu.ru/
http://www.biometrics.ru/
http://www.ict.edu.ru/
http://www.elibrary.ru/
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4. KOHTPO.Ib U OIIEHKA PE3YJbTATOB OCBOEHUS YUEBHOI

JUCHUILIAHBI

Pe3yabTaThl 00yyeHus

Kpurepuu oneHku

Dopmbl ) | MeTOAbI
OLICHKH

Ymenus:

KJIaccu(UIUpoBaTh 3a-
HIMAIaeMy0  UHpOpMa-
MO TI0 BUJIaM TaiHBI U
CTEIICHSIM CEKPETHOCTH;
KJIaccu(UIUpoBaTh OC-
HOBHBIE YIrpo3bl 0e3-
OMMacHOCTH  HWHQOpMa-
IIUH;

OneHka yMEHHUI OCYIIECTB-
JSeTCs MO  MATHOATIHLHOM
IKasue

Kontpoinb 3Hanuit u yme-
HUW OCYLIECTBISIETCS B
XOJIe BBIMOJHEHUSI TIPaK-
TUYECKUX H JabopaTop-
HBIX  paboT, TPOMEXKY-
TOYHOM aTTECTAIUU.

WNurtepnperanuss  pe3yib-
TaTOB HAOJIIOJICHUN Tpe-
nojaBaTelisl 3a JIesTelb-
HOCTBIO O0y4arolierocs: B
mpoliecce ocBoeHust oOpa-
30BaTEIbHON TPOTrPaMMBbI

DKCNEPTHOE 3aKIIOYEHUE
npenoaaBaTess
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3HaHun:

CYITHOCTh U TIOHSTHE
nHpopMaIIMOHHON 0e3-
OIMMaCHOCTH, XapaKTepH-
CTHKYy €€ COCTaBJISIO-
IIUX;

MecTOo HWH(GOPMAINOH-
HOW 0e30MacHOCTH B
CHUCTEME  HalMOHAJb-
HOU Oe3omacHOCTH
CTpaHBI;

BUJIbI, HMCTOYHUKH U
HOCHTEJIU 3alllUIaeMOi
uHdopmaIuy;
UCTOYHUKH YIrpo3 0Oe3-
OIMacHOCTH  HH(pOpMa-
IMA W MEphl MO UX
MPEIOTBPAICHUIO;
bakTophl, BO3JEHCTBY-
o1IMe Ha UHGOPMAIIUIO
npu ee 00paboTKe B aB-
TOMATU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX )
CUCTEMAX;

YKU3HCHHbIE ITUKJITBI
uH(OpMAIUU  OTPaHU-
YeHHOr0 JIOCTyna B
mpoliiecce ee co3aaHus,
00paboTKH, Iepeavm;
— COBpPEMEHHBIE Cpejl-
CTBa U CNOCOOBI 00ec-
ne4yeHus: uHpopmaru-
OHHOM 0€30MaCHOCTH;

— OCHOBHBIE METOANKHU
aHaJIM3a yrpo3 M puc-
KOB MH(QOPMALIMOHHOM
0€30MacHOCTH.

OrneHKa 3HaHUN OCYIIECTB-
JIS€eTCI 10 IISITHOAIUILHOU
HIKaJIe

Kontponb  BblnonHsSETCS
o pe3yjpTaTaM IpoBe-
JIEHUsl Pa3IUYHbIX (Hopm
ompoca, BBITIOJTHEHUS
KOHTPOJIbHBIX paboT, Te-
CTUPOBAHMSI, BBITTOJIHEHHUS
PAKTUYECKUX pabor,
IPOMEXKYTOYHOM  aTTe-
CTaluu.

Nurtepnperanms  pe3yib-
TAaTOB HAOJIIOJICHUN Tpe-
nojaBareyisi 3a JIesTelb-
HOCTBIO O0YyYaroIerocsi B
mpoliecce ocBoeHust oOpa-
30BaTEIbHON TPOTrPaMMBbI

DKCHEPTHOE 3aKIIOYEHUE
npernoaBaTes




ITPUJIOKEHUE 1
Boponexckuii KoJl1e1K poO0OTOTEXHUKH U KOMIIbIOTEPHBIX TEXHOJIOTHii

r ~ YTBEPXJIAIO
OOKYMEHT NnoAarimCAH

SNEKTPOHHO NOAMMCHIO AMpeKTop KoIeka

A% Jlykuna B.b.

CepTudmkat: 01D72D329BBD7B20000000072C4B0002

B. N Bi B

Reicrawmenei: ¢ 09.04.2021 40 0,04 2022 « » 2019~
\. J

®OH/JI OHEHOYHbLIX CPEJICTB
JUCLATIIINHBI

«OI1.04 OCHOBbI UH®OPMAIIMOHHOMN BE3OIMACHOCTH»

JUTSL CTICIIUAIBHOCTH cpeaHero npodeccuonanbHoro oopazopanus 10.02.04 " Ob6ecneuenne uH-
(popmannoHHoii 6€30MACHOCTH TEJIeKOMMYHHUKAIIUOHHBIX CHCTEM '

KBanmudukamms BEITYCKHUKA: TEXHUK MO0 3a1uTe HHGOpMaMu.

Boponex
2019

Ilenv ghonoa ouenounvix cpedocme. OLEHOUHBIE CPEJCTBA MpEIHAZHAYE-
1



Hbl JJI1 KOHTPOJISI M OLIEHKHM OOpa3oBaTENbHBIX JOCTHXKEHHM OOydarommxcs,
OCBOMBIIMX MPOrpaMMmy Yy4eOHOM AUCHUIUIMHBI «OCHOBBI MH(POPMALUMOHHOM
6e3onacHocTuy. [lepedyeHb BUAOB OLIEGHOYHBIX CPEICTB COOTBETCTBYET Paboueii
nporpamMme AUCIUIUIAHBI.

DoHO 0UEHOUHBIX CPeOCH8 6K10Yaent KOHTPOJbHBIE MAaTEpUANIbI IS
MPOBENCHUS TEKYIIETO KOHTPOJS B (JopMe MHIMBHUAYATHHBIX 33JIaHUN MPHU BbI-
MOJITHCHUH TTHKJIa J1a00paTOPHBIX padOT M MPOMEKYTOUYHOM aTTecTaluu B hopme
BOIIPOCOB W 3aJiaHuil (MOTYT OBITh 3aJiaHbl KaK B opMe OmIIeTa, Tak U dK3aMe-
HAITMOHHOTO TECTa) K 3K3aMCHY.

Cmpykmypa u codepicanue 3a0anuii - 3371aHusi pa3paboTaHbl B COOTBET-
CTBUU C paboueil mporpaMMoit AucUIUIUHbI «OCHOBBI HH(DOPMAIITMOHHON 6e3-
OITACHOCTU.



1. [TacopT oHIA OIEHOYHBIX CPEICTB

PesynmbraToM OCBOCHMSI YICOHOW MUCIUILIMHBI SBISIOTCS TpeaycMoTpenHbie @I'OC mo crre-
[MUATLHOCTH YMEHUS U 3HaHUs, HalpaBJICHHBIE HA (DOPMUPOBAHUE OOIIMX U MPO(HECCHOHATHHBIX KOM-

npodeccuoHanbHON 1esi-
TETHHOCTH.

e TEHITUH.
Tabnuna 1
HaumenoBanue
Ne CopepxaHue KOMIIETEH-
L Kon xomrie- - [TnarupyemMble pe3ynbTaThl 00yUeHUS| OLICHOYHOTO CPEei-
TECHIIUU 1 CTBa
YMeHHsI: OnpeseNATh akTyanbHOCTh HOpMa-3ajJaHue Ha BbI-
TUBHO-TIPABOBOM JTOKyMEHTAllUUd B r[pquec-HOHHGHI/Ie UHI-
CHOHAILHOW JIEATCIILHOCTH; TMPUMEHSATH CO-
BHUAYAJIbHOT'O Ba-
BPECMCHHYIO Hay4yHYI0 MNPO(HECCHOHATBHYIO
[[1aHUPOBATh U PEATU30-  [TEPMHHOJIOTHIO; ONPEICIATh U BbICTpaI/IBaTBpHaHT% nabopa-
1 OK 03 BLIBATL COOCTBEHHOE mpo- TPACKTOPHH HpOCI)eCCI/IOHaJILHOFO pasButusa uTOPHOU pa6OTI>I
(eccronanbHOE M Y- camoobpasoBatus _
HOCTHOE Pa3BHTHE. 3HaHusA: coaelzmaHHe aKTyaJlbHOH HOpMa-
TUBHO-TIPAaBOBOH JOKyMEHTAIHH; COBPEMEH-
Hasi HaydHasd W MpodecCHOHaJbHAs TEPMU-
HOJIOTHSI, BO3MOXXHBIC TPAaeKTOPUH Ipodec-
CHOHAJILHOTO Pa3BUTHUS U CaMO0OOpa30BaHUs
YMeHUsI: ONKCHIBaTh 3HAYUMOCTH CBOCH|3aJaHMe Ha BHITIOJIHE-
CIICLIMAJIbHOCTH HUE UHIUBUYaIbHOTO
BapuaHTa Jaboparop-
HOU paboThI
[TpOsABIATH MPaXIaHCKO- 3HaHusA: CYIIHOCTb IpaXkIaHCKO-
[IATPHOTHYECKYIO O3HIH0, IATPHOTHIECKOH  nosuuu, oO1ieueaoBeye-
5 eMOHCTPHPOBATH 0CO- CKHX LEHHOCTEH; 3HaYMMOCTH npodeccuo-
OK 06 HaJbHOH JICATEIBHOCTH I10 CIIECIUATLHOCTH
B3HAHHOC ITOBCACHHEC HA OC-
HOBE O0IIEYCITOBECYCCKHUX
LICHHOCTEH.
'YMeHusi: IPUMEHATH CPeCTBa MHPOpPMAIU-3afaHHe HA BHITIOIHE-
OHHBIX TEXHOJIOTUH ISl pemeHus Mpodec-Hue HHINBHIYaIbHOTO
lcnonb30BaTh UHPOPMA-  [cHOHANBHBIX 3a7ad; HCIONb30BATH COBpe-{BapuaHTa JJaboparop-
3 OK 09 LIOHHBIC TEXHOJIOTUH B MEHHOE IMPOrpaMMHOE o0ecrieueHre HOI paOOTHI

3HAHUA: COBPEMEHHBIE CPEICTBA U yCTpPOil-
cTBa MH(OpMaTH3AIMK; MOPATIOK UX HpUMe-
HEHHMs M IporpaMMHOe oOecreueHHne B Ipo-

(beccnoHaNMBbHOM e TENHHOCTH




I1K 2.3

OCyIIECTBIIATD 3aIUTY
MH(pOpPMALIUK OT HECAHK-
[NOHUPOBAHHbIX JEH-
CTBHH U CIIEHUAIBHBIX
BO3JICHCTBHUI B HH(DOP-
MaIMOHHO — TEJIEKOMMY-
HUKAIL[IOHHBIX CUCTEMaX
U CETSX C MCIIOJIb30BaHU-
€M [IPOrpaMMHBIX U IPO-
IrpaMMHO-aIIapaTHbIX, B
TOM 4MCJIe KpUITOIpa-
(udeckux cpescTB B CO-
OTBETCTBHHU C IPEIbSB-
JICHHBIMH TPpeOOBaHUSI-
MU..

3HaHua:

BO3MOXKHBIX yrpo3 Oe3omacHOocTH HH(MOpMa-
v B UTKC;

crioco0oB  3amuThl WHpopMmanuu HCI wu
crienMaabHBIX BO3JICHCTBUN Ha HEE,

TUTIOBBIX MPOTPAMMHBIX ¥ IIPOTPaMMHO-
AnapaTHRIX CPEICTB 3aIUTH MH(OpPMAIHH
B UTKC;

KpUNTOrpaUIecKux CpeiCTB 3allUThl WH-
hopMar KOH(pUICHIMATBHOTO XapakTepa,
KkoTopsle npuMeHsitoTcst B UTKC;

mopsiiKa i TPaBUI BEJICHMS]
PKCIUTyaTaIl[HOHHOMN JIOKYMCHTAIHH Ha|
MpPOTPaMMHBIE W TPOTPAMMHO-aIIapaTHEIC
(B TOM 4YmHCIIe KpUOTOTpaQUUIECKIe) CPEICTBa
3amuTE HHPOPMAIIHH.

Ymenus:

BBISIBJIATh M OLICHUBATh YI'pO3bI Oe30IMacHo-
ctu nHpopmaru B UTKC;

HACTpanBaTh ¥ MPUMEHSTH CPEICTBA 3aLIUTHI
nH(pOpMaLUK B ONEPAIMOHHBIX CHCTEMax, B
TOM YHMCIIE CPEACTBA aHTUBUPYCHOM 3aIlNTHI;
[POBOJNTH KOH(UI'YypUpOBaHHE IMPOrpPaMM-
HBIX M IPOrpaMMHO-aNNApaTHBIX (B TOM
YHCIie KPUITOrpapUIecKHX) CPEICTB 3alllu-

T HH(OPMAIIVH;

3agaHne Ha BBITOITHE-
HUC WHIWBUYATEHOTO
BapuaHTa Jaboparop-
HOU paboTHI

3aver (auddepeHInpPOBAHHBIN)

DopMoil MPOMEKYTOUHOM aTTECTALMH 110 YUeOHOU AUCLUIIIMHE SIBIISIETCS

yKazamo popmy ammecmayuu, npedycMOmpenHyio y4eOHbIM NiaHOM




2. ®opMBI KOHTPOJISI M OIIEHUBAHUS JIEMEHTOB YYCOHON JUCITUTIITMHBI

B pesynbraTe TeKyliel aTTecTal|y 0 y4eOHOM AUCIUIUIMHE OCYIIECTRIISICTCS KOMILIEKCHAS

MPOBEpKa CIESTYIONUX YMEHHI ¥ 3HAHHM, a TaKKe JHHAMHKa (POpMHUpPOBaHUs oONMMX U Tipodeccro-

HaJIbHBIX KOMHeTCHHHﬁ.

Tabmuma 2

Pa3zgen / tema
JUCIHHMILINHBI

IIpoBepsiembie ¥, 3, OK, IIK

®opma TeKyuero
KOHTPOJISA M OLlCHUBA-
HHSA

Pazmen 1. Teopetu- OK 3, OK 6, CamocrosiTenbHas  pa-
YEeCKHE OCHOBBI UH- OK 9. [IK.2.3 ooTa

(bopmarronHoit 6e3- ’

OMAaCHOCTH

Tema 1.1. OcHOBHBIE OK 3, OK 6, CamocToATeNbHas — pa-
MOHATHSA U 3aJa4H OK 9. [IK.2.3 00Ta

HH(OPMAIHOHHOM i

0e30nacHOCTH

Tema 1.2. OcHOBBI OK 3, OK 6, [IpakTUUECKOE 3aHATHE
3amuThl HHPOPMAIHH OK 9’ K.2.3 NoNe 1,2

Tema 1.3. Yrpossl OK 3, OK 6, [IpakTHYeCKOEe 3aHATHE
0e30MacHOCTH 3aIlH- oNo

raemMoit nadopma- OK9,TIK.2.3 e 3

[HH.

Pasmen 2. Metoaoso- OK 3, OK 6, CamocrosiTenbHast  pa-
TS 3aIIUTHI HHPOP- OK 9 0oTa

MaIuu

Tema 2.1. MeTomoio- OK 3, OK 6, CamocrosiTenbHast  pa-
THYECKUE TOAXOIbI K OK 9 Oora

3amuTe nHHOpMauu

Tema 2.2. Hopma- OK 3, OK 6, [IpakTHYECKOE 3aHATHE
THUBHO IIPaBOBOE pe- OK 9 NoNe 1

['yJIHPOBAHKE 3aLUTHI

WHpOpMAaITUH

Tema 2.3. 3ammra OK 3, OK 6, [IpaKTHUEeCKOE 3aHATHE
MH(POpPMAIIUK B aBTO- OK 9 NeNe 2

MaTHU3UPOBAHHBIX
(MH(MOPMAIIMOHHBIX)
crcreMax

3. OtieHKa OCBOCHUSI YIEOHOU TUCITUTIITUHBI

3.1 TemaTuka KypcoBbIX paboOT

Kypcosas paboma no oucyunnune ne npedycmompena yueoHbiM NIAHOM

4. KoHTpOJIbHO-0IIEHOYHbIE MaTepHAIIbI ISl MPOMEXKYTOYHON aTTeCTalluu Mo y4eOHOM

JIUCLIUILINHE

OreHKa 0CBOCHUS AMCHUMILIMHEI IIpelyCMaTpUBacT IIPOBEACHHE K3aMeHa

4.1,

yKazamo opmy ammecmayuu, npedyCMOmMpeHuylo yueoHblM NiaHoM

Bomnpocs! (3aganus) K 9k3aMeHy M0 TUCHUIUIMHE:

1. Ionsarue nndopmaruu 1 HHGOPMAITMOHHON O€30MACHOCTH.




2. Undopmanus, coobiieHrs, HHPOPMAIITMOHHBIE TIPOIIECChl KaK 00BEKTHl HHPOP-
MalMOHHOM 0€30MacCHOCTH.

3. O030p 3amuIaeMbIX 00BEKTOB U CUCTEM.

4. Tlonstue «yrposa undopmanum». [lonarue «pucka HHGOPMAIIMOHHON Oe3omac-
HOCTH.

5. Ilpumepsl mpectymiieHuit B cgepe undopmauu u HHGOPMAIIMOHHBIX TEXHOJIO-
TUH.

6. CymHOCTh (PYHKIIMOHUPOBAHUS CHUCTEMBI 3alllUTHl HHPOpMAIUH. 3allnuTa Yemo-
BeKa OT OnmacHoOW MH(OpMAaLUK U OT HEMH(POPMUPOBAHHOCTH B 001IacTH HHPOP-
MAaIMOHHOM 0€30MacHOCTH.

7. LlenocTHOCTD, AOCTYMHOCTh M KOH(DUIECHIIMAIBHOCTh HH(POPMALIHH.

8. Kmaccudukanusa napopmanmu no BugaM TalHBI U CTEMEHIM KOH(PHUICHINATb-
HOCTH.

9. TloHsaTus rocyapcTBEHHOM TalHBI U KOH(MUIECHIIMATLHOW HH(POPMALIUU.

10.2Ku3HeHHbIe IUKIIBI KOHPUACHIIMAIBHON HH(OPMAIIUU B MPOIIECCE €€ CO3TaHMUs,
00paboTKH, epeauH.

11.1lenu u 3agaun 3amuThl nHGOpManuu. OCHOBHbBIE TIOHATUS B 0OJACTH 3aIIUTHI
uHbOopMaIuu.

12. DnemenTsl npouecca MeHemkMenTa Mb. Monens nHTerpanuu nHpopManruoH-
HOI 0€30IaCHOCTH B OCHOBHYIO JI€SITENIbHOCTh opranu3anuu. [lonstue [lomutu-
KM 0€30I1aCHOCTH.

13.TIlonsatue yrpo3sl 6e30macHoCcTd HHGOPMAITUU

14.CucremHnas kinaccudukaius yrpo3 0€30nacHOCTH HHPoOpMaIIIu.

15.Kanasnel 1 METO/1bl HECAHKIIMOHUPOBAHHOT'O JIOCTYTA K HHPOpMauu

16. Ys13BUMOCTH. MeToIbI OIIEHKH ySI3BUMOCTH WH(OpMAaLuu

17.AHanu3 cymecTBYIOMMX METOAMK ONpeaeieHusl TpeOOBaHUI K 3aIuTe HHPOp-
MaIuu.

18.[1apameTpsl 3amuiiaeMoil HHGOPMAIMK U OIEHKAa (DAKTOPOB, BIMSIOMIMX Ha
TpeOyeMbIil YpOBEHB 3alIUThl HHPOPMAIIUH.

19. Busipl Mep ¥ OCHOBHBIE PUHIUIIBI 3aLUTHl HHPOPMAIUH.

20.Opranu3zanoHHas CTPYKTypa CUCTEMBI 3alIUThl HH(OPMAITIH

21.3akoHO1aTeNIbHBIC aKThI B 00JIACTH 3alTUTHI HH()OPMAIIUH.

22.Poccuiickne U MEXIyHApOAHBIC CTaHIAPTHI, ONpPEICIAIomue TpeOOBaHUS K 3a-
uTe nHGopMaIuu.

23. Cuctema ceptudukaiuu PO B ob6nactu 3amuthl nHGopmanuu. OCHOBHBIE Tpa-
BUJIA U JOKYMEHTHI cucTeMbl cepTudukanuu PO B obnactu 3amuThl HHQOpMa-
017071



5. Kputepuu u mkaisl Jjisi UHTETPUPOBAHHOW OLIEHKW YPOBHS

c(hOPMHUPOBAHHOCTH KOMITETEHITUH

NHaUKATOPBI KOM-
neTeHInn

HEyI0BJICTBOPHUTEILHO

YI0BJIETBOPUTEJIBHO

XO0poIIo

OTJIMIHO

Tlos1HOTA 3HAHMH

'YpOBEHb 3HAHUN HUXKE
MHHUMAaJIBHBIX TpeOOBa-
Huii. JlabopaTopHsIe pa-
OOTBI BEITIOJIHEHBI HE B
[IOJTHOM 00BEME

MuyHUMaIBHO AOIYCTUMBII
ypoBeHb 3HaHMA. Jlabopa-
TOpHBIE paOOTHI BHITIOTHEHBI
B ITOJIHOM O0BbeMeE

'YpoBeHb 3HaHUIT B 00BEME,

COOTBETCTBYIOILEM IIPO-

rpamMMe IoAroToBKH. JIabo-
[paTopHbIe PaOOTHI BEIIIOIHE-

HBI B [IOJJHOM 00BbeMe

'Y poBeHb 3HaHUIT B 00B-
eMe, COOTBETCTBYIOIEM
porpamme HoAroTOB-
K1, TabopaTOpHEIE pa-
OOTBI BHIOJIHEHBI B
[TOJTHOM 00bemMe

Hanuumne ymeHuit

IIpu pemenuu craHAapT-

HBIX 3a]1a9 HE MPOJCMOH-

CTPUPOBaHbI OCHOBHBIE
ymeHnus. imenu mecto
TpyObIe OMINOKH.

[IpoeMOHCTpUPOBaHBI OC-
HOBHBIC yMEHHA. Perensl
TUITOBBIC 3a1a4d. VIHANBUIY-
QJIbHBIC 331a4H PEIICHBI 110
THUIIOBOMY IIa0JIOHY.

[IponeMOHCTpUpPOBaHBI BCE
OCHOBHBIC YMCHUS. PeteHsl
TUTIOBBIC 3a]1a4M. BeIToHe-
HBI MHIUBUAyaTbHBIE 3a/1a-
HMs, B [I0JHOM 00BEME, HO
HEKOTOPBIC C HEJOYCTAMH.

[IpoiIeMOHCTPUPOBAHEI
BCC OCHOBHBIC YMEHUS,
[PEIIICHBI BCE OCHOBHBIE
337129, BBITOJHEHBI BCE
MHIVBHIyaIbHbBIC 3a]a-
HUS B [IOJTHOM 00BbeMe.

XapakrepucTuka
copMupoBaHHOCTH
KOMIIeTeH !

KomnereHnus B OIHOM
Mepe He c(hopMHpOBaHa.
meromuxcst 3HaHUM,
YMEHUI, HABBIKOB HENIO-
CTaTOYHO JIJIsl pELICHUS
mpakTU4ecKux (mpodec-
CHOHAJIbHBIX) 3a/1a4.
TpebyeTcs noBTOpHOE
oOyuecHMe

C¢hopMHPOBAaHHOCTH KOMIIE-
TEHLIUH COOTBETCTBYET MH-
HIMaJIbHBIM TPEOOBaHUSIM.
lmeronuxcs 3HaHUM, yme-
HI1, HABBIKOB B II€JIOM JO-
CTaTOYHO JIJISl pELICHUS
pakTHYecKuX (mpogeccuo-
HaIIFHBIX) 33734, HO TpeOy-
eTCs IOTIOJTHUTEbHAS TIPAK-
THKA 10 OOJBIIMHCTBY MPAK-
TUYECKUX 3a7ad.

CchopMHPOBaHHOCTH KOMIIE-
TCHIIUH B II€JIOM COOTBET-

CTBYyeT TPeOOBaHMSM, HO

ecTh HeoueTsl. meronuxcs
3HAHWUI, YMEHUI, HABBIKOB U
MOTHBAIMH B LIEJIOM J0CTa-
TOYHO ISl PELLICHUS TPAKTH-
MECKHX (PO EeCCHOHATH-
HBIX) 33724, HO TpeOyeTcs
ITOTIOTHUTENbHAS IPAKTHKA
110 HEKOTOPBIM ITPOQeCcCcHo-

HaJIbHBIM 3aja4aM.

CdopMupoBaHHOCTH
KOMITETEHI[UH TIOJIHO-
CTBIO COOTBETCTBYET
TpeOOBaHUSIM.
Meromuxcs 3HaHU,
YMEHM, HABBIKOB 1
MOTHUBAIIMU B IIOJTHOM
Mepe JOCTaTOYHO IS
PEIICHIS CII0KHBIX
MPaKTUIeCKUX (Tpo-
(heccHOHATBHBIX) 3a/1a4.

Yposensb chopmu-
POBAHHOCTH KOMIIe-
TeHI I

Huzkwnii

Hwuxe cpegnero

Cpennnii

Bricokuit
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