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Pabouas nmporpamMmMa cocraBieHa Ha OCHOBaHUM TPeOOBAHUI:

— DenepanbHOro roCcyaapCTBEHHOTO 00pa30BaTEIBLHOTO CTAHJAPTa CPEIHETO
npodeccuoHanbHOro odpazoanust Ne 1551, yTBepkIieHHOTrO mpuKazoM MuHucTep-
cTBa 00pa3oBaHus u Hayku Poccutickoit @eneparuu ot 09 nexadps 2016 r.;

— y4eOHOro MmiIaHa BopoHEe)CKoro Kosremka poOOTOTEXHUKH U KOMITBIOTEp-
HbIX TexHojorui nmo cnenuanbHocTu 10.02.04 — "O6ecneuenue nHGOPMAITMOHHOMN
0€30MacHOCTH TEJICKOMMYHHUKAIIMOHHBIX cucTeM", yTBepacHHOro [lemarorndaeckum
coBeToM OT 16.12.2019 . mpoTtokon Nel

Nunexc — 10.02.04 Ub

CocraBurenb: NpenogaBareib C.C. Kynukos




1. OBIINAA XAPAKTEPUCTHKA IIPOOECCHOHA/IBHOI' O MOAYJIA

«IIM.02. 3BAIIITUTA HHD®OPMAILITUHU B HUH®OPMAILTHOHHO-
TEJTEKOMMYHHUKAIIHOHHBIX CUCTEMAX H CETAX C HCIIOJIb30BA-
HUEM ITPOT'PAMMHBIX U IIPOI'PAMMHO-AIIIIAPATHBIX (B TOM
YUCIIE KPHIITOI'PA®HYECKHUX) CPE/ICTB 3AILIIUTHI»

1.1. Ilenv u naanupyemoie pe3yivmanmuvl 0C60EHUA NPOPeECCUOHATbHOZ0 MOOYA

B pesynbraTte u3yueHus npopecCuoOHAIbHOTO MOAYJSl CTYJEHT JOJKEH OCBOUTH OC-
HOBHOU BUJ A€SATEIBHOCTA OPTraHU30BbIBATh PEMOHTHBIE, MOHTA)KHBIE U HaJIa10YHbIC
paboThI MO MPOMBIIIEHHOMY 000PY/IOBaHUIO M COOTBETCTBYIOIINE eMy Mpodeccuo-

HaJIbHbIE KOMIIETCHIIUH:
1.1.1. Tlepeders 00X KOMITETCHITUN

Kon HaunMeHOBaHue BHIOB JAeATEJbHOCTH U NPO(PECCHOHAIBHBIX KOMIIE-
TeHI U
Bl 1 3ammura MHPpopManuu B HHGPOPMALMOHHO-TEJEKOMMYHHMKALMOHHBIX

CHUCTEMAX H CETHAX C HCIMOJB30BaAaHHUEM IIPOrpaMMHBIX U NIPOrpaMMHO-
alllmapaTHbIX (B TOM YHUCJIC, KpI/IHTOFpa(l)I/IquKI/IX) CPEACTB 3alUThI

[IK 2.1. | IIpou3BONTh YyCTAHOBKY, HAaCTPOWKY, UCIBITAHUS W KOH(PUIYpHpPOBAHUE
IPOrPaMMHBIX U MPOrPaMMHO-AIAPaTHBIX, B TOM YHUCIJIE KpUNTorpaduye-
CKHUX CPEICTB 3al[uThl MH(GOPMAIIMM OT HECAHKIMOHUPOBAHHOIO JOCTyNa
U CIEUUATbHBIX BO3ACHCTBUH B 00OpyAoBaHHEe HWH(OPMAIIMOHHO-
TEJIEKOMMYHHUKAITUOHHBIX CUCTEM U CETEN.

IIK 2.2. | [TonnepxuBath Oecriepe0oitHyt0 paboTy MPOrpaMMHBIX W MPOTrPaMMHO-
amnmapaTHbIX, B TOM YHUCJIEe KPUMITOTPAPUUECKUX CPEACTB 3alUThl UHPOP-
Malu B UH()OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIX CUCTEMAX U CETSX.

[IK 2.3. | OcymecTBasTh 3alUTy HHPOPMALIMK OT HECAHKIMOHUPOBAHHOTO JOCTYIIA
U CIEUUATbHBIX BO3ACHCTBUH B 00OpyAoBaHHEe HWH(GOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CHCTEMAx M CETAX C HCIOJIb30BaHUEM IIPO-
IPaMMHBIX U TTPOTrPAMMHO-ANIMAPATHBIX, B TOM YHCII€ KPUNITOrpadhuyecKux
CPEJIICTB 3aIUThl H(OPMALIIH.

1.1.2. Tlepedenn oOMIUX KOMITETEHITUN

Kon HaumeHoBaHue BHJA0B JAeSITEJbHOCTH M NMPO(eCCHOHAIBHBIX KOMIIe-
TeHINH

OK 01 | Beibuparh cniocoObl perieHus 3amad npopecCUOHAIBHON eSATeIbHOCTH,
MPUMEHUTENHHO K PA3IMYHBIM KOHTEKCTaM.

OK 02 | OcymecTBiaTh NMOWCK, aHAIN3 W HWHTEPHpETANuio WHMOopmaiuu, HeoOxo-




JIMMOM JJ1s1 BEITIOJIHEHUS 331249 TPO(ECCHOHATbHOM TSI TEIbHOCTH.

OK 03 | IInanupoBaTh U peagn30BBIBATh COOCTBEHHOE MPOGECCHOHAIIBHOE U JINY-
HOCTHOE pa3BUTHE.

OK 04 | PaGoTtaTh B KOJUIEKTHBE M KoMmaHe, d(PGEeKTUBHO B3aMMOICHCTBOBATH C
KOJIJIETaMH, PYKOBOJICTBOM, KJIMEHTAMH.

OK 09 |HUcnonw3oBath UHPOPMAIMOHHBIE TEXHOJIOTMH B MPO(ecCHOHaIbHON aes-
TEJILHOCTH.

OK 10 |ITonb3oBaTbes mpodecCHOHANBHON TIOKyYMEHTalMeld Ha roCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

1.1.3. B pe3ynbrare ocBOeHUs MPOPECCHOHATIBEHOTO MOAYJIS CTYJICHT JOJIKEH:

HMmers mpak- — OIIpEJeNIeHUs] HEOOXOIUMBIX CPEACTB KpUNTOrpadudecKon
TUYECKUN 3aIUThl HH(OPMALUY;
OIIBIT — HCIOJB30BAaHUS IPOrPaMMHO-AIIAPATHBIX  KpUITOrpadu-

YECKUX CPEJICTB 3aLUTHl THPOPMAIUY;

— YCTaHOBKH, HACTPOWKH CIIEHUATU3UPOBAHHOTO 000pYJ0Ba-
HUS KpUNITOTpapruecKon 3alUThl UHPOPMALINH;

— TPUMEHEHHUs MPOTpaMMHO-aNMapaTHBIX CPEACTB obecrede-
HUS UH()OPMAILIMOHHOW O€30MaCHOCTH TEIEKOMMYHUKALMOHHBIX
CUCTEM;

— mmdpoBaHus HHOOPMAITUH.

YMETh — BBIBIIATH U OLIEHUBATh YIPO3bl 0€30MACHOCTH MH(OpMALUU
U BO3MOJKHBIE TEXHUYECKUE KaHaJIbl €€ YTEYKH Ha KOHKPETHBIX
00BEKTaX;

— ONpEIEeNATh PalMOHAIBHBIE METOJIBI U CPEJCTBA 3ALIUTHI HA
00BEKTaxX U OLIECHUBATh UX 3PPEKTUBHOCTD;

— TMPOU3BOAUTH YCTAHOBKY M HACTPOMKY THUIIOBBIX MPOTpamM-
HO-anmnapaTHbIX CPEJCTB 3aIUTH HHPOpMAIIIH;

— TOJIb30BaTbCSl TEPMUHOJIOTMEW COBPEMEHHOM KpPUITOIpa-
dbuu, UCNoNB30BaTh TUIOBBIE KpUNTOrpadUUEeCKUe CpeacTBa 3a-
LIUTHI HH(pOpMaLUK;

3HATH — TUIOBbIE KPUNITOTPa()UUECKHE aJTOPUTMbI, IPUMEHSIEMbIC B
3alUIIECHHBIX TEJICKOMMYHUKAIIMOHHBIX CUCTEMAX;

— OCHOBHBIE MPOTOKOJIBI UJSHTUPUKAIIUU U ayTCHTU(DUKAITUN
B TEJICKOMMYHUKAIIMOHHBIX CUCTEMAX;

— COCTaB ¥ BO3MOXXHOCTH THIOBBIX KOH(UTYpaIuid mporpam-
MHO-aNMnapaTHBIX CPECTB 3aIUTH HHPOPMAIIUU;

— OCOOEHHOCTHM  TNPUMEHEHUsS  MPOrPaMMHO-AIAPATHBIX

cpeacTB obecrnieueHUs: MHOOPMALIMOHHOW OE€30MacHOCTH B TeJie-




KOMMYHUKAITMOHHBIX CUCTEMAX;

— OCHOBHBIE CIIOCOOBI MPOTUBOACHCTBUS

— HECaHKI[MOHMPOBAHHOMY JOCTYIY K MH(POPMALIMOHHBIM pe-
cypcaM HH(POPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHON CUCTEMBI,

— OCHOBHBIC TOHATHUSI KpUNITOTpaduu U TUIIOBBIE KPUIITOTpa-

dbrueckue MeTO bl 3aIUThl HHGOPMAIIUH;

1.2. Koin4ecTBO 4acoB, 0TBOJUMOE HA 0CBOeHHE MPO(ecCHOHATIBLHOTO
MOYJIst

Bcero gacos: 604 yacos.
N3 Hux nHa ocBoenune MJIK — 301 gyacos:

MAK.02.01 3amura nHpOopMaLIHN B nH(pOpMaIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX CHCTEMax M CETSIX C HMCIOJb30BAaHUEM TMPOTPAMMHBIX H
MIPOTPAMMHO-AIMTAPATHRIX CPEIACTB 3aITUTHI- 216 YacoB;

M/IK.02.02 Kpunrorpadudeckas 3ammra nHpopMmaiuu - 160 yacos;

Ha npaktuku y4eOHyI0 U MIPOU3BOJCTBEHHYIO -216 yacos.



2. CTPYKTYPA U COAEP KAHUE NPO®ECCUOHAJIBHOI'O MOAYJIA
2.1. Cmpykmypa npogheccuonaibho2o mooyis

0O0beM npodhecCHOHATBHOI0 MOTYJISA, YaC.

O6yuenue no MJIK [IpakTuku
Koner  mpodec- Oonem IT
A p HaunmMenoBanusi pas- | oOpa3zoBa- JIaGoparop- POMSBOACTBCH [ o niocTos1-
CHOHAJIBHBIX . | BCe- Kypco- Hast
nenoB  mpodeccuo- | TenbHOU HBIX u YueOH TenapHas pabo-
o0mmux  KoMIe- ro, BBIX  pa- (ectm  mpeny-
. HAJIBHOTO MOJTYJIS nporpam- IpaKTHIe- ast Tal
TEHITUH ya- oot (mmpo- CMOTpEHa pac-
MBI, 4ac. CKHX 3aHsi-
COB . eKTOB)* CpelnOTOYCHHAS
TUN
IPaKTHKA)
K 2.1-2.3 Pasgen 1. 3ammura
OK1-4, OK9,10 | unpopmanuu B UH-
dhopmMaIoHHO-
TEJICKOMMYHHUKAIIH-
OHHBIX CHCTEMaxX W 216 196 82 20 20
CETSAX C MCIOJIb30Ba-
HUEM TMPOTPAMMHBIX
u IPOrpaMMHO-
anmapaTHbIX CPEJICTB
3aIUTHI
IIK 2.1-2.3 Pazpnen 2.
OK1-4, OK9,10 | Kpuntorpadguueckas 160 105 34 20 55
3amuTa  UH(pOpMa-
197078
YyebHas npakTUKa 72 72
1K 2.1-2.3 ITpousBoicTBEHHAS 144 144

IIpumepHast TeMaTHKa CaMOCTOSATEIBHBIX PaboT B paMKax 00pa3oBaTeNnbHOM MPOrpaMMBbI IIIAHUPYETCS 00pa3oBaTeNbHOM opraHu3aluei ¢ coorsetcTBur ¢ TpedoBanusamu GI'OC CIIO B mpexnenax odbema mpodec-

CHOHAJIbBHOT'O MOAYJISI B KOJIMYECTBE 4aCOB, HCO6XOI[I/IMOM JUUISI BBIITOJTHCHUS BallaHI/Iﬁ CaMOCTOSATEIbHOM pa60TI>I 06yqa}0umxc;1, NpEaYyCMOTPCHHBIX TEMAaTUYCCKUM IIJIAHOM U COACPIKAHUEM y‘ICGHOﬁ JAUCIHUIIINHBL.




OK1-4, OK9,10

npakTuka (1o mpo-
¢wIro  crenuanbHO-
CTH), dYacoB (eciu
peyCMOTPEHA UTO-
roBas (KOHIICHTPH-
pOBaHHAs) TPaKTH-
Ka)

[IpomexyTouHas at-
TECTAIUS
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Bcero:

604

301

116

40

72

144

75




2.2. TemaTH4ecKHUil IUIAH U coJepxkaHue npodeccuoHanbHoro moayJuas (IIM)

HaumenoBanue pasge- | Coaep:kaHue y4eOHOT0 MaTepualia, JadopaTopHbie padoThl U MPaKTHYeCKHe 3aHATHSA, | O0b-
JIOB MPO(eCCHOHAJIBLHOIO0 | CAMOCTOSITEIbHASL PadoTa 00y4aOIIUXCHA, KypcoBasi padoT (IIpoeKT) eM 4a-
moayas (IIM), mexmamc- COB
HMIVIMHAPHBIX  KYPCOB
(MIK) u Tem

1 2 3
IIM.02.3ammuTa nHpopmanun B HHGPOPMANNOHHO-TEJIEKOMMYHHKAIIMOHHBIX CHCTEMAaX U CeTHAX € MCIOJIb30BAHM- 604
€M MPOTrPAMMHBIX U POTPAMMHO-ANNAPATHBIX (B TOM YHCJe, KPUNTOrpadguuecKux) CPeacTB 3alUThI
Pazgea 1. 3ammra ungopmanun B HHGPOPMALMOHHO-TEJIEKOMMYHUKAIMOHHBIX CHCTEMAX M CETAX C MCIOJIb30BAa- 216
HHEM NPOrPAMMHBIX U IPOrPAaMMHO-ANNAPATHBIX CPEACTB 3alIUThI
MK 02.01. 3amura napopmanun B HHGOPMALMOHHO-TEJIEKOMMYHHKAIMOHHBIX CHCTEMAX M CETHAX C MCIO0JIb30- 216
BaHHMEM NMPOrPAMMHBIX U POrPAMMHO-ANNAPATHBIX CPEACTB 3aIIUThI
Tema 3.1. O0ecneuenue | Comepkanue
0€30IaCHOCTH  Oolepanu- 19

OHHBIX CUCTEM




[IpoOnembl obecrnieueHusi 0€30MaCHOCTU ONEPAMOHHBIX cUCTeM. [I0THOCThIO KOHTPOIHUPY-
emble cuctembl. YactuuHo-koHTposmpyeMbie cucteMbl. Windows XP. Windows 7. Win-
dows8. Linux. QNX u apyrue orneparioHHbIC CHCTEMBI.

TexHonoruu ayTeHTHU(PUKALIIH.

AyTeHTuduUKaIus, aBTOpU3aIUs U aIMUHUCTPUPOBAHUE ACHUCTBUHN MOJIb30BATEIS.

Meroabl ayTeHTH(UKALIH

[Taponu. PIN-xoapl. MeTonbl Haie)KHOTO COCTaBIICHUS TTapOJIeH.

Crporas ayreHTU(hUKAIHUS.

OnHoctoponHsis ayreHTUuKanus. JIByXCTOpOHHSS ayTeHTU )UK
AnnapaTHO-IPOTPaMMHBIE CPEJICTBA UJICHTU(DUKAIIMN U ayTeHTU(PUKAIIUY.

Toxensl. CmapT-KapThl. BUpTyalibHbIE KITIOYH.

[IporpammHoO-anmnapaTHbIE MOAYJIM JOBEPEHHOMU 3arpy3KHu.

3agaun AIIM/I3. Bo3moxxanoctu AIIM/I3. Buasr AIIM/I3.

AIIM/I3 KpuntoHn —3aMOK CUCTEMHBIM aIMUHUCTPATOP.

N3ydenune HacTpoek cucteMHoro agmuuucrparopa AIIM/I3.

AIIM/I3 KpunTton —3aMoK, HacTpoiiku nonb3oBarens AIIM/I3.

Orpanuuenus aercTBUN nosb3oBatTens. Mnentudukanus. XKypHann peructpanuu coObITHH.
Hacrtpoiiku nenoctaoctu cpeast AIIM/I3

Cexrop HXXMJI. O6nacTts namsatu. daiini, manka, KaTajor.

IIpakTrueckue u J1abopaTopHbie padoThl 15
N3yuenue cpenacts uaeHTUPUKAIMU ayTeHTU(PUKAMK ONeparmoHHbIX cucteM HacTtpoiika
JokanbHON monutuku OezomacHoctr Windows.Ilonmutuka maposei. TToauTHKKM yYETHBIX 3
3anuce. HazHaueHue npas nonp30BaTesis

Hactpoiika nokansnoi#t moautuku 6e3omacuoctr Windows. ITapametpsr 06e3omacuoctu. Io- 5
JIUTHKA ayInTa

HacTpoiika nzonmpoBaHHOU cpenibl 2
AIIM/I3 KpunToH-3aMOK MHULMAIM3AIUA CUCTEMHOTO aIMUHUCTPATOPA, WHUIIMATU3AIINAS 2




ITOJIb30BAaTCJIA, IIPOBCPKA LICJTIOCTHOCTH CPCAbI

AnmnapaTHsie cpecTBa mudposanus Kpunton 4,8 HacTpoiika, SKCILTyaTaius

[Iporpammusie cpeacTa mudpoBaHus. 3auuiieHHble KoHTelHephl. Kpunron-mudpoBanue

BoccranoBnenne nHpopManmuu THMOBBIMU cpeacTBamu [IporpaMMbl BOCCTAaHOBIICGHHE HH-
dbopmaruu

Tema 3.2. Texuojiorum
pa3rpaHuYeHusi 10CTyNa

Conep:xanue

ApPXUTEKTypa MOJCUCTEMBI 3alMTHI onieparionHoi cucremsl Windows Server2016.
Oco6ennoctr OC Windows Server2016. Bo3aM0OXKHOCTH aJIMUHUCTPATOPA.

Pasrpannuenue gocryna Kk 00beKTam OneparuoOHHOM CUCTEMBI.

Mogenu nocrymna. JluckpennonHas moaens. Mannatsas mozaens. Ponu.

JlokanbHas MOMUTUKA O€30MaCHOCTH.

Hacrpoiika okaJibHOM MOJUTHUKHU 0€30MaCHOCTU. AJMUHUCTPUPOBAHUE CUCTEMBI.
N3onupoBanHas mporpaMMHasi cpefa.

Crnioco6bl opranuzanuu. MeToJibl IPUMEHEHHS.

ActiveDirectory.

KomruiekcHas cucrema oprannsaunu ynpasieHus goctynoM. Macramanusa. Hacrporika.
Aynaut 06e30MacHOCTH OTePAIMOHHON CUCTEMBI.

Mertoabl poBeeHNsT KOHTPOIBHBIX IPOBEPOUHBIX Meponpustuii. [Iporpammubie cpeacTa
aynura.

DYHKITUU MEXKCETEBBIX YKPAHOB.

OrpannueHue OCTyNa BHEUTHUX TOJib3oBaTenei. Pasrpanudenune moctymna. OuibTpanus
Tpaduka.

Ananus undopmanuu. [lakernas ¢unbrpanus. [locpennnueckne QyHkiuu. JJonoiHUTETH-
HbIE€ BO3MOXHOCTH MD.

OcobennocTr (QYHKIIMOHUPOBAHUS MEKCETEBBIX SKPAHOB.

Monens OSI. Dxpanupyromuii mapmpytuzatop. [llmo3 ceancoBoro yposns. [Ipuximannoit
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nuito3. 11103 skcrepTHOro ypoBHSI.

CxeMblI 3al1UThl Ha 0a3e MEKCETEBbIX IKPAHOB.

[TonuTuka MexceteBOro B3aumozeicTBus. Cxembl noakiatoueHus MO. IlepcoHanbHble U
pacnpenenenubie M3. TIpo6iemsl 6e3onacHocTr MO.

TecTupoBaHKe MEKCETEBBIX IKPAHOB.

TpebGoBanus nokazareneit rectupoBanus. Kinaccet M3. Tpeboanus @PCTIOK k MD.

IIpakTHyeckue U Ja00paToOpHbIe PadOTHI

HpOFpaMMBI HAaJIC)KHOT'O YAAJICHUA I/IH(bOpMaI_[I/IH

ApxuBupoBaHre HHGOPMAIUH

[Iporpammusbie cpencTBa pe3epBHoro konuposanus. Hactpoitka RAID-maccuBoB

Wucaiinepckas undopmarnus. [Iporpammer coopa nndopmaiuu o TIK

Hactpolika MexceTeBoro 3KpaHa.

WIN W IW(IN

Tema 3.3. OOecneueHue
uHpopmMauoHHoOi  0e3-
onacHoctu cereii. OcHo-
Bbl TEXHOJOTMHU BHUPTY-

AIBHBIX  3AIUIIEHHBIX
cereir VPN

Copnepxanue

[Tpo6embl uHGOPMAITMOHHON OE30MTACHOCTH CETEl.

Beenenue B cereBoil nH(popmanmonHsiii oOMeH. Mcnonbs3zoBanue cetu Mutepuer. Monens
ISO/OSI u crek npotokosnoB TCP/IP.O6ecnieuenre nHGOPMAITMOHHOM 0€30IMaCHOCTH CETEH.
Cnoco0Ob1 obecnieueHust uHGOpMaMOHHON Oe3omacHocTH. [lyTu pemeHus npoodsiem 3aiiu-
ThI UH(OPMAIINH B CETSX.

Konnenims moctpoeHus: BUPTYaIbHBIX 3alUIICHHBIX CETEH.

Hanexnas nepenaua mHpopmanuu MO HE3alIMIIEHHbIM KaHanam cBs3u. [lludposanue.
Aytentudukanus. Bepudukamus. M30pTo4HOE KOJUPOBAHUE.

VPN — pemienust 17151 TOCTPOEHUS 3aLUIIEHHBIX CETEH.

Bupryanbhsie 3amunieHHsie cetd. TyHenupoBanue. Mukancynsuusa naketoB. CTpyKTypa
nakera. CTpyKTypa 3alllMIIEHHOTO NakeTa. BapruaHThl MOCTpOEHMS 3aUIUIIEHHBIX KAHAJIOB.
Knaccuduxarnmus.

3ammuTa Ha KaHAJIbHOM YPOBHE.

ITpoTokonsl PPTP, L2F, L2TP.
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[TpoTokomasr popMUpOBaHUS 3alIUIIICHHBIX KaHAJIOB HAa CCAHCOBOM YPOBHE.

[TpoTtoxonsl SSL, TLS, SOCKS.

3amura Ha CETEBOM YPOBHE.

ApxutekTypa cpeacts 6e3onacHoctu IPSec, AH, ESP.

3amura Ha IPHUKJIaJHOM YPOBHE.

OpraHuzanus yIajJeHHOTO J0CTyna. YTpaBieHne uaeHTudukanuei u gocrymnom. Cpeactea
ynpasieHus gocrynom.Web-gocrymn. IIporokonst PAP, CHAP,S/Key, SSO, Kerberos.

IIpakTHyeckue u J1adbopaTopHbie padoThl

a1l
o

OCHOBHBIE JIEWCTBUS C BUPTYaJIbHOW MAIIMHON

Pab6ora ¢ KOHTPOJIbHBIMHU TOYKAMH

Hcnonbp30BaHnE BHEIIHUX YCTPOﬁCTB

PaboTa c nokanpHbIM XpanwmieM ceptudukatoB B OC WINDOWS

YcranoBka u Hactpoiika [10 eTokenPKIClient

Hactpoiika [10 eTokenPKIClient ¢ momMomnipto rpynmnoBbIX MOJIUTHK

PaseeprteiBanne TMS B cpene Active Directory

Hactpoiika TMS Bcpene Active Directory

Hactpoiika nomutuk TMS

HacTpoiika ncnonp3oBaHusi BAPTyaJdbHOIO TOKEHA

Hcnionp3oBanre TokeHa Ha pabodyeM MECTe aIMUHUCTPATOPA

YcranoBka u Hactpoiika CK3U «KpunrolIpoCSP»

Pabora ¢ xoHTeHEpaMH 3aKpHITOrO KJIHO4Ya M CepTH(HUKATAMH TOJB30BaTENs CPEICTBAMHU
Kpurnro I[1po CSP

[Tpumenenne SecretDisk4

ITpumenenne SecretDisk Server NG

N3yuenue ocHoBHBIX Bo3MoxkHOCTel I10 VipNetClient

N3zyuenue Hactpoek [TOVipNetClient

WINWIW| W WWwWWwwwNMNwWwwINMNWIW|N




N3yuenne Bo3moxkHocrei 110 Jlenosas nmoura

Tema 3.4. TexHOJOruu
00HApYy:KeHUs1 BTOP:Ke-
HUM

Conep:xanue

TexHoI0THS 0OHAPYKCHHS aTaK.

KoHIenmus aganTuBHOTO yIpaBieHUs 0€30IMacHOCThI0. TeXHOIOTHS aHaIn3a 3aIl|IICHHO-
CTH.

CpencTBa aHainM3a 3alIUIICHHOCTH CETEBBIX MIPOTOKOJIOB U CEPBUCOB.

CpencTBa aHaM3a 3alIUIICHHOCTH ONepalioHHON cucteMbl. O01me TpeOGoBaHMS K BHIOH-
paeMbIM CpeJICTBaM aHajIu3a 3allUuIEHHOCTH.

CpenctBa oOHaApYKEHHUS CETEBBIX aTakK.

Metoasl ananuza cereBo mHpopmanuu. Kiaccupukanus cucteM OOHApy»KEHMs aTak.
KoMmoHeHThI B apXUTEeKTypa CUCTEMbI OOHapykeHUs aTak. OCOOCHHOCTH CHUCTEM OOHapy-
JKEHUsI aTaK Ha CETEBOM M ONEPAIMOHHOM YpPOBHSIX. MeTo/bl pearupoBaHUs Ha CETEBBIC
aTakKw.

O0630p COBpEMEHHBIX CPEACTB OOHAPYKESHHS aTak.

TexHoIOTHY 3aIUTHI OT BUPYCOB.

KomnsroTepHbie BUPYCHl U MPOOJIEMbl aHTUBUPYCHOM 3antuThl. Kiaccudukaiums KOMIbO-
TEePHBIX BUPYCOB JKW3HEHHBIN UK BUPYCOB. OCHOBHBIC KaHAJIbI PAacIpPOCTPAaHECHUS BUPY-
COB Y APYTUX BPEAOHOCHBIX ITPOTPAMM.
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IIpakTnueckue u JJ1abopaTopHbie padoThl

N3yuenue cpencTB oOHApyKEHUs aTak

N3ydyeHne aHTUBUPYCHBIX TPOJYKTOB

NN B

Tema 3.5. MeTtoabl

Conepxanue




ynpaBJjieHus1 cpecTBaMHu | MeTO/Ibl yipaBieHUsI CPEACTBAMHU CETEBOM 3aIUTHI.

3alUThI 3ajaun ynpaBlIeHUsS CUCTEMOM CETEBOM 3alUThl. APXUTEKTypa YNpaBlEHUS CPEACTBAMU
ceTeBo 3auThl. DYHKIIMOHUPOBAHUE CUCTEMbI YIIPABIICHUS CPEACTBAMU 3aIUTHI.

Aynaut 6e30macHOCTH MHGHOPMAIIMOHHON CUCTEMBI.

MonuTopuHnr 0e3omacHocT cucteMbl. [IporpaMMHbIe CpelicTBa MPOBEACHUS ayauTa 0e3-
OMAaCHOCTH.

0O0630p COBPEMEHHBIX CUCTEM YIIPABJICHUS CETEBOM 3aIIUTOM.

Knaccudukanus cucrem 3amuthl. [lepcrieKTUBBI ¥ TEHJICHIIUU B PA3BUTHH CUCTEM 3aIUTHI.

BaeaynuropHasi (camocTosiTe/IbHASA) y4eOHasi padoTa npu u3y4yennu pasgeaa [IM
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Pexomenayemasi mpuMepHasi TeMaTHKA CAMOCTOSITEJIbHOM PadoOThI 1A pPa3padOTYMKOB NMpPOrpamMMm o0pa3oBa-
TeJbHOH OPraHu3aUM:

1. KomrekcHas cuctema opraHu3aluy yrnpasiieHds noctynoM. Macramsanus. Hacrpoiika.

2.Aynut 6€30MacHOCTU ONEPAIIMOHHON CUCTEMBI.

3.DyHKIIMA MEXKCETEBBIX 3KpaHOB. OrpaHWYEHHE TOCTyNa BHEUIHUX MOJib30oBarenel. Pasrpannuenue nocryna. Ouiib-
Tpamus Tpaduka.

4.Anamu3 undopmanmu. [Taketnas punsrpanus. [locpeaauueckue pyHkuuu. JlonoaIHUTENbHBIE BOZMOXHOCTH MD.
5.ITonuTtnka MexceTeBoro B3aumoaeicTeus. Cxembl noakiatoueHuss M. IlepconansHble U pacupeaeaeHabie MO.
6.TpeboBanus nokazareneit TectupoBanus. Kimaccet MD. TpeboBanus @CTIK xk MDO.

7. KoHLenKs MOCTPOEHNS BUPTYAJIbHBIX 3aIUIICHHBIX CETEH;.

8.BupTtyanbHble 3amuiieHHble cetu. TyHenupoBanue. MHkancymsanus naketoB. CTpyKTypa 3alllMIIEHHOr0 nakera. Ba-
PUAHTHI TOCTPOCHHUS 3AIIUIIECHHBIX KAaHAJIOB.

9.3amuTa Ha kaHanbHOM ypoBHE. [IpoTokonsIPPTP, L2F, L2TP.

10.ITpoToxosbl (hopMHUPOBAHUS 3AIIUIIEHHBIX KaHAIOB Ha ceaHcoBOM ypoBHe. [IpoTokomnsr SSL, TLS, SOCKS.
11.3amuTa Ha ceTeBOM ypoBHE. ApxuTekTypa cpeactB 6ezonacHoctu IPSec, AH, ESP.

12 .3amura Ha npukiagHoM yposae. [IporokonsiPAP, CHAP,S/Key, SSO, Kerberos.

13. OyHKIMOHUPOBAHUE CUCTEMBI YIIPABIEHUS CPEJICTBAMU 3aAIUTHI.

14.Aynut 6e30nmacHOCTH HH(POPMAITUOHHON CHCTEMBI.
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Yueonas npaxkruka pasaena M/IK 02.01.

Buawbi pabor:

Br16op, mokiitoueHre, HaCTPOMKa MEKCETEBOTO IKpaHa.
AJMUHUCTPUPOBAHKUE MEKCETEBOTO IKPaHa.

O3HakoMIIeHHE, TOAKIIOYEHUE, HACTPOIKA CHCTEMBI PE3EPBHOTO KOMTMPOBAHMUS
AJMUHUCTPUPOBAHKUE CUCTEMBI PE3EPBHOTO KOMTUPOBAHMUSI.

O3HakomIIeHHE, TOAKIIOYEHUE, HACTPOIKA CUCTEMbl aHTUBUPYCHOM 3aIlUTHI.
AJMUHUCTPUPOBAHKE CUCTEMbl aHTUBUPYCHOM 3aIlIUTHI.

IIpou3BoacTBeHHAsi MpakTUKa pa3aena 1 1IM
Buabl pador

Kypcosoii npoekr (padora)

TemaTuka KypCcOBBIX POEKTOB (padoT):

1. I[TpoGemsl obecnieuenus 6e3omacuoctu oneparmonubix cuctem Windows XP. Windows 7. Windows8. Linux. QNX.
2.Texnosnoruu ayreHTUDUKAIUY.

3.AyTtenTuduKaius, aBTOpu3aIus 1 aAMUHUCTPUPOBAHUE JECHCTBUIN TTOJIH30BATEISI.

4 ITaponu. PIN-koabl. MeTopl HaIe)KHOTO COCTaBIIEHUS MTapOJIei.

5.Tokensl. CMapT-KapThl. BUpTyaabHbIE KITIOUH.

6.1IporpamMmMHoO-anmapaTHble MOJYJIA JOBEPEHHOW 3arpy3KHU.

7.ATIM/13 Kpunton —3aMOK CUCTEMHBIN aIMUHUCTPATOP.
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8.M3yuenne HacTpoek cucteMHOro anMuHucTparopa AIIM/I3.
9.Cextop HXXMJI. O6nacth namsitu. daiis, marnka, KaTtajor.
10.Pa3rpannyenue gocryna Kk 00beKTam orepanuoOHHON CUCTEMBI.

Paznen 2. Kpunrorpapuyeckas 3amura nagopmanumn

160

MK 02.02.Kpunrorpaguueckas 3ammra mnHGopManumn

160

Tema 2.1. OcCHOBBI

KpUNTOrpagpuuyeckux
METOJ0B 3alUMThI
popmanuu

HH-

Conep:xanue

CaoiicTBa MHPOPMAIIMOHHOM 0€30M1aCHOCTH.

CaoiicTBa MH(POPMAIIMOHHON 0e30mMacHOCTH, oOecreuynBaeMble KpUNTOrpapuUIecKuMu me-
ToAaMH 3amuThl HHGopManuu. Buasl atak. Ciyxk0bl 0€30MaCHOCTH U MEXaHU3MBI JIOCTH-
KEHUSI TpPeOyeMOTO YPOBHS 3aIUIIEHHOCTH.

Kpunrorpaduueckue MeToIbI.

[udposanue. Koguposanue. Creranorpadusa. Cxarue.

Marematuka KpunTorpagpuu.

bunapubie omnepanuu. Apudmernka menbix yucen. MoaynbHas apudmeTuka. MaTpuiibl.
JluHerHoe cpaBHEHUE.

Tpanuunonusie mMUdPHI MEPECTAHOBKH.

[udpsr nepectanoBku. OHO U ABYX HampasieHHbIe. [loTounbie u O01ounbie MU psl. Me-
XaHu3aus mudpoBaHUs.

TpanuuuonHbie MUMPHI 3aMEHBI.

[udper 3amensl. Hudper MHOrOaNM)aBUTHOM 3aMeHbl. YaCTOTHOCTH CHMBOJIOB.
Kpunroananms.

ATtaka rpy0oii cuibl. YacToTHBIN aHanu3. ATaka mo oOpasily. ATaka 3HaHHS HCXOJHOTO
TEKCTA .

KomneroTepHoe mmdpoBanue.

Komosast tabmuma ASCII. AnreOpandeckue CTpyKTypbl: TPYIIbI, KOJbla, mojs. ['eneparop
MapOJIEH.

IIpakTnueckue u J1abopaTopHbie padoThI




Creranorpaduyeckue METObl CKPBITUSI HH(GOPMAIIIH

bunapuas apudmeruka. MoaynbHas apudmeTnka

[Tpumenenue MeTo10B MUGPOBaAHUS IEPECTAHOBKOM

[Ipumenenue MeTo10B MUbPOBaHUS 3aMEHOU

[Ipumenenue MeTo10B M poBaHuss MHOTOaI(aBUTHON 3aMEHbI

KpI/IHToaHaJII/I?) MCTOOOB IICPCCTAHOBKHU

KpI/IHToaHaJ'II/IS MCTOO0OB 3aMCHbI

KomnerotepHoe mudpoBanue

G R

Tema 2.2. CoBpeMeHHbBIE
CTAHAAPTHI  IH(poOBa-
HHUSA

Copnepxanue

CummMmeTrpuyHoe muppoBaHUe.

Cern @aiicrens. Crannapt mmdposanus ganabeix DES. Ctpykrypa DES. Amammus DES.
Mmuoroxkpatnoe npumeHenrne DES. be3onacnocts DES.

YcoBepIieHCTBOBaHHBIN cTanAapT mudposanus AES.

Crpykrypa AES. Pacmmpenue kimouert 128/192/256. Ananmus 6e3omacaoctu AES.
Poccuiickue craniapTbl CHAMMETPUYHOTO IIHU(PPOBAHUS .

Crpyxrypa I'OCT 28147-89. Pesxxumsbl mmdpoanus I'OCT 28147-89. Ananu3 Oe3omnacHo-
ctu 'OCT 28147-89. TOCT P 34.12-2015.

[IpoGnema pacnpeneneHus Kiaoyei CAMMETPUYHOTO IU(POBaHUSL.

Anroput™ uddu-Xenmana. Ynpasnenue kirodamu. Kerberos.

AcummMeTpruyHOe MHUppPOBAHUE.

[Tpocteie uncna u ypaBHenus. Paznoxenne va maoxutenu. RSA. Teopema 06 ocraTkax.
Bo3sBenenue B cremnenp u gorapudmsl. Kpunrorpaduueckas cucrema dnb-I"amans. Kpunro-
CUCTEMBI Ha OCHOBE METO/1a AJUTMNTUYECKNX KpUBbIX. DLII.

Poccuiickue craniapThl aCHMMETPUYHOTO MU (PPOBAHHUS.

['OCT 34.10-94. TOCT P 34.10-2001. T'OCT P 34.10 -2012. be3onacHOCTh aCUMMETpHY-
HBIX aJITOPUTMOB.

IIpakTHyeckue u J1a00paTOpHbIe PadOThI




Anroputm Jluddu-Xenmana. Opranuzais airopuT™Ma repeiaud CMMMETPUYHOTO KITI04a

AcummeTpuyHoe mudpoBaHue. AJITOPUTM Pa3NIOKEHUS MPOU3BEICHUS IBYX MPOCTHIX Y-
CeJI HA MHOXKHUTENN

Tema 2.3. Kpunrorpa-
puveckne Meroabl odec-
neyeHust 0e30MaACHOCTH
CeTeBbIX TEXHOJIOT MM

Conep:xanue

[lerocTHOCTH COOOIICHMUS.

Cnyuaiinas mozens Oracle. YcrtaHoBieHHe TOJJIMHHOCTH coobOuienus. Kpunrtorpaduye-
ckue xam-pynkaun. MD-5. SHA-1. SHA-512. TOCT P 34.11-94. TOCT P 34.11 -2012
AHanu3 6e30macHOCTH Xd1I-QyHKIUNA. ATaKi Ha XAII-(DYHKITUH.

OnexkTpoHHas 1UppPoBasi MOAMUCH.

Anroput™m popmupoBanus noanucu. CpoiictBa obecnieunBaembie JLI1. Cxembl mudpoBoi
noanucu. Ataku Ha nudposyto noamuck. I1II ¢ Bpemennoit metkoii. Crenas D1II1. bec-
criopast DLILI'OCT P 34.10 -2012.

Y cTaHoBIeHUE MOJIMHHOCTA 00BEKTA.

[Ipocroit mapons. Junamudeckuit naposb. 3anpoc-otBeT. PIN. IloaTeepxknenue ¢ Hyle-
BBIM pasriaiieHueM. buomerpuueckue cpeactBa uaeHTUGUKAIMKI. DIEKTPOHHBIE KITIOYH U
KapTbl. TOKEHBL.

[IpoGnemsbl pactipeiesieHrs OTKPHITOTO KIIF0Ya aCUMMETPUYHOTO IIH(PPOBAHMS.
CepTtudukaTsl OTKPBHITOTO KiIto4a. Y aoctoBepstoniue neHTpol. X.509. Uepapxus PKI.
ObecnieueHre 6€30MaCHOCTH CETH ¢ MPUMEHEHUEM KPHUMNTOrPaPUUYECKUX MPOTOKOJIOB Ha
PUKJIATHOM YPOBHE.

OnekrpoHHas moura. Apxurektypa e-mail. PGP. S/MIME .

Obecnieuenne 0€30MACHOCTH CETH C MPUMEHEHHEM KPUNTOTpaUYecKuX MPOTOKOJIOB Ha
TPAHCIIOPTHOM U CETEBOM YPOBHE.

dopmartsl coobmienust SSL. TLS. bezonacHocth TpancnopTHoro ypoBHs IPSec. Opranuza-
st VPN-cetn

3amura nHOOpPMAIUU B CETAX OPTAHU30BAHHBIX IO TEXHOJIOTHH O€CIIPOBOIHOTO JOCTYIIA.
IEEE 802.11. WEP. WPA. WPA-2. IEEE 802.16.




3amura nHGOpPMAIUU B CETAX COTOBOM CBSI3H.

A3. A8.A5/3. Ataku Ha aJrOPUTMBI.

[lepcniexkTuBbI pazBUTHs O€CIIPOBOTHON MOOUIILHOM CBSI3H.
KpunrosanoTsl.

butkoun. biokueitH-cucremsl Ethereum.

[lepcniekTUBBI pa3BUTHS KPUITOrpAPUU.

TCOPHUH ACUMMCTPHUYHBIX aJITOPUTMOB.

KBanToBasi kpunrorpadus. [Ipodsembl orpanndenust ckopoctu mmudpoBanus. [Ipodiembl

IIpakTHyeckue u J1adbopaTopHbie padoThl

N
N

PazpaboTka xami-hyHKimu

Pa3pa60TKa CXCMBEI ITPOCTOTO IIapOJIA

Pa3pa60TKa CXCMbI JTUHAMHWYCCKOI'O ITapOJIsid

CepTtudukaThl OTKPHITOTO KIIIOYa

HacTtpolika ¥ aAMUHUCTPUPOBAHNE TOKEHA

Hactpoiika cepucoB Pytoken-PinPad

Hactpoiika cepucoB Pyroken-OLI1

Hactpotika cepuco Pyroken—Bluetooth

HacTtpoiika ceprcoB PyToken—S

Paspabotka anroputma PGP

N3yuenne nporokosoB SSL, TLS, IPSec

Hactpoiika ©6e3omacHoCcTH O€CPOBOJAHON CETH Tepeaaund HHPOpMAIUH
WEP. WPA. WPA-2

IEEE 802.11.

N INNININNININDINDINDININ(PFP|E-

CamocrosiTesibHas yyeOHast padoTa npu u3ydyenuu pasaena [IM

Pexomenayemasi TeMaTHKA BHeayAUTOPHOH (caMocTOoATe 1bHOI( padoThI:
1. 3y4yeHue HOBBIX TEXHOJIOTUH XpaHEHUs] HHPOPMALIUH.

2. CTaTHCTHKA U aHAJIU3 KPYMHBIX YTeUeK HH(POpMAIIUH 32 TO/I.




3. Tlouck uHpopManuu 0 HOBBIX BUJaX aTak HAa HUHPOPMALIUOHHYIO CUCTEMY.
4. O030p COBPEMEHHBIX TPOrPAMMHBIX U IPOrPAMMHO-AIIAPATHBIX CPEACTB 3ALTUTHI.

5. CpaBHUTENBHBIN aHAJIN3 COBPEMEHHBIX MPOTPAMMHBIX U MPOrPAMMHO-AMNMAPATHBIX CPEJICTB 3aIIUTHI.

6. Kpunrorpadguieckue METOIBI.

7. lIudpposanne. Koguposanue. Creranorpadus. Cxartue.

8. Tpaguumonusie mudpsel nepectaHoBku. O HO U IBYX HanpaBiieHHbIE. [loTouHbIe U OJI0UYHBIE TTU(PHI.
9.Tpaaunmonnsie mudpsl 3amensbl. [Hudpel MHOrOANPaBUTHOM 3aMeHbl. YaCTOTHOCTH CUMBOJIOB.

10. Kpunroananus. Ataka rpyooi cuibl. YacTOTHBINM aHanmu3. ATaka nmo oopasiry. ATaka 3HaHUSI HICXOJJHOTO TEKCTa.

11. KomnsroTepHoe mudpoBaHue.

12. Crangapt mmmdpoBanus nanueix DES. Ctpykrypa DES. bezonacnocts DES. Crpykrypa 'OCT 28147-89. Pexxumbl
mudposanus [OCT 28147-89. Ananus 6e3onacHoctu ['OCT 28147-89. 'OCT P 34.12-2015.

13. Anroput™ [uddu-Xenmana. Ynpasnenue kiarouamu. Kerberos.

14. Acummerpuunoe mudpoanue. Kpunrorpadpuueckas cuctema Dnb-I'amans. TOCT 34.10-94. TOCT P 34.10-2001.
I'OCT P 34.10 -2012.

YueOnas npakTuka pasaena MIK02.02.

Buabi pador

[IpoBeneHne MHCTPYKTaXxa Mo TexHuke 0e3onacHocTH. CocTaBiIeHUE AITOPUTMA XeNI-(PYHKITUN
Cocrapnenue anropurma mudpa

[ToaxmroueHue, ycTaHOBKA JIpailBEpOB, HACTPOITKA MPOTPaAaMMHBIX cpencTB mudpoBanus Kpunron.
AJIMUHHUCTPUPOBAHHUE MPOTPAMMHBIX CpeACTB Mudpoanus Kpunton

[ToaxmtoueHue, ycTaHOBKA JIpailBEpOB, HACTPOITKa armapaTHBIX cpelcTB mudpoBanus Kpunron.
AJIMUHHUCTPUPOBAHKE aNMapaTHBIX cpeACcTB mudpoanus KpuntoH.

IIpousBoacTBeHHas pakTUKa pasaena 2 [IM
Buabl pador

Kypcosoii npoekr (padora)
TemaTuka KypCcOBBIX IPOEKTOB (padoT):
1. Moaens yrpo3 HCJ] Ha npeanpusituu
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. [IpoBenenune knaccudpukannu AC u CBT no tpebosanusim ®CTIK Ha npennpusituu
. [IpoBenenue knaccudukanuu [10 no Tpedoanusm ®CTIK Ha npennpusituu

. [IpoBenenune knaccudpukanuun M3 no tpedoBanusm GCTIK Ha npennpustun

. [loctpoenue moxaenu Hapyuutens no Tpedoanusim ®CTIK Ha npennpustuu

. [loctpoenue moaenu Hapyuutens no Tpedboanusm O@Ch Ha npennpusTun

. Mognens yrpo3 6e3onacHoctu C nepcoHanbHbIX JaHHBIX Ha MPEITPUATHN

0O 1O L A WD

. Kommnekcnast Mojiens 3aiuThl MHQOpMaAIUU Ha IPEPUSTUH.

9. Onenka 3(pPEeKTUBHOCTH CYIIECTBYIOIIUX MPOTPAMMHBIX U IIPOrPAMMHO-ANMAPATHBIX CPEACTB 3aIIUThl HHPOPMAIIUH
C IPUMEHEHHUEM CHEIMATU3UPOBAHHBIX HHCTPYMEHTOB U METO/I0B (MHAMBUYaIbHOE 3a]JaHUEC)

10. O030p 1 aHANIM3 COBPEMEHHBIX MPOrPAMMHO-AMIMAPATHBIX CPEJICTB 3alUTHl MHGOpPMAIUU (MHIUBUIYabHOE 3a/a-
HUE)

11. Beibop onTuMaabHOTO CpeAcTBa 3alIUThl HHMOpMAIUK Ucxoas u3 Meroandeckux pekomenanuii ®CTIK u nmero-
IIUXCSI HCXOAHBIX TAHHBIX (MHIUBUIyAIBHOE 3a/IaHUE)

12. [IpumeHeHue mporpaMMHO-aNnapaTHbIX CPEJICTB 3aIlIUThl HH(OOPMAIIUU OT PA3JIMYHBIX TUIIOB YTPO3 HA MPEANPUITUN
(MHAMBUAYAJIHLHOE 3a]]aHUE)

13. IIpoGnema 3anmuThl HHPOpPMAIMK B 00JaYHBIX XpaHuauiiax gaHHeix U [{O]ax

14. 3amuTa cpeq BUPTyaJIU3alllH.

Pexomenayemasi TeMaTHKAa BHEAYIMTOPHOH CAMOCTOSITEJIbHOM PadoThI:

1. 3yuenre HOBBIX TEXHOJOTUN XpaHEHHS HHPOPMAIIHIH.

2. CTaTUCTUKA ¥ aHAIN3 KPYMHBIX yTeuek WH(opMaIuu 3a roj

3. [Nouck undopmanyu 0 HOBBIX BUAaX aTak HA UHPOPMAITMOHHYIO CUCTEMY

4. O030p COBPEMEHHBIX MPOTPAMMHBIX M MPOTPAMMHO-AIAPATHBIX CPEJICTB 3aIIHTHI.

5. CpaBHHUTENbHBIN aHAIN3 COBPEMEHHBIX MPOTrPAMMHBIX U MIPOTPAMMHO-AMIIAPATHBIX CPEACTB 3alIUThI UHPOpPMAIIUU B
NTKC.
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IIpou3BoacTBeHHASI MPAKTHKA (/IS MPOrpaMM NMOATOTOBKH CHEIHAJIUCTOB CPeIHero 3BeHa — (Imo npouiim cue-
IHAJIHLHOCTH)ATOTOBasi 0 MOIYJIIO (eCJIM IMPeAyCMOTPEHA UTOroBasi (KOHIEHTPUPOBAHHAS) PAKTHKA)

Buabi pador

VYyacTtue B opranuzanuu paboT Mo 3allUTe MePCOHAIBHBIX KOMIIBIOTEPOB HAa MPEAIPUITHH

VYyacTue B opranuzanuu padboT Mo 3amuTe JOKaJbHbIX CeTe Ha MpeanpusTUn

VYyacTte B opranuzanuu paboT Mo 3amure padoT B INI00ATbHON CETH UHTEPHET Ha MPEANPUATUN

O3HakoMIIeHHE, OpraHu3allys, HACTPOilKa CUCTEM 0€30MTaCHOCTU MPOBOJHOM 3allUIIEHHON JTOKAJIbHOW CETH.
AJIMUHHCTPUPOBAHHUE CUCTEM O€30MMaCHOCTH POBOJHOM 3aIIMILIEHHON JOKAIbHOU CETH.

O3HakoMJIeHHE, OpraHu3aIlus, HaCTPOika CUCTEM O€30MaCHOCTH OeCIPOBOHOM 3aIUILIEHHONW JIOKAJIbHOU CETH.
AJIMUHUCTPUPOBAHUE CUCTEM OE€30MaCHOCTU OECTIPOBOHOM 3AIUIIIEHHON JIOKAJIIbBHOU CETH.

[Tonnepxanue Oecriepe0oiHON PadOTHl MPOrPaAaMMHBIX U MPOrPAMMHO-AINIAPATHBIX, B TOM YHUCJIE KpUNTOrpadhuuecKux
CPEACTB 3allUThl UHPOPMAITUU B 000pyA0BaHUHU UH(POPMAIITMOHHO-TEIEKOMMYHUKAIIMOHHBIX CUCTEM U CETEH.
[IpoBeneHre HHCTPYKTaKA MO TeXHUKE Oe3onmacHOoCTH. O3HaKOMIIEHHE C TIpeAnpuaTueM. Bribop mporpaMMHBIX CPEICTB
mupoBaHUsl B COOTBETCTBHHU C pEIIaeMOii 3a1auei

[ToaxmtoueHue, ycTaHOBKA JIpailBEpOB, HACTPOITKA MPOTPAMMHBIX CPEICTB a0OHEHTCKOTO MIMGPOBAHUS
AJIMUHUCTPUPOBAHUE BHEAPEHHBIX CPEICTB

Hactpoiika cpeacTs 351IeKTPOHHOW HOANUCH

AJIMUHUCTPUPOBAHUE CPEACTB AIEKTPOHHOW MOAIUCH

AnmunuctpupoBanue cpeacts PKI

144

ITpomexyTOoYHAS aTTECTANUSA

12

Bcero mo IIM

604




3. YCJIOBUSA PEAJIM3AIUU NMPOT'PAMMBI IMPOPECCUOHAJIBHO-
o MOAYJIA
3.1. {na peanu3zanuu nNporpaMmmbl npogecCHOHATIBLHOT0 MOAYJISA 101K~
HbI OBITH NPEeIyCMOTPEHBI CJIeYIIIHe ClleHaTbHbIe IIOMEeIeHUs:
Peanuzarus nmporpammsl mpohecCHOHATFHOTO MOAYJISI TPEOYEeT HATUUHs
y4eOHBIX KAOMHETOB, JTJaOOpaTOPHIA:
Jladoparopusi «IIporpaMMHBIX M IPOrpPaAMMHO-ANIIAPATHBIX CPEACTB 3allUThI
uHbOpMAITUN.
JlabopaTopus NOMKHA OBITH OCHAIEHA aHTUBHPYCHBIMH IPOrPAMMHBIMH KOM-
IUIEKCaMH; ammapaTHBIMU CPEJICTBaMU ayTEHTU(UKAIIMK TOJb30BaTENs; MPO-
rPAMMHO-aIAPaTHBIMKU CPEICTBAMU YIPABJICHHS JOCTYIIOM K JAHHBIM M 3aIlU-
Tl (mmdpoBanust) HHPOpPMAINH;, cpeacTBaMu 3amuThl uHbopMmaruu oT HC/I,
OJIOKHUpOBaHUS JOCTyNa W HApyLIEHUS LEJIOCTHOCTH;, MPOTPAMMHBIMHU CpE.-
CTBaMU KpuUNTOrpauyeckor 3amuThl UHPOPMALMH; MPOTPAMMHBIMHU Cpea-
CTBAMH BBIBJICHUS ysA3BUMOCTEN U oneHkH 3ammineHHocty UTKC, ananusa ce-
TEeBOro Tpaduka;
CUCTEMBI pa3rpaHUYEHHUS IOCTYIIA;
MEXCETEBbIE YKPAHBbIL;
CPEIICTBO KPUNTOrpAPUUECKOM 3aIlIUThl HUH(POPMALIMH, peasin3yroliee (yHKIINHA
YIOCTOBEPSIOLIErO LIEHTPA U CO3/IaHMS BUPTYaJIbHBIX CETEH;
KOMILJIEKT MTPOEKIIMOHHOTO 000pYy/10BaHUs (MHTEPaKTUBHAS IOCKAa B KOMILJIEKTE
C MPOEKTOPOM HJIM MYJIbTUMEIUUHBINA TPOEKTOP C IKPAHOM).

3.2. UndopMannoHHoe odecnevyeHne 00yueHust
[lepeyenb pexkoMeHIyeMbIX y4eOHbIX W3naHuil, MHTEpHET-pecypcoB, no-
MTOJTHUTEIBLHOM JTUTEPATYPHI

3.2.1. [leyaTHble U3TaAHUS

1. Camyitnos K.E, llanumoB U.A., Bacun H.H., Bacunesckuii B.B, Ky-
ns6081./.C., KoponskoBa A.B. CeTu u cuctemsl nepegauv uHGoOpMaIim:
TEJIEKOMMYHUKAIIMOHHBIE CETH: YUYEOHUK M MPAKTUKYM ISl By30B / — M.:
Nz parensctBO FOpaiit, 2016. — 363 c.

2.0mudep H.A, Omudep B.I'. Komnsrorepubie cetu. [IpuHIUIBI, TEXHOIO-
TUH, TIPOTOKOJIBI // YUeOHUK aJig By30B, S-¢ u3a. — Cno.: ITutep, 2015. —
944 c. http://'www.iprbookshop.ru/73702.html

3. Tomacu Y. DnekTpoHHbIe cuCTeMBI cBsizU.- M.: Texnocdepa, 2016. -
1360c. http://www.iprbookshop.ru/58897.htmi

4. HoukoB B.K. OpranuzainuoHHoe U npaBoBoe obOecrieueHue MHQpopma-
MOHHOM Oe3omacHocTu: B 2-x uvactsax. Yacts 1. [IpaBoBoe obecnieueHue



uHpopMamoHHON 6e3omacHocT: yueb. [locodbue. — M.: MUDT, 2013. —
184 c.

5.HoBukoB B.K. OpranusammonHoe um nmpaBoBoe oOecrnedeHne HHpopMa-
MMOHHOM Oe3omacHocTH: B 2-x gacTsax. Yacte 2. OpranuzanuonHoe odec-
neyeHne MHGoOpMamoHHON Oe3omacHocTu: ydeb.mocodbue. — M.: MUDT,
2013. - 172 c.

6.0pranu3ainoHHO-TIPaBOBOE o0ecnedeHrne WHGOPMalMOHHON Oe3omac-
HOCTH: y4e0.mocobue mjisi CTyH. yupexkaeHui cpen. mpod. oOpazoBaHms/
E.b. benos, B.H. Ilpxeropimacknii. — M.: M3narensckuii neHTp «AKazae-
mus», 2017. — 336¢

7.B.I1. MensuukoB, C.A. Kneitmenos, A.M. Ilerpakos: Mudopmarmonnas
6e3omacHOCTh 1 3ammTa nHpopmarmu M.: Akanemus, - 336 ¢. — 2012
8.Ilanbrun B.®. 3amura nuHpopmayu B KOMIBIOTEPHBIX CUCTEMAax U Ce-
tx M3a-so: IMK Ilpecc, - 2012 http://www.iprbookshop.ru/87992.htmi
9.PomanoB O.A., badun C.A., XKnanos C.I'. OpranuzanuonHoe odecreue-
HUe MHGOpPMAIMOHHOM Oe3omacHocTU: yuyeOHuK: PexomenpoBano YMO,
2009. - 192c.

10.Karopun 10.®., PazymoBckuii A.B., CnuBak A.U. 3amura undopma-
UM TEXHUYECKUMHU cpeAcTBaMmH: YueOHoe mocobue / Ilox penmakiueit
0.®¢. Karopuna - CII6: HHWY HWTMO, 2012. - 416 c.
http://www.iprbookshop.ru/66445.html

3.2.2. D1eKTPOHHBIEC U31aHUA (3JIEKTPOHHBIE PecypcChl)

HNuTepHeT-pecypcenl:
OdenepanbHas Cciayk0a MO TEXHHUUYECKOMY U AKCIOPTHOMY KOHTPOJIIO

(®CTIK Poccun) www.fstec.ru

NudopmanmoHHo-cripaBoYHasi cUcTeMa o JTOKyMEHTaM B 00JacTH TE€XHU-

YECKOM 3a1uThl HHPopMauuu www.fstec.ru

OGpazoBaTtenbHbIC TOPTAJIBI IO PA3JIMUHBIM HANpaBJICHUSAM 00pa30BaHUS U

tematuke http://depobr.gov35.ru/

®enepanbHblii moptan «MHDOpMaMOHHO- KOMMYHUKALIMOHHBIE TEXHOJIO-

ruM B oOpaszoBanum» htpp\\:www.ict.edu.ru

oop»

http://www.morion.ru/

http://www.nateks.ru/

http://www.iskratel.com/

http://www.ps-ufa.ru/

http://3m.com/

http://www.rusgates.ru/index/php - Marepuans! caiita 3aBoga «Depporpu-


http://www.morion.ru/
http://www.nateks.ru/
http://www.iskratel.com/
http://www.ps-ufa.ru/
http://3m.com/
http://www.rusgates.ru/index/php

3.2.3. JlonoJiHUTEIbHbI€ HCTOYHUKH
JlomoIHUTEIbHbIE HCTOYHUKH:

®enepanbubiif 3akoH oT 27 utoinsa 2006 1. Ne 149-03 «O6 nnpopmanumu,
MH(OPMAITMOHHBIX TEXHOJIOTHUSIX U O 3alIUTe NHHOPMALIHI.
®epnepanbHbiil 3ak0H 0T 27 uroist 2006 1. Ne 152-D3 «O nepcoHanbHBIX
JTAHHBIX).

®enepanbhblii 3aKoH 0T 27 nexadpst 2002 r. Ne 184-D3 «O TexHUYeCKOM
pEeryJIupOBaHUI.

®denepanbhbiil 3aK0H OT 4 Mast 2011 1. Ne 99-D3 «O nuieH3upoBaHUU OT-
JETBHBIX BUJOB JACATEILHOCTI.

®denepanbHbiil 3akoH 0T 30 nexadbps 2001 r. Ne 195-03 «Koaeke Poccuii-
ckoit denepaiuu 06 aIMUHUCTPATUBHBIX MTPABOHAPYIIICHUSIX).

Vkas3 Ilpe3unenta Poccuiickoii @enepauuu ot 16 aBrycra 2004 r. Ne 1085
«Bomnpocel denepanbHON CIYKOBI 10 TEXHUYECKOMY U SKCIIOPTHOMY KOH-
TPOJITIO».

VYka3 [Ipesunenta Poccuiickoit @enepanuu ot 6 mapta 1997 r. Ne 188 «O06
YTBEPKJICHUU TIEPEYHS CBEJACHUN KOH(DUIECHIIMATLHOTO XapaKTepay.

Vka3 IIpesunenta Poccuiickoit @eneparmu ot 17 mapta 2008 r. Ne 351 «O
Mepax 1o obecriedeHno HHpopMalmoHHon o6e3omacHoctu Poccuiickoit dene-
paiuu npy UCHOJIL30BaHUU UH(POPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CeTeH
MEXTyHapOTHOTO HH(POPMAIIMOHHOTO OOMEHAY.

[Tonoxenue o cepTudUKAIMKU CPEJCTB 3aMUTH HHPOPMALIUU. Y TBEPKICHO
nocraHoBieHueMm lIpaBurensctBa Poccuiickoit @eaeparuu oT 26 UtoHs
1995 r. Ne 608.

[Tonoxenue o cepTUdUKAIIMU CPEICTB 3AUTH HHPOPMALIUK 110 TpeOOBa-
HUSM 0€30MaCHOCTH HH(pOpMaIUHK (C AOTIOTHEHUSIMU B COOTBETCTBUU C T1O-
craHoBieHueM lIpaBurensctBa Poccuiickoit @eaepanuu ot 26 utoHsa1995 r.
Ne 608 «O cepTudukam cpeacTB 3amUThl THHOPMAITIN). Y TBEPKICHO
npukazom npezacenarens ['ocrexkomuccun Poccun ot 27 oktsiOpst 1995 r.
Ne 199.

[Tonoxenue no arrectalid 00ObEKTOB HHPOPMATU3AIMHU IO TPEOOBAHUSIM
0e3omacHocTH HHpopMaIuu. Y TBepxkaeHo I'ocrexkomuccuei Poccuu 25
HOs10pst 1994 T.

CocrtaB u cozepKaHNe OPraHNU3alUOHHBIX U TEXHUYECKUX Mep 10 oOecte-
YeHUI0 0€30MaCHOCTH NMEPCOHANBHBIX TAHHBIX MPU UX 00paboTke B UHPOP-



MalMOHHBIX CUCTEMAX MNEPCOHANIBHBIX JAHHBIX. Y TBEPKIAEHBI IPUKA30M
OCTIK Poccuu ot 18 dpepans 2013 r. Ne 21.

Mepbl 3amuThl ”HGOPMAIIMK B TOCYIAPCTBEHHBIX HH(POPMAIIMOHHBIX CHU-
cremax. Y1BepxaeHsl DCTOK Poccun 11 deBpamns 2014 r.
AnmvunuctpatuBHblil perinameHT @CTIOK Poccun no npeaoctaBieHuto roc-
YAAPCTBEHHOW YCIYTH M0 JULUEH3UPOBAHUIO JIEITENBHOCTH IO TEXHUYECKOMN
3amuTe KoHpuaeHMaapHo nHpopmaruu. Y TBepxkaeH npukazomM @CTOK
Poccun ot 12 nronst 2012 1. Ne 83.

AnmvmunuctpatuBHbId pernameHT @CTIOK Poccnn o nmpegocTaBiaeHuo roc-
YIAPCTBEHHOW YCIIYTH 10 JUIEH3UPOBAHUIO JEATEIBHOCTH 10 pa3paboTKe U
MIPOM3BOJICTBY CPEJICTB 3alTUTHl KOHGUACHIIMATHLHOU HH(pOpMaLu. Y TBep-
) eH npukazoM @CTIK Poccun ot 12 uromng 2012 1. Ne 84,

CrenuanbHble TpEOOBAaHUS U PEKOMEHAIMH 110 TEXHUYECKOMN 3alUTe KOH-
dunenumansHoit uHPopmanuu (CTP-K). YTBepxkaens! npukazom ['octex-
komuccuu Poccun

ot 30 aBrycra 2002 r. Ne 282.

TpeOGoBanus 0 3amuTe HHGPOPMALIH, HE COCTABJISIONIEN TOCYAapCTBEHHYIO
TaliHy, COJIepKalleicsl B TOCYapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMaX.
Yreepxaens! nmpukazom @CTIK Poccun ot 11 deBpans 2013 r. Ne 17.
TpeOGoBanus o 3amuTe HHGPOPMALIMH, COAEpPKALIEHCS B MH(POPMAIMOHHBIX
cUcTeMax OO0IIero nojab30BaHus. Y TBepkaeHbl npukazamu OCh Poccun u
OCTIK Poccun

ot 31 aBrycta 2010 1. Ne 416/489.

TpebGoBaHus k cucTeMam OOHAPYKEHUS BTOPXKCHHM. Y TBEPKICHBI TPUKa-
3oM ®CTIK Poccun ot 6 gexabps 2011 r. Ne 638.

PykoBogsumii nokyMeHT. I'eonndopmanmonabie cucteMsbl. 3anmra HHPop-
Malliy OT HECAHKIIMOHUPOBAHHOTO MOCTyMa. TpeOoBaHus 1Mo 3aluTe UH-
dbopmanuu. Ytepxkiaen ®CTOK Poccun, 2008.

PykoBoasimuii JOKyMEHT. 3aluTa OT HECAHKIIMOHUPOBAHHOT'O OCTYIIA K
uHpopmaruu. Yacts 2. [Iporpammuoe obecniedyeHre 0a30BbIX CUCTEM BBO-
Jla-BbIBOJIa MIEPCOHANIbHBIX JIEKTPOHHO-BBIYMCIUTENbHBIX MaluH. Knaccu-
buKaIys o ypoBHIO KOHTPOJISI OTCYTCTBUS HEJIEKIAPUPOBAHHBIX BO3MOXK-
Hocteil. Y1BepxkaeH ®CTOK Poccun 10 oktsi6ps 2007 r.

[Tpuka3z ®Cb Poccun ot 9 despains 2005 r. Ne 66 «O6 yrBepkaenuu Ilo-
JIO’KEHHUSI 0 pa3zpaboTKe, MPOU3BOACTBE, peaTU3alliy U HKCILTyaTaluy mud-
POBAIBHBIX (KPpUOTOrpapUUYECKUX) CPEACTB 3aUTHI HHPOPMALIUI.

['OCT P UCO/M3K 13335-1-2006 NudopmarmonHast TexHojaorus. Meto-
IIbI M cpenicTBa obecnieueHus OezomacHocT. YacTe 1. KoHuenmus u Moaenu



MeHeIKMeHTa 0e30MacHOCTH HH(POPMAIIMOHHBIX U TEJIEKOMMYHHUKAIIMOH-
HBIX TEXHOJIOTUI

'OCT P UICO/M3BK TO 13335-3-2007 MudopmaniioHHas TEXHOJIOTHS.
MeTtonb! u cpeacTBa odbecneuenus oezonacHocTd. Yacte 3. MeToabl Me-
HEKMeHTa 06e30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI

'OCT P UICO/M3BK TO 13335-4-2007 UadopmanrioHHas TEXHOJIOTHSI.
MeTtonb! u cpencTBa obecnieuenus 6ezonacHoctd. Yacts 4. Boibop 3amur-
HBIX Mep

['OCT P UICO/M3BK TO 13335-5-2006 MndopmanirionHas TEXHOJIOTHS.
MeTtonb! u cpeacTBa odbecneuenus 6ezonacHocTu. YacTte 5. PykoBoACTBO 10
MEHEIP)KMEHTY 0€30MacHOCTH CETU

['OCT P UICO/MDBK 17799-2005 Uudopmaninonnas TexHonorus. [Ipakru-
YyecKue MpaBuia yrpaBieHus: HHOOPMAIMOHHOM 0€30MaCHOCTHIO

['OCT P UICO/MOK 15408-1-2008 NuhopmarmonHas tTexuonorusi. Meto-
JIbI ¥ cpeficTBa obecnieueHus: 6e3omacHocT. Kputepuu oreHku 6€30macHo-
cTy UHGOPMAIIMOHHBIX TexHosoruit. Yacts 1. BBenenue u o01as Mojenb
['OCT P UICO/MDBK 15408-2-2008 Nudbopmarmonnas Texuonorusi. Meto-
JIbl U CpeJCTBa obecnieueHus 6e3onacHocTu. Kputepuu oneHku 6e30nacHo-
CTH UH(POPMALIMOHHBIX TeXHOJIOTH. YacTh 2. DyHKIIMOHANIbHBIE TpeOOBa-
HUs 0€3011aCHOCTH

I'OCT P NICO/MDBK 15408-3-2008 Nudopmarimornrast TeXHOIOTHSA. MeTo-
JIbl ¥ CpeicTBa obecnieueHus 6e3onacHocTu. Kputepuu onieHku 6e30nacHo-
cTi nHGOPMAIMOHHBIX TexHosoruit. Yacts 3. TpeboBanus noBepust Kk 6€3-
OMACHOCTHU

['OCT P 34.10-2001. "Uudopmanmonnas texnosorus. Kpunrorpaduueckas
3amuta uHpopmarmu. IIpoueccel popMupoBaHUs U MPOBEPKH FIEKTPOHHOM
1idpoBoi moanucu"

['OCT P 34-11-94. "Undopmanmonnas texnosorus. Kpunrorpagudeckas
3amuta uHpopmanuu. OyHKIMS X3MUpoBaHUs"

['OCT P 50922-2006 3anura napopmannu. OCHOBHBIE TEPMHUHBI U OTIpEe-
nenus. Pocrexperynupoanue, 2006.

['OCT P 52069.0-2013 3amura undopmaruu. Cucrema crangapton. Oc-
HOBHBIE MTOJ10KeHUs. PoccTtanapt, 2013.

['OCT P 51583-2014 3amuta undopmanmu. [lopsnok co3ganus apTomaTu-
3MPOBAHHBIX CUCTEM B 3alIMILEHHOM UCIOJHEHUH. OOUIME MOJ0KEHHUS.
Poccrannapr, 2014.

['OCT P 51275-2006 3amuta uadopmarmu. O0bEKT HHPOPMATU3AIIHNH.
dakTophl, BO3/eHCTBYOIIME Ha nHpopMaluto. O0iue nojgoxeHus. Po-



crexperyauposanue, 2006.

['OCT P 52447-2005 3amnura undopmanmu. TexHuka 3amuThl “HGOpMa-
1007078

Howmenknartypa nokaszareineit kauectsa. Pocrexperynuposanue, 2005.
['OCT P 56103-2014 3amura uadopmanmu. ABTOMaTU3UPOBAHHBIE CUCTE-
MbI B 3alIUIICHHOM UCTIOTHEeHUU. OpraHu3aius 1 cofep:kanue padboT mo
3alUTe OT MPETHAMEPEHHBIX CUIIOBBIX 3JIEKTPOMArHUTHBIX BO3JCHCTBUM.
O6mue nonoxxenus. Poccrangapt, 2014.

['OCT P 56115-2014 3ammuTa uapopmanuu. ABTOMaTU3UPOBAHHbBIE CUCTE-
MBI B 3allIUIIICHHOM UCTIOIHeHUU. CpelicTBa 3alUThI OT IPEAHAMEPEHHBIX
CHJIOBBIX 3JIEKTPOMArHUTHBIX Bo3zeicTBui. O0mue TpeboBanwms. Poccran-
napt, 2014.

['OCT P UICO/MDBK 15408-1-2012 Nudopmarmonnas TexHonorusi. Meto-
JIbI U cpeficTBa obecnieueHus: 6e3omacHocT. Kputepuu orieHku 6€30macHo-
cTu nH(pOpMaIIMOHHBIX TexHoyorui. Yacts 1. BBenenue u o0mas Moes.
Poccrangapr, 2012.

['OCT P UCO/MO3K 15408-2-2013 Undopmanmonnast TexHoaorus. Meto-
JIbl U CpeJIcTBa obecnieueHus 6e3onacHocTu. Kputepuu oneHku 6e30nacHo-
CTH UHGOPMAIIMOHHBIX TexHoJoTHit. YacTh 2. DyHKIIMOHANIbHBIE TpeOOBa-
Hus 6ezonacHocTH (npsimoe npumenenue ISO/IEC 15408-2:2008). Poc-
cranaapr, 2013.

MeTonuka onpeeneHns akTyallbHbIX YIpo3 0€30MaCHOCTH NEPCOHATBHBIX
JAHHBIX TIPU UX 00paboTKe B MH(MOPMAIIMOHHBIX CHCTEMAaX MEePCOHABHBIX
nanubeIx. YTBepxkaecHa ®CTIK Poccuu 14 deBpans 2008 T.

COopHUK BpEMEHHBIX METOAMK OIICHKHU 3aIIUIIEHHOCTH KOH(PUACHITNATb-
HOM MH(OpMaIMK OT YTEYKH MO TEXHUUYECKUM KaHaidaM. Y TBepaeH ['oc-
texkomuccueit Poccun, 2002.

['OCT P 51275-2006 3amura uadopmanmu. O0bEKT HHPOPMATU3AIINH.
daxTopsl, Bo3AeHCTBYONHE HA HHGopMaruto. O01mue nonoxenus. Po-
crexperynupoBanue, 2006.

TpebGoBanus o 3amuTe HHGOPMALIMH, HE COCTABJISIONIEN TOCYAapCTBEHHYIO
TaliHy, COJEpIKaIleicsl B TOCYapCTBEHHBIX HH()OPMAITMOHHBIX CHCTEMaX.
Yreepxaens! mpukazom @CTIK Poccun ot 11 deBpans 2013 . Ne 17.
Mepsl 3amuThl H”HGOPMAIIMKA B TOCYIAPCTBEHHBIX HHPOPMAITMOHHBIX CHU-
creMax. YTBepxkaeHsl ®CTOK Poccuu 11 ¢epans 2014 1.
Metoauyeckue peKOMEHIaluK M0 TEXHUYECKOM 3aiuTe nHpopMaIuu, co-

CTaBJIAIOLIEN KoMMepuecKyto TaiiHy. YTBepxkaeHsl ®CTIOK Poccuu 25 ne-
kabps 2006 r.



OTteuecTBEeHHDbIE KypHaJabl:

"InformationSecurity/ Madopmarmonnast 6€30macHOCTs"

CucTeMHBIN aAMUHUCTPATOP

Komnsrotep ITPECC

Cucremsr 6e3omacHocT. JKypHan A pyKOBOJIUTENEH W CHEIHAIMCTOB B
o0nacTu

0€30MMacHOCTH

CeTu U CUCTEMBI CBSI3U

3amuta uadopmarmu. Mucaitn: UundopmannoHHO-MeTOAUYECKUH KypHAI
HNudopmanmonHas 0e30macHOCTh PETHOHOB: HayuHo-mpakTUYecKuil Kyp-
HaJ

HNurepuer Pecypcel
http://cryptogrof.ru/


http://cryptogrof.ru/

4. KoHTPOJIb M OLIEHKA Pe3yJibTATOB 0CBOECHUsI PO ecCHOHATBLHOI0 MOAY-

JIA

Kon u HaumeHoBaHue

npodeccuoHaIbHbIX U

00IIUX KOMIIETEHIIMH,

(opMupyemMbIX B pam-
KaxX MOJIYJIA

KpI/ITepI/II/I OIICHKH

MeToabl OLIeHKH

I[IK 2.1. OcyuiecTBiasTh
YCTaHOBKY (MOHTaX),
HacTpOWKy (Halmagky) u
3ayCK B 3KCIUTyaTalHIO
MPOrpaMMHO-
anmnapaTHbIX u
HMHXEHEPHO-
TEXHUYECKUX  CPEACTB
oOecrieueHus
MH(})OpMaMOHHOM

oeszomacuoctu UTKC.

- BBISIBJIAITh U OLICHUBATh
yrpo3bl  0€30MacHOCTH
unpopmanuu B UTKC;

- HacTpauBaThb U IpUMe-
HATH CpPEACTBA 3alIUThI
uH(popManuu B onepanu-
OHHBIX CHCTEMAaX, B TOM
YHUCJIE CPE/ICTBA AHTUBU-
PYCHOM 3allIUTHI;

- NPOBOAUTH YCTAHOBKY
YU HACTPOMKY IpPOrpaMmMm-
HbIX W  HIPOrpaMMHO-
anmnapaTHbIX (B TOM YHC-
J€e Kpunrorpapuueckux)
CPEICTB 3allUThl UHPOP-
Maluu;

DKcrepTHOe

HHC

Ha0Iro1e-




IIK 2.2. OO6ecrneunBaTh | - BBISBIATH U OIIEHUBATh | DKCIIEpPTHOE  HAOIO/E-
AKCILTyaTaI1Io U | yrpo3bl  0€30MacHOCTH | HHe
coaepKaHue B | undopmaiuu B UTKC;
paboToCcrIocCOOHOM - TPOBOJUTH KOHTPOJIb
COCTOSIHUM MPOTPAMMHO- | TIOKa3aTenel u Impoiiecca
anmnapaTHbIX U | GyHKIMOHUPOBAHUS
UHKEHEPHO- OpPOrpaMMHBIX U TIPO-
TEXHUYECKUX  CPEICTB | FpaMMHO-aIMapaTHbIX (B
oOecrieueHus TOM 4YHUCJE KpUIITOrpa-
nH(OpMaIIMOHHOM dbuyeckux) CcpeacTB 3a-
6e3onacHoctt UTKC wu | muts uHbopmManuy;
170 JIMArHOCTUKY, | - MPOBOJUTH BOCCTAHOB-
oOHapy>KeHHE OTKa30B, | JICHHE Mpollecca U Mapa-
dbopmupoBaTh METpOB  (YHKIIMOHUPO-
NPEMJIOKEHNUS] 10  UX | BAHMS TPOTpaMMHBIX U
YCTPAHEHUIO IPOrpaMMHO-

anmnapaTHbIX (B TOM YHC-

Je Kpunrorpaduueckux)

CPEICTB 3aIUThl UHGOP-

Malluu;
[1IK 2.3. ®opmynupoBaTh | - BBISBIATh U OLICHUBATh | DKCIIEPTHOE  HaOIOfe-
PEAJIOAKEHHUS Mo | yrpo3sl  0O€30MacHOCTH | HHE
IIPUMEHEHHIO unpopmaruu B UTKC;
IPOrpaMMHO- - HacTpauBaThb U MpHUME-
anmapaTHbIX U | HATb CPEJICTBA 3aIlUTHI
UHXEHEPHO- uH(pOopMaIuu B orepalu-
TEXHUYECKUX  CPENCTB | OHHBIX CHUCTEMax, B TOM
obecrieueHus YUCJIE CpPE/ICTBA AHTHBU-
UHGOPMAITMOHHON PYCHOM 3allIUTBHI;

oe3omnacuoctu UTKC.

- TPOBOAUTH KOH(pHUTY-
pUpOBaHUE  TPOTPAMM-
HBIX W  TMPOrPaMMHO-
anmapaTHbIX (B TOM YHC-
Je Kpunrorpaduueckux)
CPEICTB 3aIuThl HHPOP-

MaIluu;




IIK 2.4. Bectu paGo4uyro | - BBISBIATh U OIIEHUBATh | DKCIIEpPTHOE  HaAOJIO/e-
TEXHUYECKYIO JIOKYMEH- | yTpo3bl  0O€30IMaCHOCTH | HHE
Taluo Mo sKcruryaTanuu | uHdopmaimu B UTKC;
CPEICTB U cuUCTeM o0ec- | - HacTpauBaTh U TMpHUMe-
neyeHus: MWHQPOPMAIMOH- | HATh CPEJICTBA 3alllUThI
HOU Oe3omacHOCTU Tene- | nHGOopMalK B orepalu-
KOMMYHUKAIIMOHHBIX CH- | OHHBIX CHUCTEMaxX, B TOM
CTEM, OCYIIECTBJISTh | UUCIIE CPEJCTBAa AHTHBU-
CBOEBPEMEHHOE  CITUCA- | PyCHOM 3alUThI;
HUE M TOIOJHEHUE 3a- |- MPOBOAUTH KOHDHUTY-
aCHOTO UMYILECTBA, | pUPOBAHUE  TPOTPAMM-
npuOOpPOB U MPUHAMJICK- | HBIX W MPOTPAMMHO-
HOCTEHN anmnapaTHbIX (B TOM YHC-
Je Kpunrorpaduueckux)
CPEICTB 3aIUThl UHGOP-
Malluu;
OK 01. BpiOupatpe cno- |- 00OCHOBAaHHOCTh IO- | DKCIIEPTHOE  HaOMrOAe-
coObl  pelieHus 3a7ad | CTAaHOBKHU II€JIM, BbIOOpaA | HUE
npodeCCUOHAIBHOU Jiesi- | U TIPUMEHEHHUSI METOJ0B | DK3aMeH
TEJLHOCTH, IPUMEHH- | ©  CIIOCOOOB  pelIeHus
TEIbHO K Pa3JIMYHbIM | IPOdECCUOHANIBHBIX  3a-
KOHTEKCTaM. nad;
- aJicKBaTHas OLICHKa WU
camoolieHka 3 deKTuB-
HOCTM M KadecTBa BBHI-
NOJIHEHUsT  Tpodeccuo-
HaJbHBIX 33]1aY;
OK 2. OcymecTBisTh | - HCHONb30BAHUE Ppa3- | DKCIEPTHOE  HaOroAe-
MOUCK, aHAJIU3 U UHTEP- | TUUYHBIX HMCTOYHUKOB, | HUE
npeTanuo MHQPOpMaIuy, | BKIoYas  3JIEKTPOHHBIE | DK3aMeH

HEOOXOOUMON 1IJI BEI-
MOJIHEHUS 3a71a4d podec-
CHOHAJIbHON JICITEIILHO-
CTH.

pecypcCel, MEAUAPECYPCHI,
HNutepHer-pecypesl, 1e-
pUOAMYECKHE  W3AAHUSA
0 CHEUUAJIBbHOCTU IS
npodeccuo-
HaJIbHBIX 331aY;

pelieHus




OK 03. IlnanupoBaTh | |- JAEMOHCTpaIlMs OTBET- | DKCIEpTHOE  Habroe-
peann30BbIBAThH c00- | CTBEHHOCTH 32 MPUHATHIC | HUE
CTBEHHOE  TpodeccHuo- | peleHus; DK3aMeH
HaJIbHOE M JUYHOCTHOE | - 0OOCHOBAHHOCTH CaMO-
pa3BUTHE. aHaJIM3a U KOPPEKLHUs pe-
3yJbTaTOB COOCTBEHHOM
paboTHI;
OK 04. PabGoTath B KOJI- | - B3aUMOJICUCTBHE ¢ 00y- | DKCIIepTHOE  HaOMIOfe-
JICKTUBE U KOMaHJe, 3(- | yarommMucs, Mpenoaa- | Hue
(EeKTUBHO  B3aUMOJICH- | BATEISIMU U MacTepaMu B | DK3aMEH
CTBOBaThb C KOJUJIETaMH, | X0/€ OOy4YeHUs, C PyKO-
PYKOBOJICTBOM,  KJIMEH- | BOOUTEISIMU y4E€OHOU U
TaMHU. MIPOU3BOJICTBEHHON
MPAKTHK;
- 00OCHOBaHHOCTb aHa-
Jau3a paboThl YJIEHOB KO-
MaH bl (TOTYUHEHHBIX);
OK 09. Hcnonb3oBath | - 3((PEKTUBHOCT HC- | DKCIIEPTHOE  HaOMIOAE-
MH(OpPMAIIMOHHBIE TEX- | OJIb30BaHUSI HMHQOpMa- | HUE
HOJIOTUU B TpOdeccuo- | IUOHHO- DK3ameH
HAJTBHOMN JEATETPHOCTU. | KOMMYHHKAITMOHHBIX
TEXHOJIOTUH B Tpodec-
CHOHAIBHON JeATEIbHO-
CTU COIJIaCHO (popMupy-
€MBIM YMEHHSIM H TONY-
4aeMOMY MPAKTHYECKOMY
OTIBITY;
OK 10. TIlonp3oBarbest |- 3(G(PEKTUBHOCTH HC- | DKCIIEPTHOE  HaOMIOAe-
MpoEeCCUOHANIBHON  10- | IOJIb30BaHUsI B Mpodec- | Hue
KYMEHTAllUEl Ha TOCY- | CHOHAJBbHOU JEATENbHO- | DK3aMEH

AapCTBCHHOM )51 HHO-

CTPaHHOM S3BIKEC.

CTU HEOOXOOWUMOM TEX-
HUYECKOH JIOKYMEHTa-
1IMM, B TOM YHCJIC HA aH-

TJIMACKOM SI3BIKE.
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Ienv honoa ouenounvix cpeocmes. OLEHOUHBIE CPEJCTBA MpEIHA3HAYE-
Hbl JJI1 KOHTPOJII M OLIEHKHM OO0pa3oBaTENbHBIX JOCTHXKEHHM OOydarommxcs,
OCBOMBIIMX NPOrpaMMy yuyeOHON IUCUUIUIUHBI «3alluTa WHOpMAluu B HH-
(bOopMaIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CUCTEMAX M CETSAX C MCIOJIb30BaHUEM
MPOrPaMMHBIX U MPOrPAMMHO-AIIAPATHBIX (B TOM 4Kcie KpUNTorpaduyecKux)
CpeICTB 3alUTh». [lepedueHb BUAOB OLIEHOYHBIX CPEICTB COOTBETCTBYET Pabo-
4yeil mporpaMMe JUCHUTIINHBIL.

DoHO 0OUEHOUHBIX CPeOCH8 6KI10Yaen KOHTPOJBbHBIE MAaTEpUANIbI IS
MIPOBEICHUSI TEKYIIETO KOHTPOJS B (popMe MHIWBHIYATbHBIX 3aJaHUN TPU BbI-
MOJITHCHUH TTHKJIa J1a00paTOPHBIX padOT M MPOMEKYTOUYHOM aTTecTaruu B hopme
BOIIPOCOB W 3aJiaHuil (MOTYT OBITh 3aJlaHbl KaK B popMe OMyIeTa, Tak U dK3aMe-
HAIIMOHHOT'O TEeCTa) K SK3aMEHY.

Cmpykmypa u cooepicanue 3a0anuil - 3ajaHus pa3paboTaHbl B COOTBET-
CTBUHM C paboyeil mporpaMMoi JTUCIMUILUIMHBI «3aluTa nHGopMaluu B nHGoOpMa-
IIHOHHO-TEJICKOMMYHHKAIIMOHHBIX CHCTEMaX U CETIX C UCTOJIb30BAHUEM TIPO-
I'PAMMHBIX M IIPOTrPAMMHO-AIIAPATHHIX (B TOM YHCJIE KpUITOTpapuIeCKuX)
CPEIICTB 3aIlUTHD».



1. [TaciopT oHIa OLIEHOYHBIX CPEIICTB

Pesynbratom ocBoeHHs yueOHOW OUCUMIUIMHBI SABIsIOTCS npexycMorpenasie ®I'OC mo cre-
IUaTbHOCTH YMEHUS U 3HAHMSA, HampaBlieHHbIe Ha popMupoBaHre o0MmKX U MPO(ECCHOHATBHBIX KOM-

METEHITHN.

Tabnuna 1

- Kox xomme-

TEHIIUU

Coneprxanue Kkomie-
TEHIHU

[Inanupyemble pe3yabTaThl O0ydeHUs

HaunmenoBaunue
OIIEHOYHOTO CpeI-
CTBa

OK 01

Br10upaTh crmocoOsI pe-
[IIeHNS 33719 PO eccu-
OHAJILHOM JIeSITEIHHOCTH,
IIPUMCHUTCIIBHO K pa3-
TTMYHBIM KOHTEKCTaM.

YMeHHsi:  pacno3HaBaTh  3ajady — M/WIN
mpobieMmy B mpodecCHOHAILHOM  W/WJIH
COIIMaIEHOM KOHTEKCTE; aHAJIM3UPOBATh 33124y
/MM TpoOJieMy U BBLIGNATH €€ COCTaBHBIC
YaCTH; ONpPENEISTh 3Talbl PEIICHUS 3alau;
BELABIAT M 9()()EKTUBHO UCKATh HH(OPMAIIHIO,
HEOOXONUMYIO JJIsl PEUICHHS 3a[a4d  W/WH
MIPOOIIEMET;

COCTaBUThb IUIAH  JEHCTBHS;
HE0O0XOUMBIE PECypChI;
BIaJeTh AaKTYaIbHBIMH METOAaMH paOOTHl B
MpodecCHOHANBLHON M CMEXHBIX cdepax; pea-
ITM30BaTh COCTABJICHHBIN ILJIaH; OLCHUBAThH pe-
3yJbTAT M TMOCJCACTBUS CBOUX JCUCTBHH (ca-

OTIpe/ICTTNTh

3agaHue Ha BBITIOJIHE-
HIC WHAUBUIYAIEHOTO
BapHaHTa JabopaTop-
HOI paboTHI

3HAHUSA: aKTYalbHBIH TPOQPECCHOHATBHBIN U
COIMABHBIN KOHTEKCT, B KOTOPOM IPHXOANUTCS
paboTaTb ¥ JKUTh; OCHOBHBIC HCTOYHHKH
MH(pOpMaUKU U Pecypehl IS pellieHus 3aaad 1
mpobieM B NPOPECCHOHANLHOM  W/WJIH
COL[AIbHOM KOHTEKCTE;

QJITOPUTMBI BBITIOJIHEHHsT paboT B mpodeccHo-
HAJIBHOW U CMEXHBIX 00JIACTSIX; METOMABI pado-
THl B NMPO(ECCHOHATBHON U CMEXHBIX cepax;
CTPYKTYpY IJIaHa JUIs PEIICHUs 3aad; MOPSIIOK|
OLICHKH PEe3yJIbTAaTOB pEIIeHHs 3aaad mpodec-
CHOHAJIBHOH JIESTENEHOCTH

OK 02

OCy1EeCTBIATH MOUCK,
AHAJIN3 U UHTEpIIpETa-
[0 nH(GOpMaIny, He-
00XOIUMOM JIJI BBIIIOJI-
HeHUs 3a/1a4 nmpodeccro-
HAJILHOU JIEITEIbHOCTH.

'YMeHus: onpenenaTh 3aJadn s TIOMCKa WH-
(dbopmanuu; onpeaeniath HeoOXOIUMbIE HUCTOY-
HUKH MH(OpPMAIMK; TUIAHUPOBATh MPOIECC MO-
WCKa; CTPYKTYypHpOBaTh MHoydaemyro uHpop-
Maluio; BBEIAENATh HauOojee 3HAYMMOE B TIe-
peuHe nH(OpMaNNy; OIIEHNBATH IPAKTUIECKYIO
3HAYMMOCTh PE3YJIBTaTOB IOHMCKA; OQOPMIIATH
€3yJIbTaThbl MOKUCKA

3amanue Ha BEI-
MOJTHEHWE  WH[IH-
BUYaJIbHOTO  Ba-
puanta  jabopa-
TOPHOMN pabOTHI

3HaHUA: HOMEHKJIATypa HWH()OPMALMOHHEIX|
HMCTOYHUKOB IPUMEHSIEMBIX B NMPO(eCCHOHANb-
HOI JIeTeNIbHOCTH; MPHEMBbl CTPYKTYpUpOBa-
Hus uHbopmaiuy; Qopmar odopmieHus pe-
3YJIbTaTOB TIOMCKa HH(OPMALH

OK 03

[TnanupoBath U peanuso-
BbIBATh COOCTBEHHOE
MpodeCcCHOHaTLHOE ’
ITUYHOCTHOE Pa3BUTHE.

YMeHHUsI: OIpeAeaTh aKTYaJIbHOCTh HOpMa-
THUBHO-TIPABOBOW JOKyMEHTAIlMU B TPpOo(eccro-
HAJIBHOW JEATENbHOCTH; IIPUMEHATH COBPEMEH-
HYI0 Hay4dHYI NpOQecCHOHAIbHYI0 TEPMUHO-
JTOTHIO; OMpENENATh W BHICTPAMBATH TPACKTO-
puH TIPOodeCCHOHATBHOTO PAa3BUTHSA M CAMOOO-
[pa3oBaHus

3agaHue Ha BHI-
MOJTHEHWE  MH[H-
BUIYaJIbHOTO  Ba-
puanta  jabopa-
TOPHOI pabOTHI

3HaHUSA: colepXKaHME aKTyaJbHOH HOPMAaTHB-
HO-IIPaBOBOM  JIOKyMEHTAallM{; COBpPEMEHHAas
Hay4Hasl ¥ npoeccHoHalIbHas TePMHHOJIOIUS;
BO3MOXKHBIE TPACKTOPUH MPO(ECCHOHAIBEHOTO

[Pa3BUTHA U CaM006pa30BaHI/IH




OK 04

PaGoTaTh B KOJUIEKTUBE U
Komanze, 3pPeKTuBHO
B3aHMOJECHCTBOBATH C
KOJIJIeTaMH, PyKOBOI-
CTBOM, KITHCHTAMH.

'YMeHusi: OpraHu30BbIBaTh PabOTy KOJIJICKTHBA
M KOMaH/bl; B3aMMOJEHCTBOBATh C KOJUIETAMHU,
PYKOBOJICTBOM, KJIMEHTaMHU B X0JI€ TIPOPECCHO-
HaJILHOU NeITSIIBHOCTH

3agaHne Ha BBIMTOJTHE-
HUE WHUBHIYAILHOTO
BapuaHTa 1abopaTop-
HOW pabOTHI

SHAHUA: IICUXOJIOTHSI KOJIJICKTHUBA, IICUXOJIOTH]
JIMYHOCTH, OCHOBBI HpOCKTHOﬁ JCATCIBHOCTHU

OK 09

Vcnonbs3oBaTh HHDOP-
MaI[MOHHBIC TEXHOJIOTUN
B PO eCCHOHATLHOMN
esITeTIbHOCTH.

'YMeHHUsI: IPUMEHSTH CpesIcTBa MH(POPMAIMOH-
HBIX TEXHOJOTWH JUIs peuieHus: npodeccuo-
HaJIbHBIX 33/1a4; MCIOJIB30BaTh COBPEMEHHOE
[porpaMMHOe oOecTieueHre

3agaHne Ha BBIMTOJTHE-
HIE WHAUBUIYAIEHOTO
BapHaHTa Jaboparop-
HOW pabOTHI

3HAHMA: COBPEMECHHBIE CPENICTBA U YCTPOHCTBA
nHpoOpMaTH3aMy; MOPSIOK MX INPUMEHEHUS U
MIpOrpaMMHOE OOecIiedyeHNE B NMPOQECCHOHANb-
HOM NIeSITeNIbHOCTH

OK 10

[Tons30BaThCs mpodec-
CUOHAJIBHOU JOKYMEHTa-
LMEV Ha TOCYJapCTBEH-
HOM 1 MHOCTPAaHHOM
SI3BIKE.

'YMeHusi: NOHUMAaTh OOIIMI CMBICT YETKO HpO-
M3HECCHHBIX BBICKA3bIBAaHUII HAa WU3BECTHBIC Te-
MBI (TIpo(hecCHOHANIBHBIE U OBITOBBIC), TOHU-
MaTh TEKCThl Ha 0a30Bble MpPOQECCHOHATbHBIC
TEeMbl; Yy4acTBOBATh B JUAJOrax Ha 3HAKOMBIE
oOme ¥ npo)eCCHOHATBHBIE TEMbI, CTPOHUTH
[POCThIE BHICKA3bIBaHUs O ceOe M 0 CBOEit mpo-
(hecCHOHAMBHON AEATEILHOCTH; KpPaTko 000c-
HOBBIBATH U OOBSCHUTH CBOM AeiCTBHA (TEKy-
[ye ¥ IUIAaHUPYeMBIE); THCATh MPOCTHIC CBA3-
Hble COOOIICHMS Ha 3HAKOMBIC WIIM HHTEPECy-
fo1e Npo(ecCHOHAIBHBIC TEMBI

3ajaHue Ha BBITIOJIHE-
HUE WHHUBHIYAIbHOTO
BapuaHTa 1aboparop-
HOU pabOTHI

3HaHMs: TpaBUia IOCTPOEHHUS MPOCTHIX U
CIIO)KHBIX TPETIOKCHHH Ha MPOQPECCHOHATb-
HBIC TEMBI; OCHOBHBIC OOIICYNOTPEOHUTEIBHEIC
riarosbl (ObITOBas W HpodeccHoHalbHas JIeK-
CHKa); JEKCUYECKIU MUHUMYM, OTHOCSIIIIUKCS K
OTHMCAaHUIO TIPEJAMETOB, CPEJCTB U MPOIECCOB
Npo(eCCHOHANBHON AESATEILHOCTH,; OCOOCHHO-
CTH TPOWU3HOIICHUA, IMpaBUjla YTCHUA TEKCTOB
npoQeCcCHOHATBHON HAPABICHHOCTH

B 1

3amura nHbOpMAIUH B
MH(GOPMAIMOHHO-
TEJIEKOMMYHHKALIMOHHBIX
CHCTEMax M CETSIX C UC-
MMOJI30BAaHUEM TIPO-
TPaMMHBIX U [IPOTpaMM-
HO-anmapaTHBIX (B TOM
qucie, Kpunrorpadude-
CKUX) CPEIICTB 3alUThI

SHanus:

THIIOBBIE  KPUNTOrpapUYecKue  aarOpUTMBbl,
[PUMEHsIEMbIE B 3alIUIIEHHBIX TEJICKOMMYHH-
KaI[HOHHBIX CUCTEMaX;

OCHOBHBIE TIPOTOKOJBI HMACHTHU(OUKAUMK |
ayTeHTH()UKAIMA B TEJICKOMMYHHUKAIIHOHHBIX|
crcTeMax;

COCTaB M BO3MOXKHOCTH THIIOBBIX KOH(pHTYpa-
Uil TIpOrpaMMHO-aNIapaTHEIX CPEICTB 3alli-
THI HH(pOPMAITUH;
0COOCHHOCTH  NPHMEHEHHWS  IIPOrPaMMHO-
ammmapaTHBIX CPENCTB obecredeHuss WHpopMa-
[IMOHHOW 0Ee30MacHOCTH B TEJIEKOMMYHHUKAIIH-
OHHBIX CHCTEMaX;

OCHOBHBIE CIIOCOOBI IPOTUBOJICHCTBHS

HECaHKIIMOHNPOBAHHOMY IOCTYIly K MH(pOpMa-

3aganHue Ha BBIIOTIHE-
HIE HHANBHIYaJIbHOTO
BapuaHTa J1abopaTop-
HOW pabOTHI

LIUOHHBIM pecypcam nHpopManmoHHO-




TeIeKOMMYHHKAIIMOHHOW CHCTEMBI;

OCHOBHBIE ITOHATHUSI KPUITOTpadMH U THUIIOBHIC
KpurTorpaduueckue METOJIBI 3aIINTHI
nH(popManuy;

YMeHHUsI: BBIABISITH U OLIEHHBATH yIPO3bI 0€3-
OIIaCHOCTH MH(OpMAaIMH U BO3MOKHBIE TEXHU-
ECKHE KaHAJIBI €€ YTEUKH HAa KOHKPETHBIX 00b-
eKTax;

OIIPEAEITATH PallOHAIBHBIC METO/IBI M CPEACTBA)
3aIUTEl Ha 00BEKTaX M OLCHUBATh HX 3(PQeK-
THBHOCTB;

[IPOM3BOUTH YCTAHOBKY M HACTPOMKY THIIOBBIX
[POrpaMMHO-aNIAPaTHBIX  CPEJCTB  3aIUTHI
nH(popManuy;

[10JIb30BATbCS TEPMHUHOJIOTHEH COBPEMEHHOMN
KpHITorpaduy, UCIoab30BaTh THUIIOBBIE KPHII-
Torpadudeckne cpeacTBa 3amUThl HH(OpMa-
LM,

TIK 2.1 [Ipon3BOANTE yCTaHOBKY, YMmenus. 3ajaHue Ha BBIIOJHE-
HACTPOIKY, UCIIBITAHNs U [BBUIBISITE U OLCHHBATE YIPO3I OE30MaCHOCTHHNE HHIMBHYalIbHOTO
KOH(HUTYPHPOBAHKE TPO- nHpopMmanuu B UTKC; BapHaHTa nmabopaTop-
FPAMMHBIX H porpaMy- [MACTPAHBATL 1 NPHMEHATE CPEACTEA SAllMTHIHOM paboTsl

nHpOpMaNMK B OIEPAaLMOHHBIX CHCTEMaX, B
HO-aIlmnapaTHbIX, B TOM . ’
TOM YHCJIE CPE/ICTBA aHTUBUPYCHOI 3aIlIUTBHI;
qrcie Kpunrorpagpuye- N
[POBOAWTH YCTAHOBKY M HACTPOHMKY IpoO-
CKUX CPEACTB 3AMMUTBL ooy ivHEIX 1 IPOrPAMMHO-AMIAPATHBIX (B TOM
MH(OPMALINI OT HECAHK- |ypciie kpuITOrpaduuecknx) CpeicTB 3alllAThI
MMOHHUPOBAHHOTI'O JOCTY- I/IH(bOpMaLII/II/I;
[1a ¥ CIELUAJIBHBIX BO3- [MPOBOAWUTH KOH(PHUTYpHPOBAaHWE MPOTPAMMHBIX|
neiicTBUil B 000py/I0Ba- M TPOTPaMMHO-aNNapaTtHeIX (B TOM 9HCIIE
Hue MHOOPMALMOHHO —  [KPHITOrpaQUYecKux) CPEeACTB 3alIUTHl  HH-
TEICKOMMYHHUKAIIMOHHBIX (hopmartu;
CHCTEM U ceTei SHAHHS:
CII0CO0O0B 3alUThl HH(pOpPMALIMK OT HECaHKIIHU-
oHHpoBaHHOTO foctyna (nanee — HC/I) u crme-
[IMAJbHBIX BO3JCHCTBUU Ha HEE,
THIIOBBIX  MPOTPAMMHBIX W HPOTPAMMHO-
arnapaTHBIX CPEJCTB 3allIUThl UH()OPMALMH B
NTKC,
KpHUIITOrpaUIecKux CpejacTB 3aIIUTHI HHPOP-
Malnyy KOH(QUICHIIMATBHOTO XapakTepa, KOTO-
bie npumensitorcst B UTKC;

T1IK 22 HO,I[,Z[er(I/IBaTB 6ecr[epe- YMeHus: 3ajaHue Ha BBIIOJIHE-
OoliHyI0 paboTy mpo- BBHISBIISITE M OLIEHMBATH YTPO3bl 0OE30IIaCHOCTH[HHIE MHIWBUAYaAIBHOTO

mHpopMmanuu B UTKC; BapHaHTa 1abopaTop-

TpaMMHBIX U [IPOTPaMM-
HO-aNIapaTHbIX, B TOM
YHCIe U KpunTorpadude-
CKUX CPE/ICTB 3aIlUThI
nH(pOopMaIuu B HHOpP-
MaIMOHHO — TEIEKOMMY-
HUKAIIHOHHBIX CUCTEMaX
1 ceTsix

MPOBOJUTE KOHTPOJIb MOKa3aTeNell u mporecca
(O YHKIIMOHUPOBAHUS IPOTPAMMHBIX M IIPO-
rpaMMHO-AMMmapaTHBIX (B TOM YHCIE KPHUIITO-
rpaduueckrx) CpeCTB 3aluIUThl THPOPMAIIH;
MPOBOJUTH BOCCTAHOBJICHHE INpOLiEcCca U Mapa-
MeTpOB (YHKITMOHUPOBAHUS TPOTPAMMHBIX W
[MPOrpaMMHO-aNMapaTHbIX (B TOM YHUCIIE KPHII-
TorpaU4ecKux) CPEeICTB 3alIuThl HH(OpMA-
L

[IPOBOJIUTh TEXHUYECKOE OOCITYy)XKHBAaHUE U pe-
MOHT HpOrpaMMHO-aINapaTHbIX (B TOM 4YHCIE
KpUNTOTpaQUUIECKUX) CPEICTB 3allUThl HWH-

HOI paboTHI

(dhopmanuu;




3HaHus:

BO3MOXHBIX YIpo3 0€30MacHOCTH HMH()OPMAIHH
B UTKC;

crioco6oB 3amutel mH(popmarmu ot HCJ u
cIIeIHaIbLHBIX BO3JACHCTBHI Ha Hee,

MOpsiIKa TECTUPOBAHUS (DYHKIUH MpOrpaMM-
HBIX U IIPOrPaMMHO-ANINAPATHEIX (B TOM YHCIIE
KpUIITOrpaUuecKux) CpencTB 3allUThl HH-
(bopmaruy;

OpraHM3alMd W COJepKaHHS TEXHUYECKOTO
00OCITy’)KMBaHHMsT W pPEMOHTa IPOrPaMMHO-|
anmapaTHeIX (B TOM 4YHCle Kpurnrtorpaduye-
CKHX) CPE/ICTB 3aIUTHl HHPOPMAIINH;

MOpsIIKa W MPABUJI BEICHNS 3KCILTyaTallHOHHOMH
TOKyMEHTAaI[MM Ha MPOTpaMMHBIC M IPOTPaMM-
HO-ammaparHele (B TOM YHCIe Kpunrorpadmde-
CKHE) CpeICTBA 3aIIUTH HHPOPMAIUH;
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[K 2.3

OCyIIEeCTBIATE 3AIIUTY
MHGOpPMAIIUU OT HECAHK-
[IUOHUPOBAHHBIX JEH-
CTBUH U CIIEIAATILHBIX
BO3/ICHCTBUN B MH(OP-
MaIMOHHO — TEJICKOMMY-
HUKAIMOHHBIX CUCTEMax
1 CEeTSIX C MCITOJIb30BaHU-
€M IPOTPaMMHBIX U TIPO-
rpaMMHO-aIapaTHbIX, B
TOM YHCIIe KPHUIITOTpa-
(bUUECKUX CPENCTB B CO-
OTBETCTBUU C TPEIHSIB-
TEHHBIMU TPEOOBAHUSAMHU

YMenus:

BBIABIITE M OLIEHMBATh YTPO3bl OE30IIaCHOCTH
nHpopMmanuu B UTKC;

HacTpauBaTh M NPUMEHSTH CPEACTBA 3allIUTHI
nHpOpMaNMK B OIEPALMOHHBIX CHCTEMaX, B
TOM YHCJIE CPE/ICTBA aHTUBUPYCHOI 3aIlIUTBHI;
[IPOBOANTH KOH(QHUI'YPUPOBAHUE MPOrPaMMHBIX
U TpOrpaMMHO-ANIapaTHBIX (B TOM YHCIIE
KpHUIITOrpaUIecKnx) CpEenCTB 3aIlUThl HH-
(bopmarmn;

3amaHue Ha BBITOJIHE-
HUE WHIUBHIYAIbHOTO
BapuaHTa 1aboparop-
HOU pabOTHI

SHaHMA:

BO3MOJKHBIX yTpo3 0e3omacHOCTH MH(OopMaIim
B UTKC;

crioco6oB 3amuTsl nHpopMmanun HCJI u cme-
ITHAJIBHBIX BO3JICHCTBHM Ha HEe;

TUTIOBBIX  TNPOTPAMMHBIX W IPOTPaAMMHO-
AImapaTHBIX CPEJCTB 3alUTHl MHPOPMAIUU B
NTKC,

KpHUIITOrpaQu4ecKux CpeiacTB 3aIIUThl HHPOP-
Maluy KOH(QUACHIIUAIHHOTO XapaKTepa, KOTO-
peie npumenstorcs B UTKC;

[TOpsIKa ¥ IIPABHJI BEICHUS SKCILTYyaTallHOHHOM
TOKYMEHTAIlMM Ha TMPOTPaMMHBIC U IPOTPaMM-
HO-aImaparHele (B TOM YHCIe KpUnTorpadmde-

CKHE) CpeICTBa 3aIIUTH HHPOPMAITUH.




®dopMoii TPOMEKYTOYHOMN aTTECTALIMK 110 YUeOHON AUCIUIUINHE SBISETCS

OK3aMCH

yKazamo popmy ammecmayuu, npedycMOmpentylo y4eOHbiM niaHom

2. ®opMbl KOHTPOJISI ¥ OLIEHUBAHUS 3JIEMEHTOB Y4€OHON JUCIUTIIIMHBI

B pe3yabTaTe TeKymeﬁ aTTCCTaluu 110 yqe6H0171 JUCHUINIMHE OCYIICCTBIIACTCA KOMIIJICKCHAs

MPOBEpKa CIEAYIONINX YMEHUH U 3HaHWH, a TaKXKe TUHAMHKa popMHUpoBaHHS 00IIHX U mpodeccro-

HAJIbHBIX KOMIICTCHITHH.

Tabmuna 2

Pa3zgen / rema
JUCIHHUILINHDI

IIposepsiembie Y, 3, OK, IIK

®opma TeKylIero
KOHTPOJISA M OLlCHUBA-
HHSA

Paznmen 1. 3amura
nH(pOpMAITUN B UH-
(hopMaImoHHO-
TeIeKOMMYHHKAIIH-
OHHBIX CHCTEMax U
CEeTSX C UCIONB30Ba-
HHEM [TPOTPAMMHBIX
1 TIPOrPaMMHO-
QrmapaTHbIX CPECTB
3aIUTHI

I1K 2.1-2.3
OK1-4, OK 09,10

CamocrosTenbHas  pa-
oora

Tema 1.1. OGecnieue-
HH1Ee 0€30I1aCHOCTH
OTIEPAIMOHHBIX CH-
cTeEM

I1K 2.1-2.3
OK1-4, OK 09,10

[[pakTHdeckoe 3aHATHE
NeNe 1-7

Tema 1.2. Texuono-
UK pa3rpaHUYuCHHUS
nocTyna

I1K 2.1-2.3
OK1-4, OK 09,10

[TpakTH4eckoe 3aHATHE
NoNe 8-13

Tema 1.3. O6ecmieue-
HUEe HHPOPMAITUOH-
HOI 0€30I1aCHOCTH
ceTeri. OCHOBBI TEX-
HOJIOTUY BUPTYaJlb-
HBIX 3aIHIIEHHBIX
cereit VPN

I1K 2.1-2.3
OK1-4, OK 09,10

[IpakTHdeckoe 3aHsTHE
NoNe 14-32

Tewma 1.4. TexHomno-
U1 OOHAPYKEHUS
BTOPKEHUH

I1K 2.1-2.3
OK1-4, OK 09,10

[IpakTHYecKoe 3aHATHE
NeNe 33-34




Tema 1.5. Metonas!
YIIpaBJICHHS Cpel-
CTBAMH 3aIIUTHI

IIK 2.1-2.3
OK1-4, OK 09,10

CamocrosiTenpHast ~ pa-
oota

Paznen 2.
Kpunrorpadudaeckast
3amuTa nHGOopMauu

I1K 2.1-2.3
OK1-4, OK 09,10

CamocrosTenbHas  pa-
oora

Tema 2.1. OcHOBBI
KpUNTOrpadhuIecKux
METOJI0B 3aIIUTH]
MHpOpPMAaITUH

I1K 2.1-2.3
OK1-4, OK 09,10

[IpakTHYeCKOE 3aHATHE
NoNe 1-8

Tema 2.2. CoBpemeH-
HbIC CTaHIAPTHI
mdpoBaHyst

I1K 2.1-2.3
OK1-4, OK 09,10

[IpakTHYeCKOE 3aHATHE
NoNe 9-10

Tema 2.3. Kpunro-
rpaduuecKue METO.IbI
oOecreyeHusI 0e3-
OIIACHOCTH

CETEBBIX TEXHOJIOTHI

I1K 2.1-2.3
OK1-4, OK 09,10

[IpakTHueckoe 3aHATHE
NeNe 11-22




3. OueHKa OCBOCHHSI YICOHOU TUCITATIITUHBI

3.1 Tematuka KypcoBbIX paboOT

1. IlpoOmembr oOecrmeueHus Oe3omacHOCTH omepanuoHHbix cucteM Windows XP.
Windows 7. Windows8. Linux. QNX.

2.TexHONOTUHN ayTeHTU(PHUKAIIH.

3.AyteHTudukarys, aBTopu3alys 1 aIMUHICTPUPOBAHUE ICUCTBUN MOJIB30BATEIS.
4.ITaponu. PIN-kob1. MeToapl HaIe:KHOTO COCTABIIEHUS MTAPOJIEH.

5. Tokenbl. CMapT-KapThl. BUpTyanbHbIE KITIOYH.

6.IIporpaMMHO-anmapaTHbIE MOJIYJIH JOBEPEHHOU 3arpy3KH.

7.A1IM /I3 KpuntoH —3aMOK CUCTEMHBIN aIMUHUCTPATOP.

8.M3yuenne HacTpoek cucteMHoro agMuauctparopa AIIM/I3.

9.Cextop HXKM/I. O6nacts namsaru. daiis, marnka, Karajor.

10.Pa3rpannuenue A0cTyna K 00beKTaM ONEepalluOHHON CUCTEMBI.

11. Mogens yrpo3 HCJI Ha npeanpusituu

12. IIposenenue knaccudukamu AC u CBT no tpedoanusim ®CTIK na npeanpusi-
TUU

13. TlpoBenenue knaccudukanuu 110 no tpedoBanusm @CTIK Ha npennpustun

14. TIposenenue knaccupuxkanuu MO no TpedoBanusm @CTIK Ha npennpustun

15. Tloctpoenne moaenu Hapymurens o tpedoBanusM @CTIK Ha npeanpustiu

16. Iloctpoenne moaenu Hapymurens o tpedosanusM OCh Ha npennpusTun

17. Mogens yrpo3 6e3onacHocty C nepcoHalIbHBIX TaHHBIX HA MPEIIPUATHU

18. KomruiekcHas MO/ieJb 3aliUThl THGOPMALIMK HA MPEAIPHUSITHH.

19. Ouenka 5G()EKTUBHOCTH CYIIECTBYIOIIMX MPOrPAMMHBIX W IMPOTPAMMHO-
anmapaTHBIX CPEJICTB 3allUThl MHPOPMALIUU C MPUMEHEHHEM CHEIUATU3UPOBAHHBIX
MHCTPYMEHTOB U METOOB (MHAMBHIyaJIbHOE 3a/1aHNE)

20. O0630p U aHaNM3 COBPEMEHHBIX MPOTPAMMHO-AIIAPATHBIX CPEACTB 3aIIUTHI UH-
dbopmanu (MHIUBUTyAIbHOE 3a/IaHUE)

21. BeiOOp ONTUMAIBLHOTO CPENICTBA 3aIIUTHI HHGOPMAIIMKM UCXOISI U3 METOJUYECKUX
pekomenaanuii @CTOK u uMeronmxcsi UCXOAHBIX JAaHHBIX (MHIAUBUIAYAIBHOE 3aja-
HUE)

22. IlpuMeHeHue MpOrpaMMHO-AMIAPATHBIX CPEJACTB 3aIUTHl WH(OpPMAIUKA OT pas-
JUYHBIX TUIOB YIPO3 Ha MPEANPUATHH (MHAUBUIYAIbHOE 33/JaHUE)

23. IIpo6iema 3ammTel HHGOPMAITUU B 00JaYHBIX XpaHuHIIax JaHaex ¥ [0 lax

24. 3amuTa cpesl BUPTyaIn3aliy.



4. KoHTpOIbHO-0IIECHOYHBIE MaTEPUAIIBI 111 IPOMEXKYTOYHON aTTECTALUU IO Y4eOHOU
JUCLUIUINHE

O11eHKa OCBOEHMS TUCIUINIMHEI [IPEAYCMATPUBAET MIPOBEIECHNE DK3aMEHA

yKazamo popmy ammecmayuu, npeoyCMOmpennylo yueoHblM niaHom

4.1.  Bompocs! (3a1aHus) K 9K3aMEHY 110 AUCLUIIIIMHE:

1. IIpoGnembl oOecrnieueHHsi 0€30MAaCHOCTH OINEpalMOHHBIX cucTeM. [loaHOCTBIO

KOHTPOJUPYEMbIE CUCTeMBI. YacTHuHO-KOHTpoiupyembie cuctembl. Windows

XP. Windows 7. Windows8. Linux. QNX u npyrue onepanuoHHbIE CHCTEMBI.

TexHonOTMYM ayTEeHTH(PUKAIINH.

AyteHntudukanys, aBTopu3alnus U aIMAHUCTPUPOBAHHUE ACHCTBHI MOJIb30BaTe-

as

Mertoapl ayTeHTH(UKAITHH

[Taponu. PIN-koasl. MeTo 1l Ha/Ie)KHOTO COCTAaBJICHUS TapOJIeH.

Crporas ayreHTudUKaIUSA

OpnnoctoponHsis ayreHTUuKanus. JIByXCTOpOHHSS ayTeHTU )UK

AnnapaTHO-IPOTPaMMHBIE CPEJICTBA UJICHTU(DUKAIIUY U ayTeHTU(PUKALIUH.

. Tokensl. CMapT-KapThl. BUpTyanbHbIE KIIIOUH.

10 [IporpammHoO-anmapaTHbIE MOAYJIU JOBEPEHHOM 3arpy3KHu.

11.3amaun AIIM/13. Bo3amoxunoctu AIIM/I3. Buasr ATIIM/I3.

12. ATIM /I3 KpunToH —3aMOK CUCTEMHBIA aIMIHHUCTPATOP.

13.M3ydenne HaCTpOEK cUCTeMHOTO aamMunucTparopa AIIM/I3.

14. ATIM/13 KpunTon —3amMok, HacTpoiiku nosb3oBatens AIIM/L3.

15.0rpanuueHust aeiictBui moisib3oBatensa. Mnentudukanus. KypHan peructpa-
IIUHA COOBITHI.

16.Hactpoiiku nienoctocTtu cpeast AIIM/I3

17.Cextop HXKMJI. O6nacte mamsitu. Paiis, marnka, KaTajor.

18.ApxuTekTypa TMOJACHCTEMBI 3alllUThl OmNeparnoHHoi cuctembl  Windows
Server2016.

19.0co6ennoctu OC Windows Server2016. Bo3MOXHOCTH aMHHHCTPATOPA.

20.Pazrpannuenue gocryna K 00beKTam OneparuoOHHON CUCTEMBI.

21. Mopaenu noctyma. Jluckpermonnas Mojens. ManaatHas mojaenb. Pomu.

22 .JlokanpHast TOTUTHKA 0€30M1aCHOCTH.

23.Hactpoiika JTOKaaIpHON MOJUTUKH O€30MaCHOCTH. AJIMUHUCTPUPOBAHUE CHCTE-
MBI.

24 .VI3onupoBaHHas MPOTrpaMMHasi Cpesa.

25.Crioco0sI opranu3anui. MeTo bl TPUMEHEHHUS.

26.ActiveDirectory.

(SIN

©o~NO oA
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5. Kputepuu u mkansl Jjisi HHTETPUPOBAHHOMN OLIEHKH YPOBHS
c(OPMHUPOBAHHOCTU KOMITETEHLIUI

I/IHIII/lKaTOPI)I KOM-
MNETCHIINN

HEY/T1OBJICTBOPUTECIBHO

YAOBJIETBOPUTEJIBLHO

xXopomIo

OTJIHYIHO

Tlos1HOTA 3HAHMH

'YPOBEHD 3HAHUN HUXKE
MHHUMAaJIBHBIX TpeOOBa-
Huii. JlabopaTopHsle pa-
OOTHI BEITIOJIHEHBI HE B
[IOJTHOM 00BEME

MuyHUMaIBbHO AOIYCTUMBII
ypoBeHb 3HaHMHA. Jlabopa-
TOpHBIE paOOTHI BHITIOTHEHBI
B ITOJIHOM O00BbeME

'YpoBeHb 3HaHUIT B 00BEME,
COOTBETCTBYIOILEM IIPO-
rpamMMe MoAroTOBKH. JIabo-
paTopHbIe PAaOOTHI BHIIIOIHE-
HBI B IIOJTHOM 00BeMe

Y poBeHb 3HaHMIA B 00B-
eMe, COOTBETCTBYIOIIEM
[porpaMme IMoJIroTOB-
K11, TabopaTOpHEIE pa-
OOTHI BBIITOJIHEHEI B
[IOJTHOM 00BeMe

Hanuumne ymeHuit

IIpu pemenuu crangapT-
HBIX 3a/1a9 HE IIPOJICMOH-
CTPHPOBAHBI OCHOBHBIE
yMmeHus. Mimenu mecto
rpyOble OIIHOKH.

[IpoeMOHCTpUPOBaHBI OC-
HOBHBIC yMEHHA. Perensl
TUITOBBIE 3a1a4H. VIHANBUIY-
QIIbHBIC 331a49H PEIICHBI 110
TUIIOBOMY IIA0OJIOHY.

[IponeMOHCTpUpPOBaHBI BCE
OCHOBHBIC YMEHHSI. PereHs!
TUIIOBBIC 3a7a4n. BrImomnne-
HbI MHAWBUIyaIbHBIC 3a/1a-
HISL, B TIOJTHOM 00beMe, HO
HEKOTOpBIE C HEZ0YEeTaMH.

[IpoiIeMOHCTPUPOBAHEI
BCC OCHOBHBIC YMEHUS,
[pEIIICHBI BCE OCHOBHBIE
337129, BBITOJHEHBI BCE
MHIMBHyaJIbHBIC 3a]a-
HUS B [IOJTHOM 00BbeMe.

XapakrepucTuka
copMupoBaHHOCTH
KOMITeTeHI[UH

KomnereHnus B NOIHOM
Mepe He c(hopMHpOBaHa.
meromuxcst 3HaHUM,
YMEHHUI1, HABBIKOB HEZIO-
CTaTOYHO JIJIsl pELICHUS
MpakTHIecKuX (Tmpodec-
CHOHAJIBHBIX) 3a/1a4.
TpebyeTcs moBTOpHOE
oOyucHme

ChopMHPOBaHHOCTH KOMIIE-
TEHLIUH COOTBETCTBYET MH-
HIMaJIbHBIM TPEOOBaHUSIM.
lmeronuxcs 3HaHUM, yme-
HI1, HABBIKOB B II€JI0M JI0-
CTaTOYHO JIJISl pELICHUS
MpakTHIecKuX (mpodeccro-
HaIBHBIX) 33734, HO TpeOy-
eTCs IOTIOJTHUTENbHAS TIPAK-
THKA 10 OOJIBIIMHCTBY MPAK-
TUYECKHX 3a7ad.

CchopMHPOBaHHOCTH KOMITE-
TEHILIMH B 11€JI0M COOTBET-
CTBYyeT TPeOOBaHMSM, HO
ecTh HeoueTsl. meronuxcs
3HAHWUIN, YMEHUI, HABBIKOB U
MOTHBAIMH B LIEJIOM J0CTa-
TOYHO ISl PELLICHUS TPAKTH-
MECKHX (PO eCCHOHATD-
HBIX) 33724, HO TpeOyeTcs
ITOTIOTHUTENbHAST IPAKTHKA
110 HEKOTOPBIM ITPOQeCcCcHo-
HaJIbHBIM 33/1a4aM.

CdopMupoBaHHOCTH
KOMIIETEHI[UHU TTOJIHO-
CThIO COOTBETCTBYET
TpeOOBaHUSIM.
Meromuxcs 3HaHU,
YMEHM, HABBIKOB U
MOTHBALIMH B ITOJHOM
Mepe JOCTaTOYHO JIJIs
[PEIICHIS CII0KHBIX
MPaKTHIeCKUX (Tpo-
(heccHOHATBHBIX) 3a/1a4.

Yposensb chopmu-
POBAHHOCTH KOMIIe-
TeHI I

Huzknii

Hwuxe cpegnero

Cpennnii

Bricokuit
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