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1. OBINAA XAPAKTEPUCTHKA IIPOOECCHOHA/IBHOI' O MOAYJIA
«IIM.03. OFECITEYEHHE HH®OPMAILIHOHHOH FE30ITACHOCTH

TEJJEKOMMYHHKAIIHOHHBIX CETEH H CHCTEM CBA3H»

1.1. Henv u nnanupyemsie pe3ynomamasl 0C80EHUA RPOPECCUOHATILHO20 MOOYIA
B pesynbrare um3ydenwms mpoEecCHOHATBHOTO MOJIYJSA CTYISHT IOJDKEH OCBOUTH

OCHOBHOW BHI jesTenbHOCTH «ObOecnieueHne HWHPOPMAMOHHON 0€30MmacHOCTH

UH(POKOMMYHUKAIIMOHHBIX CETEH M CUCTEM CBSI3U» U COOTBETCTBYIOIUE €My OOIIHe

KOMIICTCHIIMU 1 HpOCpCCCI/IOHaJ'IBHBIe KOMIICTCHIINH

1.1.1. [lepeueHb 0OIUX KOMITETCHIIUI

Kon HaumMmenoBanmne 001X KoOMIeTeHIAM

OK 01 | Boibupate crocoObl perieHus 3afad Npo(ecCUOHAIbHON IEsTENbHOCTH,
IPUMEHUTENIBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 02 | OcymiecTBiaTh TMOWCK, aHalW3 W HUHTEPOpeTalnui0 HHPOPMAIINH,
HEOOXOAMMOM Il BRIIOJHEHUS 3a4a4 Npo(eCCUOHATIBbHON AESITEIbHOCTH.

OK 03 |IInanupoBaTh M peaqU30BBIBATH COOCTBEHHOE MPO(PECCUOHAIBHOE U
JUYHOCTHOE PA3BUTHE.

OK 04 | PabGorarh B KOJUIEKTHBE M KOMaHJE, 3PPEKTUBHO B3aUMOECHCTBOBATH C
KOJUIEraMHU, PYKOBOJICTBOM, KJIMEHTaMHU.

OK 05 | OcymecTBaiTh  YCTHYIO W  IHCBMEHHYH  KOMMYHHMKAalMK  Ha
rOCyJapCTBEHHOM SI3bIKE C YYETOM OCOOEHHOCTEH COLMAIBHOIO U
KYJIbTYPHOTO KOHTEKCTA.

OK 06 | IIposiBnsATh Tpa)KOaHCKO-MATPUOTHUECKYIO MO3HUILMIO, JIEMOHCTPHUPOBATH
OCO3HAHHOE MOBEJIEHUE HA OCHOBE 00II€YEI0BEUYECKUX IEHHOCTEN.

OK 07 | ConeiicTBOBaTh COXPAHEHUIO OKPYKAIOLIEH Cpelbl, pECypcoCOepexeHuIo,
3¢ (PEeKTUBHO AEMCTBOBATh B UYPE3BbIUYAMHBIX CUTYAIUSX.

OK 08 | Ucnonb3oBaTh cpenctBa (PU3MYECKON KyJIbTypbl JII COXPAaHEHUS U
YKpEIUIeHUs! 310pOBbsl B Ipoliecce NMpo(ecCHOHAIbHON AESTENbHOCTU U
noJJiepkaHnue He0OX0IMMOTO YPOBHS (PU3NYECKON NOJITOTOBJIEHHOCTH.

OK 09 | Ucnonb3oBaTh HMHQPOPMAIMOHHBIE TEXHOJOTUA B MNPOGECCHOHATBHON
JESTETBHOCTH.

OK 10 | [Tonp3oBaTbes mpodeccHOHaNbHON JOKYMEHTAIMEe Ha TOCYJapCTBEHHOM

N MHOCTPAHHOM A3BIKC.

1.1.2. Tlepedens npodeccnoHaTbHBIX KOMIETESHITUN

Kon HaumeHoBaHMe BHIAOB JeSITEJLHOCTH U NPodecCHOHATbHBIX
KOMITeTeH Uil

B/ 1 OGecrieuenue uH(pOpMaIIMOHHOM 0e30MacHOCTH
MH()DOKOMMYHUKAITMOHHBIX CETEH M CUCTEM CBSI3H

IIK 3.1. | BeisBiaTh yrpo3sl M YSI3BUMOCTH B CETEBOM HWHPpaCTpyKType C




HCITIOJIb30BAHHUECM CHCTCMBI aHAJIN3a 3allIlUIIICHHOCTH.

[IK 3.2. | Pa3zpabaThiBaTh KOMILJIEKC METOJOB U CPEJACTB 3alUThl HHOOPMALIUK B
MH()OKOMMYHHUKAITMOHHBIX CETSAX M CUCTEMaX CBS3H.

[IK 3.3. | OcymiecTBisITh  TEKylllee  aJIMUHUCTPUPOBAHHUE  JJII  3allMThHI
MH(POKOMMYHHUKAITMOHHBIX CETeH W CHUCTEM CBSI3U C HCIOJIb30BAaHHEM
CIICIMATU3UPOBAHHOTO MPOTPAMMHOI0 0OECIIeUeHUsI 1 000PYIOBAHMS.

1.1.3. B pe3ynbTaTe ocBoeHUs poheCcCHOHAIBHOTO MOYJISL CTYICHT JTOJIKEH:

Nmetn
MPAKTUYECKUN
OTIBIT:

- BBISIBJICHHUSI yTPO3 W YSI3BUMOCTEH B CeTEBOW WMHMPACTPYKType C
MCITOJIb30BAaHUEM CHUCTEMBI aHAJIM3a 3AIIUILEHHOCTH;

- pa3pabOTKU KOMILJIEKCA METOZOB U CPEACTB 3allUThl HH(OPMAIIUU
B UH()OKOMMYHUKAIIMOHHBIX CETAX U CUCTEMAaX CBA3H;

- OCYUIECTBJIEHHUS TEKYLIEro aJMHHUCTPUPOBAHUS [UJIS 3allUThI
MH()OKOMMYHUKAIIMOHHBIX CETEH U CUCTEM CBSI3U C UCIIOJIb30BAHUEM
CHEUATN3UPOBAHHOTO IIPOTrPaMMHOTO obecnieuyeHus "
000py10BaHUS.

YMeTh:

KJaccu(uIpoBaTh yrpo3bl WHOOPMAIMOHHONW O€30MacHOCTH B
MH()OKOMMYHUKAIIMOHHBIX CUCTEMAaX U CETAX CBSI3H;

MIPOBOJIUTH aHAIIU3 YTPO3 U YA3BUMOCTEH ceTeBoii 6e3omacHocTu [P-
ceTeil, 0eClIpOBOJIHBIX CETEW, KOPIOPATUBHBIX CETEN;

ONpEeNeNaTh  BO3MOXKHBIE  CETEBbIE  aTakKM M CIIOCOOBI
HECAHKIIMOHUPOBAHHOTO JOCTyNa B KOHBEPICHTHBIX CHCTEMax
CBSI3U;

OCYIIECTBJISITh MEPOIPHUATHUS TIO TPOBEJACHUIO ATTECTAIIMOHHBIX
paboT U BBISIBIICHUIO KAHAJIOB YTECUKHU;

BBISIBJISITh HEJJOCTATKU CUCTEM 3aIlUTHI B CUCTEMaX U CETSIX CBS3H C
MCIIOJIb30BaHUEM CHEIIUATU3UPOBAHHBIX TPOTPAMMHBIX MPOAYKTHI
BBITIOJIHATh TECTUPOBAHUE CUCTEM C LEJIBIO OINPEIEICHUS YPOBHS
3aIMIIEHHOCTH;

ONPEACsATh ONTHMAaJIbHbIC CIIOCOOBI obecrnieueHuUs
nH(OPMAITMOHHON O€30MTaCHOCTH;

MPOBOJUTH  BBIOOp  CPEICTB  3allUThl B  COOTBETCTBUU C
BBISIBJICHHBIMU yTPO3aMH B HH(POKOMMYHUKAIITMOHHBIX CETSIX;
NPOBOAUTh  MEPONPUSATHS MO  3ammTe  uHQOpMauM  Ha
NPEANPUATUIX CBS3H, 00ECIIEUUBATH UX OPraHU3AIUIO, ONPEIEIsaTh
CriocoObl ¥ METOIbI peaiu3aluu;

pa3pabarpiBaTh TMOJUTUKY O€30MaCHOCTH CETEBBIX DJEMEHTOB U
JIOTUYECKHUX CETEH;

BBITIOJIHATh  pacuyeT W YCTAHOBKY  CHEHUUAIM3UPOBAHHOTO
o0opynoBaHusl sl OOECriedeHUs] MaKCUMaJIbHOW 3alUIIEHHOCTH
CETEBBIX AJIEMEHTOB U JIOTUYECKUX CETEH;

NpPOU3BOJIUTh  YCTAHOBKY M  HACTPOMKY  CpPEICTB  3alUTHI
OTIEPAIMOHHBIX CUCTEM, WH()DOKOMMYHUKAITMOHHBIX CUCTEM U CETeH
CBSI3U;




KOH(UTYypUpOBaAThH aBTOMAaTU3UPOBAHHBIE CUCTEMBI u
MH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIE CETH B COOTBETCTBUU C
MOJIMTUKON UH(POPMAITMOHHOM 0€30M1aCHOCTH;

3amuiaTh 0a3pl JAaHHBIX MPU TOMOIIM  CHEHUATU3UPOBAHHBIX
MPOTrPAMMHBIX MTPOTYKTOB;

3alMIIATh PECypchl MHPOKOMMYHHMKAIMOHHBIX CETEH M CHCTEM
CBsI3M KpUnTOrpadnd4eCKUMHA METOJaMHU.

3HAaTh:

NPUHITUIBL  TTOCTPOCHHUST  MHGOPMAIMOHHO-KOMMYHHUKAITMOHHBIX
ceTel;

MEXIyHApOAHbIE CTaHIAPThl MHPOPMAIIMOHHON 0€30MacHOCTH Jis
IIPOBOJHBIX U OECIIPOBOHBIX CETEM;

HOPMATUBHO - TIPaBOBbIE W 3aKOHOJATENbHBIE aKThl B 00JIacTU
nH(popMaIIMOHHOM 6€301aCHOCTH;

aKyCTHYECKHE U BUOPOAKYCTUYECKHE KaHAJIbl YTEUYKH UH(POPMAIIUH,
OCOOCHHOCTH WX BO3HMKHOBEHUS, OpTaHM3aIlMU, BBISIBICHUS, U
3aKpBITHS,

TEXHUYECKME KaHAJIbl YTEYKH HHPOpMALUU, peaIn3yeMbie B
OTHOILIEHUU OOBEKTOB MH(OPMATU3ALMU U TEXHUUECKHUX CPEJICTB
NPEANPUATUNA CBSI3U, CIOCOOBI UX OOHAPYKEHUS U 3aKPBITHS;
CIOCOOBI M METOJIbl OOHAPYKEHHsI CPENICTB ChéMa MH(POPMALMHU B
paauoKaHaie;

KJIacCU(UKAIIUIO YTPO3 CETEBOM 0€30MacHOCTH;

XapaKTEpHbIE OCOOEHHOCTH CETEBBIX aTaK;

BO3MOYHBIE CITOCOOBI HECAHKIIMOHMPOBAHHOI'O JIOCTYyINA K CUCTEMaM
CBSI3H;

paBuia  OPOBEIEHHS  BO3MOXHBIX  IIPOBEPOK  COINIACHO
HOpMaTUBHBIX JOKyMeHTOB ®CTIK;

ATanbl ONpeNeiaeHUs] KOH(OUISHIMAIBHOCTH JOKYMEHTOB OOBEKTa
3aIlUTHI;

Ha3HA4YECHUE, KJ1acCcu(pUKaIuio u MPUHLIUIBI paboTHhI
CHELMATTU3UPOBAHHOTO 000PY10BaHUS;

METOABl M CHOCOOBI  3allUThl  HMH(POPMALUU  OECIPOBOIHBIX
norunyeckux ceret ot HCJI nocpencrtsom nporokosnoB WEP, WPA u
WPA 2;

METO/Ibl U CPEACTBa 3alIUThl UHPOpPMALMU B TEIEKOMMYHUKALIUIX
OT BPEJIOHOCHBIX MPOTPaMM;

TEXHOJIOTHH MPUMEHEHHUS MMPOTPAMMHBIX MTPOTYKTOB;

BO3MOYHBIE CTIOCOOBI, MECTA YCTAHOBKH M HACTPONKH MPOTPAMMHBIX
IPOJYKTOB;

METOABl M CIOCOOBI 3amuThl WHGOPMAIMH, MepeaaBaeMoil 1o
KaOeIbHBIM HAMPABJISIONINM CHCTEMAaM;

KOH(HUTypanuu 3auinaeMblX CETeH;

QITOPUTMBI PAOOTHI TECTOBBIX MPOTPAMM;

CPEIICTBA 3AIUTHI PA3IUYHBIX OMNEPALMOHHBIX CUCTEM M CpPEIbl
nepeaadn nHhopmaIuu;




criocoObl U MeTo/bI MU(POBaHUS (KOAUPOBAHUE U JCKOIUPOBAHNE)
nHpopmaruu.

1.3. Kosin4yecTBO 4acoB, 0OTBOAMMOE HA OCBOEHHE NMPO(eCCHOHATILHOT0 MOAYJIs

Bcero wacos - 523
N3 vux Ha ocBoenne MJIK- 279,
Ha MpakTukKu - 144, B ToM uncie yueOHyto - 36 u mpou3BojicTBeHHYO - 108

caMocTosiTebpHas pabota — /6.




2. CTpyKTypa U coaepxkaHue NpodpeccuoOHATBHOT0 MOTYJIs
2.1. CTpykTypa npogeccHoHAIBLHOT0 MOIYJIsI

O6bem npodeccuoHaATBLHOTO MOJTYJIS, Yac.
« CyMlvi Obyuenue no MJIK Mpaxmuru
OBl HaumenoBanus apHbIN B mom uucne CamocTt
npodeccruonan paszesnon o0BeM Jla6opatop | Kypcos OSITCIIbH
BHBIX O0IMMX | TPO(ECCHOHATBLHOTO | HArpy Bcero HBIX U BIX ast
. IIpousBonacTee 1
KOMIIETEHIIM MOIYJIst 3KH, mpaKkTHuec | padoT YueGHas pabora
qac. KHX (mpoext e
3aHATUI OB)
[IK 3.1, 3.3 Pasznen 1.
OK 01-10 [Ipumenenue
MIPOTpPaMMHO-
amnmapaTHBIX CPE/ICTB
3AINATHI 177 151 66 - - 14
uHbopMaIuu B
MH(HOKOMMYHUKAIIMO
HHBIX CHCTEMax |
CETSIX CBSI3H -
[K 3.1-3.3 Pasznen 2. - -
OK 01-10 [Ipumenenue
KOMIIJIEKCHOM
CUCTEMBI 3AIMTHL g 198 64 62
uH(popmanuu B
UH(OKOMMYHUKAILIMO
HHBIX CHCTEMax |
CETSIX CBSI3H

! CamocrositenpHas paboTa B paMKax 0Opa3oBaTeIbHOI IPOrpaMMbl ILIAHMPYETCs 00pa3oBaTeNbHON opraHusalueil B cooTsercTBuu ¢ TpeboBanumamu OIOC CIIO B mpenenax
obbpemMa Mpo(hecCHOHATFHOTO MOJYJISl B KOJUYECTBE YaCOB, HEOOXOIMMOM ISl BBITIONHEHUS 3aJaHU CaMOCTOSITETbHOW pa0dOThl 00yYaIONIMXCs, TP EeyCMOTPEHHBIX TEMATHUYECKUM
TUTAHOM U COZIepKaHHeM IMPOQeCCHOHATEHOTO MOTYJIS.



IK 3.1-3.3 YueOHas  mpakTuka
OK 01-10 (no npoghunro
CcneyualbHoCmuL), 36 36 -
yacos
(KOHYEeHMPUPOBAHHO)
I1K 3.1-3.3 [IpousBoacTBEHHAs
OK 01-10 MpaKkTUKa (no
npogunio
CReyuatbHOCmuL), 108 108
yacos
(Konyenmpuposanna
51) Npakmuxa)
[IpomexyTounas
aTTecTalus 12
(7K3aMeH)
Bcero: 523 279 | 130 | - | 36 108 76
2.2. TemaTH4YeCKHUIl IUIAH U coJepxkaHue npodeccuoHanbHoro moayJas (IIM)
HaumeHoBaHue
pa3aesioB H TeM
O YT T Conep:xkanue y4eOHOr0 MaTepuasa, JJadopaTopHbie padoThl U MPAKTHYECKUE 3AHATHS, O6Lem
BHEayJIUTOPHAasA (CaMOCTOATeIbHAs) yueOHas padoTa 00y4yauuxcs, KypcoBasi padora
moayJs (ITM), 4acoB
(mpoekKT) (ecyiu mpeaycMOTpPEeHbI)
MEKINCHUTLTHHAPHBIX
kypcos (MJIK)
1 2 3
Pa3nen 1. 177
IIpyuMeHeHMe MPOrpPaMMHO-ANINAPATHBIX CPEACTB 3aIUMTHI HHPoPMaIMU B HHPOKOMMYHUKANIMOHHBIX CHCTEMAX H
CeTsIX CBSI3U
MJK 03.01 177

TexHosorMs NPUMEHEHUsS] NPOrPAMMHO-AINIMAPATHBIX CPEACTB 3alllUThl HMH(OpMANUMU B WH(OOKOMMYHUKAIIMOHHBIX

CHCTEMAX U CCTAX CBA3U




Tema 1.1.0cHOBBI
0e30IMacHOCTH
UH()OPMAITMOHHBIX
TEXHOJIOT U

Conep:xkanue

46

1. AxrtyanbHOCTh TpoOieMbl oOecriedeHus: 0e30MaCHOCTH MH(POPMAIMOHHBIX TEXHOJIOTHH.
Mecto ¥ posib MH(POPMALIMOHHBIX CHUCTEM B yIpaBieHUH OuzHec-mporeccamu. OCHOBHbIE
OpUYMHBI  O0OCTpeHHUs MpoOsieMbl  o0ecrieueHHs  Oe30macHOCTH  MHGPOPMAIMOHHBIX
TEXHOJIOTUH.

2. OcHoBHBIE TOHATUS B oOOsacTu 0€30MaCHOCTH HMHQPOPMAIIMOHHBIX TEXHOJIOTHH.
Nudopmarus n wHGOpManmonHbie oTHOIIEHUS. CyOBheKThl WH()OPMAITMOHHBIX OTHOIICHUH,
uX 0€30MacHOCTb.

3. Vrpo3el 0Oe3onmacHOCTH WH(MOPMAIIMOHHBIX TEXHOJOTHUW. YS3BUMOCTH OCHOBHBIX
CTPYKTYPHO-(DYHKITMOHAJIBHBIX 3JIEMEHTOB PACIPEICICHHBIX aBTOMATH3UPOBAHHBIX CHUCTEM.
Knaccudukanus yrpo3 6e30macHOCTH

4. Tlpunuunsl oOecriedeHust Oe30MaCHOCTH HH(GOPMALMOHHBIX TEXHOJNOTWA. Bunuel mep
IPOTUBOJIEHUCTBUS yrpo3am 0e30macHOCTU. JJOCTOMHCTBA U HEAOCTATKU PA3IUYHBIX BUJOB MEP
3amuThl. [IpUHIUOBI MOCTpOEHUs cUCTEMBbl oOecredeHuss Oe30macHOCTH HH(OpMaluu B
ABTOMATU3UPOBAHHOU CUCTEME.

5. IlpaBoBble OCHOBBI oOOecredeHHs O€30MACHOCTH WH(POPMAUMOHHBIX TEXHOJIOTHUH.
3anuniaeMas uHGoOpMaIus.

Ilepconanbubie nanHble. Kommepueckass TtaitHa. MHpopmaiuss B KIIOYEBBIX CHUCTEMax
MH()OpPMAIMOHHOW MH(PACTPYKTYPHI.

6. ['ocynapcTtBenHas cuctema 3amurta uHbopmarmu. OpraHuzanus 3auThl UHQOpMAIUU B
cucteMax M cpeacTBax uH(opMatuzamuu u  CBI3U. KOHTPOJIb COCTOSHUS —3allUTHI
uHbOpMaIuu.

7. OCHOBHBIC 3aIlIUTHBIC MEXaHHW3MBI, PEAIM3yeMbIe B paMKax Pa3JIMYHBIX MEpP U CPEICTB
3ammTel. Mnentudukanuss w ayTeHTH(HUKAIUS IoJb30BaTeel. Pasrpanwdyenue mocryna
3apEeTUCTPUPOBAHHBIX  IOJB30BATEICH K  pecypcaM  aBTOMATH3MPOBAHHON  CHCTEMBI.
Peructpanus u oneparBHOE OMOBEIIEHHUE O COOBITUSIX 0€30IMaCHOCTH.

17

TemMaTnka npakTHYECKNX 3aHATHI 1 JIa0OPATOPHBIX padoT

1. CkanupoBanue jgorudeckux auckos € nomonisto CI1O 3U (manpumep, PEBHU30P-1XP)

2. [Monyyenue cnucka moab3oBareneit C nomomnsio CI10 3U (vanpumep, PEBU30OP-1XP)

3. Co3nanue otuero Ha 06aze CI1O 31 (wanpumep, PEB30OP-1XP)

4. YcranoBka npaB goctyna € nomoinsio CI1O 3U (manmpumep, PEBU30P-1XP)

NINININ




5. CumuteiBanue npas goctyna C nomoiisio CI10 3U (manpumep, PEBU30OP-1XP)

6. CxanupoBanus gepena pecypcos ¢ nmomortipio CI10 31 (manpumep, PEBI30P-1XP)

7. Peructparus nonp3oBateneit C momorpio CI10 31 (manpumep, PEBII3OP-1XP)

CamocrosiTesibHasi padoTa

1. CamocTosTeNIbHOE H3yYE€HHE IIOCTAHOBICHWWA NPABUTEIBCTBA, 3aKOHOB U JAPYIHX
PYKOBOJSIIIIUX TOKYMEHTOB B 00JIACTH 3aIIUTHI HH()OPMALIHH.

2. M3ydeHwe BO3MOXKHOCTEM M TEXHUYECKHUX XapaKTEPHUCTHUK MPOrPaMMHO-aIapaTHBIX
CPEACTB 3alUThl UHPOPMAITUH.

BAIBRIDNDNIDN

Tema 1.2. OOecrieueHue
Oe301macHOCTH
HH(pOPMAITMOHHBIX
TEXHOJIOTHH

Conep:xanue

60

1. Tlonsarue TexHONOTHMU oOOecreueHus Oe3omacHocTn uHopManuu. BiusHue Ha
0€30ITaCHOCTh CO CTOPOHBI PYKOBOJICTBA OpraHu3anuid. HMHCTUTYT OTBETCTBEHHBIX 3a
obecneuenue 0e3omacuoctu UT.

2. O0s13aHHOCTH MOJIL30BAaTEIEH U OTBETCTBEHHEIX 3a oOecreueHue oe3zomnacHoctu UT. O0mme
npaBuia obecneueHus: O6ezonacHoct MT mpu pabore coTpyaHukoB. OTBETCTBEHHOCTH 3a
HapymeHus. [Topsimok paboThl ¢ HOCUTEISIMHU KITF0UEeBOH WH(DOPMAITHH.

3. JOKyMEHTBI, PErjJaMEHTUPYIOIIME IMpaBWja NapOJbHOM K AaHTUBUPYCHOM 3aIlUTHI.
NHCTpyKIIMST 110 OpraHu3anvy MapojJbHOW 3amuThl. WHCTpYyKIMS 10 OpraHu3anuu
AHTUBUPYCHOU 3aILHUTHI.

4. JIoKkyMeHTBI, perjiaMeTUPYIOIINe MOPSIOK JOMyCKa K paboTe U W3MEHEHHUsS MOJHOMOYMMA
nonp3oBaresie.  PermamenTtauust  gomycka  COTpyAHUKOB.  IlpaBuna  mMeHOBaHUSA
nosp3oBarenei. [Ipouenyp aBropusanuu COTpyAHUKOB.

5. Hopsanok u3MeHeHus: KOHPUTypaluu NpOrpaMMHO-aNIMapaTHeIX cpeacTB. ObecrieueHue u
KOHTPOJIb  ()M3MYECKOM WEJOCTHOCTH M HEU3MEHHOCTH KOH(Urypauuu arnrapaTHo-
MIPOrPaMMHBIX CPEJICTB ABTOMATHU3UPOBAHHOW CUCTEMBI. DKCTPEHHAs MOAU(UKAIIHS.

6. PermameHTtanuss TpOIECCOB pa3pabOTKH, BHEAPEHUS U  COMPOBOXKICHHS  3ajad.
BzanmopenictBue mnoapazAeIeHUMNM HaA BCEX ATalax BHEAPEHUS ABTOMATHU3WPOBAHHBIX
HOJCUCTEM.

7. Omnpenenenue TpeOOBaHWI K 3allUTe W KaTeropupoBaHuUe pecypcoB. OrmpeneneHue
rpajaniii BaXHOCTH W COOTBETCTBYIOIIMX YPOBHEW 0O€CIEeUeHus 3allUuThl PECYPCOB.
KareropupoBanue 3amuiaembix pecypcos. [IpoBenenue nHGOPMAIIMOHHBIX 00CIeIOBAaHUN U
JOKYMEHTUPOBAHHUE 3AIUIIAEMBIX PECYPCOB.

25




8. Ilmanel 3amUTBl M TUIaHBI OOECIEUEHHUsS HENpPEepPhIBHOM pabOThl U BOCCTAHOBJICHUS.
CocraBHble YacTU IUIAHOB 3allUThl M oOecredeHus HemnpepbsiBHOW paboTel. Cpenctsa
oOecrieueHns HeMpepbIBHOU paboThl. OOS3aHHOCTU U JACUCTBUS MEPCOHANA MO 00ECTICUCHHUIO
HEMPEePhIBHON paOOTHI.

9. OcHoBHBIE 3amaun moxapasaeneHuil obdecneuenus OezomacHoctd UT. OpranuzanuoHHas
CTpYKTypa mnojpaszzieneHuss Oe3onacHOCTH. OpraHu3aliOHHO-IIPABOBOM CTaTyC CIyXkOBbI
oOecrnieueHns 0€30MacHOCTH MH(OPMAIIHH.

10. Konnenimus 6e3omacHOCTH MHGOPMAIMOHHBIX TEXHOJOTUH mpeanpustus. Haznauenue u
CTaTyc JOKyMeHTa. Bonpockl, KOTOpble JOJKHBI ObITh OTpakeHsl B KoHuenimu.

TemaTuKa NpaKTH4ECKUX 3aHATHH U J1a00PAaTOPHBIX padoT 20
1. YcranoBka u cusitre C3U ¢ momonisio mporpammel C31 HCJI (manpumep, Ctpax NT) 2
2. Uccnenoanue nporpammuoii cpeapl ¢ nomoinsio C31 HCJ (manpumep, Ctpax NT) 2
3. HccriemoBanne BO3MOKHOCTEH ympaBiieHHsl ToJb3oBatelsiMu ¢ momompbio C3U HCJI | 2
(manpumep, Ctpax NT)

4. ViccmenoBaHue ydeTa TOJb30BaTeNed M KOHTpOJisA ycTpoicTB ¢ momompbio C3U HCJ | 2
(manpumep, Ctpax NT)

5. HUccnenoBanne uzbuparensHoro ympasienus ¢ nomoisio C3W HCJl (manpumep, Ctpax | 2
NT)

6. UccnenoBanne coptupoBku 1 norcka c nomotisio C31 HCJI (nanmpumep, Ctpak NT) 2
7. UccnenoBanne BO3MOXHOCTH PeNAaKTHUPOBaHUA Mojb3oBarened ¢ momompbio C3U HCI | 2
(manpumep, Ctpax NT)

8. MccnenoBanne nzmenenus: Hactpoek C3U ¢ momonrsio C3U HCJl (mampumep, Ctpaxk NT) | 2
9. MHMccnemoBanue MexXaHHM3Ma 3alllUThl ChEMHBIX HocutTenedr ¢ momomipio C31 HCJI | 2
(manpumep, Ctpax NT)

10. UccnenoBanre HaCTpOMKA MapKUPOBKH HOKyMeHTOB ¢ momotnbio C3U HCJI (mampumep, | 2
Crpax NT)

CamocrosiTesibHas padoTa 8
1. JlomomHuTenbHOE KOHCHEKTUPOBAHWE MaTepuaja IO TeMaM U3 pPEKOMEHIyemoi | 8

penojaBaTeseM JUTePaTyphl.

2. W3ydyeHue BO3MOXXHOCTEH U TEXHUYECKHUX XapPAKTEPUCTUK MPOrpaMMHO-aNNapaTHbIX
CPEJICTB 3alIUThl HH()OPMAIUH.




Tema 1.3. CpencrBa
3alMTel  WHQOpMaLUH
OT
HECaHKIIMOHUPOBAHHOTO
JOCTyTa

Conep:xkanue

48

1. Ha3snauenume u BO3MOXKHOCTH cpeAcTB 3amuThl uHbopmanuu ot HCJ. 3ammra ot
BMEIIATeIbCTBA B Ipoliecc (pyHKuuoHupoBanuss AC MOCTOpoHHUX JuIl. Perucrpanus
nericTBuil mosib3oBaresnei. ObecnedyeHue ayTeHTUGUKAIUK aOOHEHTOB.

2. Pexomenmamun mo BbIOOpY cpenctB 3ammthl uHGopmanuu ot HCJI. Pacmpenenenue
HoKaszaTesel 3alUIIEHHOCTH MO KjaccaM Jjsl aBTOMAaTHU3MPOBAaHHBIX cuUCTeM. TpeOoBaHMS
pykoBozsmmx nokymMmeHToB @CTOK K cpeacTBaM 3aliuThl HHPOPMAIIH.

3. Ha3naueHwme © BO3MOXKHOCTM ammapaTtHO-mporpaMmHoro kommuiekca C3U  wu
ayrentuukanuu (Hanpumep, DALLASLOCK)

4. Haznauenue, coctaB u Bo3MoxkHocTH C3U (mampumep, «bmokmnoct-2000» u «bmokxoct-
CEThY.)

5. Haznauenue u ocobennoctu npumenennss C3W HCJI (manpumep, «Ctpax NT»)

6. Haznauenue u cnernuduka npumeneHus: kommiekca 31 (nanpumep, «Co00Jib»)

7. YcrpoiictBa ayreHTH(uKanuu Ha 0aze cMmapr-kapT u USB-TokeHoB. Peammsarus cxem
ayreHTHuKanmuu. [IporpaMMHBIE CpenCcTBa, peaTu3yroNue HHHPACTPYKTYPY OTKPBITHIX
KJIFOUCH.

8. Hasnauenue u pyHKIIMOHAIBHBIE BO3MOKHOCTH €T0ken u PyrokeH. AIropuT™ reHepanun
OJTHOPA30BBIX mapojieii. dopMupoBaHHE IJICKTPOHHOM IM(poBoi moamucu. Beraucienue
kitoua cornacoBanus uddu-Xennmana.

9. OcobeHHOCTH pa3rpaHUYeHUs JOCTynma K pecypcam cuctembl. H30OupatenbHoe
pasrpanudenue goctyna. [lomHOMOYHOE pa3rpaHWyYeHuE NOCTyma. Peructpanus cOOBITHH,
MMEIOIINX OTHOLIEHUE K 0€30MaCHOCTH
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TemaTuka NpaKTUYECKUX 3aHATHH U J1a00PaTOPHBIX padoT

[EEN
oo

. BBon unopmanuu 8 CAIIP C3U (manpumep, «I'po3a-K»)

. Pacuet panuyca konTponanpyemoii 308b1 ¢ nomoipio CAITP C3U (manpumep, «I'po3za-K»»)

. UccnenoBanue 3amuiennoctu ¢ nomoupio CAIIP C3U (manpumep, «I'po3a-K»)

. @opmupoBanue u BbiBOJ npoekTa npotokosna B CAIIP C3U (manpumep, «I'po3za-K»)

. UccnenoBanue pexxuma tectupoBanus npu nomoiy CI1O 31 (manpumep, «Pepuzop-2XPy»)

. UccrnenoBanue comepskuMoro Tekymero aucka ¢ momompio CI1O 3U (manpumep, «Terriery)

1
2
3
4
5. UccnenoBanue miana tectuposanust npu nomomu CIIO 31 (Hanpumep, «PeBuzop-2XP»)
6
7
8

HccnepoBanne MexaHu3Ma JocTyna B cucteMy ¢ ucnosib3oBanuem CIIO 3 u VYII

NININININNININ




(mammpumep, «SecretNety)

9. HccnenoBanue MexaHu3ma pasrpaHuueHus noctyna ¢ ucnoib3oBanuem CIIO 3U u VII | 2
(mammpumep, «SecretNety)
CamocrosiTesibHas paboTa 2
1. CamocrosTenpHOE H3yUY€HHUE TIIOCTAHOBICHUM MPABUTEIbCTBA, 3aKOHOB U JPYTUX | 2
PYKOBOJSINUX JOKYMEHTOB B 00JIACTH 3aIUTH HHGOPMAIIHH.
Tema 1.4. OGecnieucHmne Coaep:xanue 24
0e30macHOCTH 1. IIpoGnembl obecrieueHuss OE30MACHOCTH B KOMIBIOTEPHBIX CHUCTeMax W ceTsx. Tumonas | 15
KOMITIBIOTEPHBIX CHCTEM | KOPIIOPATUBHAS CETh. Y I3BUMOCTH U UX KJacCU(UKaIus.
u ceTel 2. Ha3nayeHuwe, BO3MOXKHOCTH M 3alllUTHBIE MEXAHU3Mbl MEXKCETEBBIX JKPaHOB. YTPO3bI,
CBSI3aHHBIE C MEPUMETPOM CETHU. THIIbI MEXCETEBBIX IKpaHOB. CepTudukaims MexCeTeBbIX
HKPAHOB.
3. AHanu3 cogepxkumoro nnourosoro u WEB-Tpapuka. HT TP-Tpaduk.
4. BupryanpHble vacTHble cetd. Pemenme Ha 6aze OC Windows 2003. VPN Ha ocHoBe
Kpunronuio3a (Hanpumep, «KoHtuHeHT-K»)
5. OOnapyxeHHE ¢ YCTpPaHEHHE YSA3BUMOCTEH. ApPXHUTEKTypa CHUCTEM YIPABJICHHUS
ysi3BUMOCTSIMU. OCOOEHHOCTH CETEBBIX AareHToB CKaHupoBaHuda. Crenuanu3upoBaHHbBIN
aHanu3 3amuiieHHocTr. O030p CPe/ICTB aHAIN3a 3aIIUIIEHHOCTH.
6. MonuTopuHTr coObITHIi Oe30macHOCTH. MHbpacTpykTypa yrpaBiaeHus KypHaTaMu COOBITHIA.
Kareropun xypHamoB coObiTuii. BBemenne B TEXHOJNOTHIO OOHApyKEHHUS  aTak.
Knaccudukanus cucreM oOHapyKeHUs aTak.
TemaTnka NpakTHYECKUX 3aAHATHI U JJA00PATOPHBIX padoT 9
1. UccrnemoBanne MexaHn3Ma KOHTPOJS U peructpanuu ¢ ucnoib3oBanuem CIIO 31 u VII | 2
(manpumep, «SecretNety)
2. UccnenoBanue ¢ynkimu orciexuBanust coosrtrii HCJI ¢ ucnonp3oBanuem CI1O 31 u VII | 2
(manpumep, «SecretNety)
3. UccnenoBanue BO3MOXHOCTH OOHOBJIEHHS KiMeHTa ¢ ucnonb3zoBannem CIIO 3U u VII | 2
(manpumep, «SecretNety)
4. UccnenoBanue nopsiaka yaaneHus: kiaventa ¢ ucnonbzoBanueM CIIO 3U u VII (manpumep, | 2
«SecretNety)
5. WccnenoBanue npobsieMHbIx cuTyauuii ¢ ucnons3oBanuem CIIO 3U u VII (mampumep, | 1




| «SecretNety)

CamocrosTesibHas pa0doTa npu u3y4yenuu pasaena 1 IIM 03. 14
- JlononHUTEbHOE KOHCIIEKTUPOBAHUE MaTepHalla 10 TEMaM U3 PEKOMEHTyeMOM IPEIo1aBaTeieM JINTEPATYPHI.

- CaMOCTOSITENIbHOE U3YUYEHUE [TOCTAHOBJICHUM MPAaBUTEIbCTBA, 3aKOHOB U IPYTUX PYKOBOJAILIUX JOKYMEHTOB B 00J1aCTH
3amuTHl HTHGOPMAIIHH.

- U3ydenue criennain3upoBaHHON JTUTEPATyphl, MEPUOANUECKON MeUaTu M0 BOIMpPOCaM OKa3aHUS HOBBIX YCIYyT B cdepe
UH(GOPMAIMOHHON OE30MaCHOCTH.

- 3y4yeHnne BO3MOKHOCTEH M TEXHUUECKUX XapaKTEPUCTUK MPOrpaMMHO-aMMapaTHBIX CPEACTB 3aIIUThl HH)OPMALIHH.
I[IpumepHasi TeMaTHKA BHeAyAUTOPHOIH CAMOCTOSATE/ILHOI PadoThI:

1. CocTaBneHue AOKIaAa MO TMEPCIEKTHBE M HANPABICHUIO PAa3BUTHUS MPOTPAMMHO-ANMAPATHBIX CPEICTB 3aIIUTHI
MH(pOpMaMU Ha OCHOBE MyOJIMKAIMI B IEPUOJUYECKON CIEIUAIIM3NPOBAHHOMN arapaType.

2. IlpakThuyeckoe NPUMEHEHUE AHTUBUPYCHBIX MPOrpaMM JUIs 3allUThl MH(OpPMALMM OT HECAHKLHOHHUPOBAHHOTO
J0CTyIa.

3. IlpumeHeHue paznuuHbIX BUAOB MMppoBaHus HHPopMmanuu, xpassmeics Ha [IK u BBIHOCHBIX HOCHUTENSX
MH(GOPMALIUU C LIETBI0 MPEIOTBPALEHHS HECAHKIIMOHUPOBAHHOTO TOCTYIIA.

4. [IpumeHeHne pa3IMYHBIX IPOrpaMM JJisl OTIEPATUBHOIO U TapaHTUPOBAHHOIO BOCCTaHOBJIEHUs HH(popmanmu Ha [1K.

5. IlpumeHeHue mnporpaMMHO-aNNapaTHbIX CPEACTB s OOEcleyeHUs] pasrpaHUYEHUs JOCTyla K 3aluIlaeMou
uH(popmanuu.

6. PazpaboTka KoMIUIeKca OpraHN3allMOHHO-aIMUHACTPATUBHOMN 3aIUTHI OT BPEIOHOCHBIX IPOTPaMM.

7. CamocTosiTenbHas pa3padoTKa MPEAJIOAKEHUN MO MPOrpaMMHO-aMapaTHON 3amuTe HHGOPMalUK Ha OMNPEICICHHOM
00BEKTE.

8. IIpumenenue moncucrembl Oe3omacHoctd WINDOWS XP/Vista/7 nminst mpenoTBpaiiieHus] HECAaHKIIMOHUPOBAHHOTO
JIOCTYTIA K 3aluIaeMoil nHOpMaInH.

Pa3pea 2. 190
I[IpuMeHeHHe KOMILIEKCHOH CHCTEeMBbI 3alMThI MH(poOpManuu B MH(POKOMMYHMKALMOHHBIX CHCTEMAaX M CeTHX
CBSI3H

MJIK 03.02 190
TexHonorus npuMeHEeHUs] KOMIUJIEKCHOW CHCTEMBbI 3alUThl MHPOpMaIMKM B HH()OKOMMYHUKAIIMOHHBIX CUCTEMAaX M CETSIX
CBSI3H

Tema 2.1. OcHOBBHI Conep:xanue 30
MH(}OpMaMOHHOM 1. OcHoBHbIe TOHATUS WHGOpMalMoHHON Oe3omacHOCTU. CyIIHOCTh M TMOHATHS 3aluThl | 12




0€e301acHOCTH

uHopMarmm.

2. 3nadyeHue wuHGOPMAIMOHHONW O€30MaCHOCTH M €€ MECTO B CHCTEME HallMOHAJIbHOMN
0€30IaCHOCTH.

3. OCHOBHBIE COCTaBJSIOIIME HAlUMOHAIBHBIX HWHTEpecoB Poccuiickoin Penepaunu B
uHpopmanmonHont cdepe. Konctutyuus PP u apyrue ocHoBomojararomme JOKYMEHTHI,
3arparuBaromue narepecsl PO B nndopmanmonHoii chepe.

4. Buasl U HCTOYHHMKH yrpo3 HHPopManmoHHON Oe3omacHocTH Poccuiickoit denepanuu.
JloktpuHa uHpopMmaIonHoi 6ezonacHoctu Poccuiickoit @enepalui.

5. CoctostHue uHdopmManronHoi 6e3onacHoctu P u ocHOBHBIE 3a/1a4M 1O €€ 00ECIICUEHHUIO.

6. l'ocynapctBenHasi cuctema obecnedeHus: nHpopmanmoHHoi Oe3omacHoctu Poccuiickoi
Oenepanuu. Perynsarops! B 06s1acti HHOOPMAITMOHHONW O€30MaCHOCTH.

TemaTuKa NpakTH4eCKNX 3aHATHH 1 J1a00PAaTOPHBIX padoT 9
1. HWccnenoBanue BO3MOXHOCTEH NPOPECCHOHATBHOIO HEIWHEHHOTOo paguoiiokaTopa | 2
(marmpumep, NR-900EMS)
2. UccnenoBanne BO3MOXKHOCTEH MHOTO(PYHKIIMOHATHHOTO TTOMCKOBOTO Tipubopa (Hampumep, | 2
ST 033P Ilupaubs)
3. UccnenoBanre BO3MOXKHOCTEH aHann3aropa crekrpa (Hanpumep, OSCORGreen-8) 2
4. WccnenoBaHue BO3MOXKHOCTEH HMMHUTATOpa HCTOYHUKA PAAUOCUTHAIIOB C Pa3IMYHBIMU | 2
BuaaMu Moaysisiiiu (Harpumep, ABPOPA-3)
5. HccnenoBanne BO3MOKHOCTEH KOMIUIEKCA OOHApYKEHHUS PaJHOU3IIydarolux CpeicTB | | 1
paguomonutopunra (Hanpumep, KPOHA-ITPO)
CamocrosiTesibHasi padoTa 9
1. H3ydeHune OCHOBOIMONATAIONIMX JJOKYMEHTOB, 3aTparuBaromux uHTepecsl P® B |9
nH(popManmoHHOM chepe.
2. O3HaKOMJIEHHE C HOPMATUBHBIMU JTOKYMEHTaMH.
Tema 2.2 Coaep:xxanue 22
OpranuzaimoHHoO- 1. CtpykTypa mpaBoBoil 3amuThl nHpoOpmaiuu. CucteMa JTOKYMEHTOB B oOmactu 3amuThl | 10
IIPaBOBBIE aCIEeKThI | ”HGOPMAIIHH.

3aIUThl THPOPMALIMH

2. Opranu3alMOHHbIE OCHOBBI 3alIUThl HH(pOpManuu. [IpUHIMIBI OpraHU3alMOHHON 3aIUTHI
uH(popMaIuu.

3. I'ocyiapCTBEHHBIE PETYISATOPHI B 00JACTH 3alMThl HHPOPMALIMK, UX TIOJHOMOYHUS U cepa




koMmriereHuud. OO030p CTaHAApTOB M METOJMYECKHX JOKYMEHTOB B OOJACTH 3alllUTHI
uHdopmaiuu. Perynupyroiye opranusaiuu B 001acTH 3alIUThl HHOOPMAIUH.

4. Knaccudukanuss uHGopMalMy 1Mo KarteropusiM jaoctyna. Kputepun oneHKu HHpOpMaIuu.
Kareropun HapyuieHuii no cTeneHu BaKHOCTH.

5. OTBeTCTBEHHOCTb 3a IMpaBOHapylIeHUs B uH(oOpManMoHHOW cdepe. PykoBonsiue
JNOKYMEHTBI,  PETJIAMEHTUPYIOIIME  OTBETCTBEHHOCTb.  BHIbBI  OTBETCTBEHHOCTH 34
MpaBOHAPYUICHHUS B HHPOPMAIIMOHHOM cdepe.

TemaTuka NpakTU4eCKNX 3aHATHH 1 J1a00PAaTOPHBIX padoT 7
1. MHccnenoBanue BO3MOMXHOCTEM CKOPOCTHOTO TIPUEMHHKA CUTHAJIOB (Hampumep, | 2
CKOPITMOH-XL)
2. HccnenoBanue MPUHIMIIOB pabOThl MHAMKATOpOB mois (Hampumep, PUY-8 / MFP-8000, | 2
ST-107, ST-165)
3. HccnenoBanne BO3MOXXHOCTEH pabOThl (UIBTPOB CETEBBIX MOMEXOIMOAABIIAIOMUX | 2
(mampumep, JI®C-10-1D u OCII-1D-10A)
4. UccnenoBanue paboThl reHepaTopa 1ryma Jiis 3anutel ot [IDMUH (manpumep, JITIHI-501) | 1
CamocrosiTesibHasi padoTa 5
1. TlogroroBka mpe3eHTAaMU [0 33aJaHHOW TEME C MOCIEAYIOIUM MPEACTaBICHUEM | D
IPEIOIABATENI0 B JIIEKTPOHHOM BUJE.
Tema 2.3.KommekcHas Copepxanue 26
cucrema 3amuThel | 1. OOmas xapakTepUCTHKAa KOMIUIEKCHOW 3amuThl wHQOpMmaruu. OcHOBb obecreuenus | 10
uHbOpMaIuu KOMIUIEKCHOW  3ammuThl  uWHpopManuu. CymHOCT, W 33Jaud  KOMILJIEKCHOW  3aIlUThI

uHpopmanuu. Crparerud KOMIUIEKCHOW 3amuThl HHPopMauuu. CTPyKTypa U OCHOBHBIE
XapaKTEPUCTUKU KOMIUIEKCHOM 3alIUThl HH(OpMaIUK.

2. Kon(punenunaneuele cBenenus. Bunpl koHpuaeHraibHoi nHpopmanuu. [lepconanbHbie
nanHble. Kommepueckas TaitHa. baHKOBCKas TaiiHa.

3. Cucrema ¢usnueckont 3amuThel. OO00IICHHAS CTPYKTYpHasi cxeMa oxpaHbl 00bekTa. [1ocTh
OXpaHblI.

4. Tloncucrema wuHXeHEepHOM 3amuThl. [lepumeTpoBasi CUTHAIM3aLMS W OTPAXKICHUE.
ITepumeTpoBOE OCBELICHUE.

5. CriocoOwl u cpeacTBa oOHapykeHus: yrpo3. KommiekcHoe o0cienoBaHus 3alUIIIEHHOCTH
nH(opMarmonHoi cucteMbl. CpencTBa HEUTpaIM3aluK yrpos.




TeMaTnka NpakTHYECKUX 3aHATHIA 1 JIa0OPAaTOPHBIX padoT

1. HCCHCI{OB&HI/Ie y5[3BI/IMOCTeﬁ " ITIOCTPOCHUC MOJCIIN YI'PO3 00BeKTa 3alIUThI.

e

2. Pa3paboTka KOMILICKCHOH CHCTEMBbI WHKCHEPHO-TEXHHYECCKOHW 3alllMuThl MH(POPMAIMA Ha
o0OBeKTE.

3. HccnenoBanne BO3MOXXHOCTEH yCTpoicTBa Uisl 3amuThl OOBEKTOB HH(POPMATH3AILUH
(manpumep, COHATA-P2, CAJIIOT 2000b)

4. Metoasl 3ammThl TeICHOHHBIX TEPETOBOPOB OT TMPOCIYIIMBAHUS W OOHAPYKEHUS
Tesie()OHHBIX 3aKJIaJIOK C MOMOIIBIO CIIEIMATBHBIX yeTporcTB (Hanpumep, [IPOKPYCT-2000)

CamocrosiTesibHas padoTa

1. U3yuyenue cnenuanu3vpoBaHHOM JUTEPATYpPhl, MEPUOJUYECKON TIedaTh IO BOIpOCcam
OKa3aHMs HOBBIX YCIYT B chepe nHGopMaIrmoHHONW 6€30MaCHOCTH.

2. CocraBneHue A0KJIaJa MO MEePCHEKTHBE U HAIMPABICHUIO PAa3BUTHUSL KOMIUIEKCHBIX CPEJICTB
3aIIUThl THPOPMALIMKM HA OCHOBE NMYOJIMKAlUi B IEPUOIUYECKON JIUTEPATYPE.

Tema 2.4. nxenepHo-
TEXHHYECKas  3almra
uH(popMauu

Conep:xkanue

67

1. OCHOBBI MHXEHEPHO-TEXHUYECKON 3aimmThl HHPopMauuu. llonpaszneneHuss TeXHUYECKON
3a1uThl UHQOPMALIMU U UX OCHOBHBIE 33]1aul. MeXxaHMYeCKHUe CUCTEMbI 3alUTBHI.

2. [loHsiTHE HECAHKITMOHUPOBAHHOTO JOCTyMa K 3amuiiaemoit nadopmaruu. [Houstue HC/I
undopmaruu. Bugast HCJI x nadopmarmm.

3. Texuuueckue kaHanbl yTeuku wuHQopmaruu. OOmAas CTPyKTypa KaHajla YTEUKH
uHpopmanuu. Knaccudukaius kaHaJIOB yTeUKH HHPOPMALIUH.

4. OcHoBHble cniocoObl U cpeactsa HCJ k 3amumiaemoid nHGopManuu. AKTUBHBIE CIIOCOOBI
HCJI k uadopmanmu.

5. 3ammuTta uMHQOpMAIMKM OT YTEUKH IO TEXHUYECKUM KaHalaMm Tnepefadyr WHGOpMaIUH.
[TaccuBnoe mpotuBoaeiictesue HC/I.

6. Obecnieuenne O6e3omacHOCTH TelNePOHHBIX MeperoBopoB. [IpoTHBOMEHCTBIE HE3AKOHHOMY
MOJKIIIOUCHUIO K JIMHHUSAM CBs3U. [IpoTHBOACHCTBHE KOHTAKTHOMY M OECKOHTaKTHOMY
TIOJIKJTFOYEHHUIO.

7. 3anmTa ot nepexsara. [[poTuBoAEICTBUE HECAHKIIMOHUPOBAHHOMY JIOCTYIY K HCTOYHUKAM
KOH(UIeHIHaTbHON HHpOopManyy. 3anTa MHPOPMallMK B KaHAJIAX CBSI3U.

8. Akyctuueckuil KOHTpoJsib. [loHsTHE pa30OpUMBOCTM peyM MpHU MepexBare UHPOPMALNH.
CniocoObl U cpesicTBa MHPOPMAITMOHHOTO CKPBITHUS PEYEBON HHPOPMALIUK OT NOJCTYIIUBAHMUS.

26




9. emackupylolmue TpU3HAKK 3aKJIagHbIX ycTpoicTB. Knaccudukanus cpeacts
OOHapy>KeHMsI M JIOKaJW3allud 3aKJIaJHbIX YCTpOMCTB M uX u3inydeHuil. Kiaccudukanms
CpElICTB OOHAPYKEHUSI HEU3ITYYAONINX 3aKIa/I0K.

10. KoHTponp JMHMI CBSI3H, OTXOASIIMX OT TEXHUYECKHUX CpPeICTB. IIpMHIMIIBI KOHTPOJI
TeIeQOHHBIX JIMHUN U LENel >IEKTPONUTaHUS U 3a3eMyeHus. [IpUHIMIBI KOHTPOJS Lemnei
AIEKTPONIUTAHMS.

11. KoHTpoap cnaboTouHbIX Henel. [TpuHIMnbel KOHTPOJIS TUHUM 3a3EMIICHHSL.

12. CpenctBa HenmuHeWHOW panuonokanuu. [IpuHnunbl paboThl YCTPOMCTB HEIMHEWHOM
panuonokannu. Henmuelinble paanosokaTtopbel. COBpeMEHHbBIE CPEACTBA PAAHOTIOKALMH.

13. Meroasl mnoOWCKAa pPaAUOU3IYyYECHHH 3aKIAJHBIX YCTPOUCTB. WMHAMKATOpHI MOJS.
O6napyxenue  paauomsinydenuit. [lanopamublie  paguonpuemMHukd.  CKaHUPYIOIIHE
IPUEMHUKHU.

TemaTuKa NpaKTH4eCKUX 3aHATHH U J1a00PAaTOPHBIX padoT 20
1. UccnenoBanne BO3MOXKHOCTEH aBTOMATH3MPOBAHHOW CHCTEMBbI M3MEHEHHUU CBEPXMAJbIX | 2
BenmunH (Hanpumep, TAJIMC-HY-JIANT)

2. HccnenoBanne TEXHHMYECKUX CPEJCTB M OTXOASIIMX OT HHUX JIMHUWA C TTOMOIIBIO CUCTEMEI | 2
M3MEpEeHNI cBepXManblX BemunH (Hanpumep, TAJIMC-HY-JIANT)

3. UccnenoBanne BO3MOXKHOCTEH CHCTEMBI OIEHKH 3allUIEHHOCTH ONTHYECKUX JTUHUMN CBSI3H | 2
(mampumep, JIAZYPUT)

4. N3mepenne napamerpoB BOCII ¢ moMoIIpi0 CUCTEMBI OIEHKH 3alTUIIIEHHOCTH ONTHYECKUX | 1
nuHui cBsa3u (Hanpumep, JIASYPUT)

5. OrmeHka 3alAIIEHHOCTH ONTHYECKUX JIMHUH CBS3M C TIOMOIIBIO CHUCTEMBI OIICHKH | 2
3aIIMIIEHHOCTH ONTUYECKUX JUHUM cBsi3u (Hampumep, JIAZYPUT)

6. UccnenoBanue BO3MOKHOCTEH CHCTEMBI OIICHKH 3AIMIIEHHOCTH TEXHHUUYECKHX CPEACTB OT | 2
yreuku nHpopmanuu no kanainy [IDMUH (manpumep, CUT'YPJ[-M19)

7. OnieHKa 3alUIIEHHOCTH C UCIIOJIb30BAHUEM CUCTEMBI OIIEHKH 3alllUIIIEHHOCTH TeXHu4Yeckux | 1
cpenctB oT yreuku nHpopMmanuu 1o kanainy [I9MUH (manpumep, CUT'YPJ[-M19)

8. Usmepenne napamerpoB [IDMUNH u pacder mokaszaTenel 3alllMIIIEHHOCTH TeXHUYECKOro | 1
cpenctra ( Harpumep, ¢ noMoibio komiiekca CUT'YPI-M19)

9. UccnenoBanre BO3MOXKHOCTEH CUCTEMBI OLICHKH 3aIllUIIEHHOCTH BBIJEJIEHHBIX MoMelieHui | 1

(manpumep, IHEITOT)




10. Usmepenue ypoBHSI 3BYKOBOTO JaBi€HUS BOJIM3M M HA YJAJICHUM OT MCTOYHMKA ¢ |1
MOMOIIbI0O KOMILJIEKCA  OLEHKH 3alllUIEHHOCTH BBIJCICHHBIX IOMEUIEHUN (Harpumep,
HIEITIOT)
11. W3mepenue ypoBHS BHOPOYCKOpPEHHUS B OTPaKJAIONIMX KOHCTPYKIUSAX (Hampumep, c |1
noMonipto komriekca [IIEITOT)
12. Pacder u oreHKa 3alIUIEHHOCTH MOMEIICHUS M0 aKyCTHYECKOMY KaHaiy (Hampumep, ¢ | 2
nomMoniesto komrekca HIEITOT)
13. Pacyer u oOlEHKa 3alIMIICHHOCTH TOMEIIEHUS [0 BUOPOAKYCTUYECKOMY KaHaly | 2
(manpumep, ¢ nomouipto komiuiekca [HIEITOT)
CamocrosiTesibHas padoTa 21
1. Pa3paboTka nmakera JOKyMEHTAIMM MO WHXEHEPHO-TEXHUYECKOU 3amuTe nHpopManuu Ha | 21
0OBEKTE.
2. I3ydyenne BO3MOKHOCTEN MHKEHEPHO-TEXHUYECKUX CPEJICTB 3alUThl HH()OPMAIIUH.
3. H3ydeHHe TEXHHYECKHX XapaKTEPUCTHK HHKEHEPHO-TEXHUYECKUX CPEACTB 3aIUTHI
nH(popmanuu.
4. Pa3paboTka MNpeUIOKEHUH N0 HMHKEHEPHO-TEXHUUYECKOW 3alluTe HWH(pOpManuu Ha
OTpeIETICHHOM OOBEKTE.
5. CocraBneHue JAOKJIaJa II0 IEPCHEKTUBE M HAINPAaBICHUIO pa3BUTUS HHKEHEPHO-
TEXHUYECKUX CPEACTB 3allUThl MH(OpPMAIMM HAa OCHOBE MyOJMKAaUUMNd B MEPUOAUUECKON
CHEelMaIN3UPOBAaHHON anmaparype.
Tema Coaep:xxanue 28
2.5.Kpuntorpaduueckas | 1.  OcuoBbl  kpuntorpadpuu. Crpykrypa  kpuntocucteMbl.  OCHOBHBIE  METOJBI | 8

3amuTa uHpopmanun

Kpunrorpaduueckoro npeoOpa3oBaHMsl TaHHbIX.

2. Cummetpuunbie kpunrocucteMsl. [lIudpoBanue meronom 3amensl. lllnpposanue metonom
nepectaHoBku. [IndppoBanne METOI0M raMMUPOBAHMS

3. Kpunrtocuctempl ¢ OTKPBITHIM KIHOYOM. OCHOBBI MIH(PPOBAHHUS C OTKPHITBIM KIIOUOM.
Anroputm obmena kmodamu Jnddu-Xemnmana. Anroputm mudposanus Rivest-Shamir-
Adleman (RSA) ¢ OTKpPBITBIM KITFOUOM.

4. Cucremsl 3nekTpoHHON mommucu. [IpoGnema ayTeHTH(UKAIMKU AAHHBIX U 3JEKTPOHHAS
¢ poBas MOAMKUCH. TEeXHOJIOTHS PabOTHI AIEKTPOHHOHN MoANMCcH. be3onacHbie Xen-QyHKINH,
anropuTMbl xemupoBanus. KoHTpoabHOE 3HaueHue nukiandeckoro n3oeitouHoro koga CRC.




Hudposbie ceprudukarel. OteuecTBeHHbIH cTaHAapT uUdpoBoit mnonanucu. I[loHsTHE
KPUIITOAHAIN3A.

TemaTuKa NpaKTH4ECKUX 3aHATHH U J1A00PAaTOPHBIX padoT 11
1. Tlonck u ToKaJIM3aIus CKPBITHIX BUACOKamep (Harmpumep, ¢ nomomnsio npudopa OINTUK-2) | 1
2. HccnmenoBaHue METOAOB 3alllUThl COTOBBIX TEIEPOHOB OT HECAHKIIMOHUPOBAHHOTO | 2
npociyirBanus (Harpumep ¢ noMonisto uznenus Jlagpsa-1MBT)
3. UccnenoBanne MeTO0B OJIOKUPOBAHUS CPEJICTB HECAHKIIMOHUPOBAHHOTO MPOCIYIIUBAHUS | 2
U TIepeiauyM JaHHBIX Pa3IMUHbIX CTaHAAPTOB (Hampumep, ¢ moMoiipio yerporctsa KEJ/[P-1M)
4. Tlouck yYCTpOMCTB HETJacHOTO cheMa HMHGOPMAIMH C MOMOIIbI TPO(ECCHOHATBHOTO | 2
HEJIMHEHHOTO pajinosiokaTopa (Hampumep, ¢ nomonisio NR-900EMS)
5. Ilouck ycTpoOHCTB HErJlacHOro cheMa MHPOpPMAIMHU C MOMOUIbI0 MHOTO(YHKIHMOHAIBHOTO | 2
OMCKOBOTO nprbopa (Harpumep, ¢ nomoibio ST 033P [Mupanbs)
6. OleHKa 3alUIIEHHOCTH MOMEIIECHUS C MOMOIIBI0 MHOTO(YHKIIMOHATHHOTO TMOMCKOBOTO | 2
npuoopa (Hanpumep, ST 033P ITupanbs)
CamocrosiTesibHas paboTa 12
1. Pa3zpaboTka npeioKeHU M0 KOMIUIEKCY TEXHUYECKUX MEPOIPUITHA MO 3aluTe JUHUM | 12
CBS3U O0BEKTA.
2. Pa3paboTka npeanokeHui no 3amuTe MHPOopMali OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA 110
AKyCTUYECKOMY KaHaJIy B IOMEUICHUHU.
Tema 2.6.AtTectamnus u Conepxanue 6
JIMLIEH3UPOBAHUE 1. O6mme Bompockl mo arrectanmu O mo TtpeboBanusM OezomacHOCTH WHoOpMaluu. | 6
00BEKTOB 3aIUTHI OCHOBHBIE CTAJIUM CO3JaHUs CUCTEMBI 3aiuThl nHopManuu Ha OU.
2. Tlopspgok mnpoBeleHUsS aTTecTauud OOBEKTOB HHpopMaruzanuu. OpraHu3alMoHHAs
CTPYKTypa CHCTEMBI arTecTaluu OO0BeKTOB HH(popmaTuzaumu. IIporpaMma M MeToauka
IIPOBE/ICHMS] ATTECTALIMOHHBIX UCIIBITAHUM.
3. JIuueH3upoBaHUE NEATEIBHOCTH B 00JAaCTU 3allUThl KOH(QUIACHIHAIBLHON HH(OPMALINU.
JlokymMeHTBI,  pa3pabaTeiBaeMble  Ha  OOBbekTax  uHpopMatuzarmu.  JIOKyMEHTHI,
paszpabaThiBaeMbIe Ha aTTecTyeMoe nomerieHue. [lopsaok feicTBuil mpu JTUIEH3UPOBAHUU.
TeMaTnka npakTHYECKNX 3aHATHI U JIa0OPAaTOPHBIX padoT 6
1. Obnapyxenue, uaeHTU(UKAUS U JIOKATU3alus HTUPPOBBIX pajronepeaatonuX yCTPOUCTB | 2

C MOMOIIBIO MHIUKATOPOB 1o (Hapumep, PUY-8 / MFP-8000, ST-107, ST-165)




2. UccnenoBanue paboThl TeHEpATOpa MIyMa MO CETH AJICKTPONUTAHUS U JIUHHUSIM 3a3eMJICHUS
(mampumep, JITII-221)

3. Ilouck u oOHapyKXeHUE PATUOUIITYHAIOIIUX CPEACTB (HApUMEp, C TMOMOIIBI0 KOMILJIEKCA
KPOHA-ITPO)

CamocrosiTesibHasi padoTa

D

1. CocraBneHne cOucKa YA3BUMOCTEH TNpemsiokKeHHOro oO0bekTta. CaMmocTosTeNnbHas
pa3paboTKa KOMIUICKTA JOKYMEHTAINH Ha 00heKTe WHGOPMATH3AIINN.

CamocrosiTesibHas padoTa npu u3ydenuu pasaena 2 IIM 03.:

- U3y4YEHHE OCHOBOIIOJIATAIOIINUX JOKYMEHTOB, 3aTparuBaromux nHTepecsl PO B undopmaimonnoi chepe;

- 03HAKOMJICHHE C HOPMATUBHBIMU JIOKyMeHTamu 1o Ub;

- U3yUYCHUE CTEIHAIU3UPOBAHHON JTUTEPATYPHI, IEPUOIUUECKON MeUaTu MO BOMPOCAM OKa3aHUsS HOBBIX YCIyT B cdepe
UH(}OpPMAIMOHHON 0€30MaCHOCTH;

- COCTaBJICHUE JIOKJIAJIa IO MEPCIIEKTUBHBIM HAMPABICHUAM PAa3BUTHUS CPEICTB KOMIUIEKCHOM 3aIUThl HH(GOPMAITUH;

- pa3paboTKa nmakera JOKYMEHTAIMH 110 WHKECHEPHO-TEXHUYECKOH 3aiuTe MHPOpMaIui Ha 0OBEKTE;

- U3y4YE€HHUE BO3MOXKHOCTEH MHKEHEPHO-TEXHUYECKUX CPEACTB 3allUThl UHPOpMAIUK;

- U3y4YCHUE TEXHUUYECKUX XapPaKTEPUCTUK MHKEHEPHO-TEXHUUECKUX CPEJICTB 3aIUTHI HH(POpMaIINH;

- pa3paboTKa NpeJI0KEHUN 10 HHKEHEPHO-TEXHUYECKOM 3a1uTe HH(POpMAaIIMU HA ONPEICTICHHOM O0BEKTE;

62

YueOHas npakTuka (mo npoduiaro cnenuaiasbHoctu) no IIM 03

Buabi pador:

- YCTaHOBKA, HACTPOWKA M OOCITYKUBAHUE TEXHUYECKUX CPEJICTB 3aIIUTHI HHPOPMAIIUU U CPEICTB OXPAHbI 00 BEKTOB;

- YCTaHOBKA U HACTPOWKA TUIMOBBIX MPOrPaMMHO-AIAPATHBIX CPEJICTB 3aIIUThl HH()OpPMAIUY;

- UCTI0JIb30BAHHUE MPOrPAMMHO-AIIAPATHBIX U UHKEHEPHO-TEXHUYECKUX CPEJICTB.

- HaCTPOWMKa, PEeTyJIMPOBKA U PEMOHT 000PY/I0BaHUS CPEJCTB 3aIUTHI;

- BbIOOp CHOCOOOB M CpPEICTB MHOTOYPOBHEBOU 3alIUThl TEJIEKOMMYHUKAIMOHHBIX CET€M B COOTBETCTBUU C
HOPMAaTHBHO-TIPABOBOM 0a30ii;

- IPOBEJICHUE TUMIOBBIX ONEPallid HACTPOUKHU CPEACTB 3alUThI ONEPALUOHHBIX CUCTEM;

- IPOBEACHUE aTTECTALIMH OOBEKTOB 3aIUTHI;

- OIIpeieJIeHne UCTOYHUKOB HECAHKIIMOHUPOBAHHOTO JJOCTYIIA, UCXOJISl U3 MOJENH YIPO3;

- OIIpe/ieNIEHNE TUIIA CUTHAJIA U TEXHUYECKOTO CPEJICTBA B COOTBETCTBUU C AITOPUTMOM MTPOTPAaMMHOTO IPOYKTa;

- oOHapykeHHe M 00€3BpEKMBAHUE Pa3pPYIIAIOMIMX MPOrPaMMHBIX BO3JECUCTBUI C MCMOJIb30BAHUEM MPOrPAMMHBIX
CPEJICTB;
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- 3aliuTa TCJICKOMMYHHUKAIIMOHHBIX CeTeM TEXHUYECCKUMH cp€acrtBaMu B COOTBCTCTBUH H3 HOPMATHBHBIX JOKYMCHTOB
OCTOK;
- 3alimTa I/IH(I)OpMaHI/II/I OpraHn3aliMOHHBIMHA MCTOAAaMHU B COOTBCTCTBHUU C MHCTPYKIMUAMHU HaA 00BEKTE.

IIpou3BoacTBeHHAsi MpakTHKA (10 NPOodUI0 cnenuaibHocTH) o [M 108
Buabi pador:

1. Yuactue B cO31aHUN KOMIUIEKCHON CUCTEMBI 3alIUTHI Ha MPEATPUSTHH.

2. [IpumeHenne mporpaMMHO-aNNapaTHBIX CPEJCTB 3aMUTH HHPOPMAIMH HA IPEATPUSITHH
3. [IpuMeHeHre NHKEHEPHO-TEXHUICCKUX CPEICTB 3aIUTH HHGOPMAITNH HA MPEATPHUSITHH.
4. IlpumeHenne KpunTorpaGuaecKux CpeJCTB 3aMUTh HHPOPMAIIMKA HA IPEATPUSITHH.

IIpomexkyToyHasi arrecranus (IK3aMeH) 12

Bcero 523




3. YCJIOBUA PEAJIM3ALIUN INPOI'PAMMBbI
MPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. Jlna peanu3zanuMd mnporpaMmbl NpodecCHOHATBHOIO MOAYJIA

AOJIKHBI OBITH MPEIyCMOTPEHBI CJIeYUHe CIeHUATbHbIC IIOMeIeHMS:
Kabuner «KoMIbIOTEPHOTO MOJIECAUPOBAHUSY, OCHAIIIEHHBIN 000PY10BaHUEM:

® KOMIBIOTEPHl B KOMIUICKTE (CHCTEMHBIH OJOK, MOHHUTOpP, KJIaBHATYpa,
MaHHIYJIATOP «MBIIIbY) WU HOYTOYKH (MOHOOJIOKH),

e JIOKaJbHAs CETh C BBIXOJ0M B MHTEpHET,

® KOMIUIEKT MPOEKIIMOHHOTO 000pynoBaHWs (MHTEpPaKTUBHAs JOCKa B
KOMITJIEKTE C TIPOCKTOPOM HIIA MYJIbTUMEIUINHBINA MTPOSKTOP C IKPAHOM)

® TIPOrpaMMHOE obecrieueHne (cucTeMsl DIIEKTPOTEXHUYECKOTO
MOJICTTUPOBAHUS ).

Jlaboparopuun «HpopmaimoHHOM 0€301aCHOCTH TEIEKOMMYHUKAIIMOHHBIX
cuctem», «TelIeKOMMYHUKAIIMOHHBIX CHCTEM», OCHAILIEHHBIE B COOTBETCTBHUH C II.
6.2.1. [IpumepHou nporpammsl 1o cnenuaibHocTy 11.02.15.

OcHanieHnple 0a3pl MPAaKTHUKWA, B COOTBeTcTBHMM C¢ 1 6.2.3 IlpumepHoi
nmporpamMmsl 1o crneruanbHoctr 11.02.15.

3.2. UndopMannoHHOe o0ecnevyeHne peajin3auu MporpaMmmbl

N peanuzanuu  mporpaMmbl  OMOIMOTEUHBIM (OHJ 00pa3oBaTEIBHOM
OpraHu3alliy JO0JKEH UMETh MeYaTHbIE W/WIN 3JEKTPOHHBIE 00pa3oBaTelbHbIE U
WHPOpMAIIMOHHBIE  PECYpChl, PEKOMEHAYeMbl€ ISl  WCIOJb30BaHUA B
o0pa3oBaTeIbLHOM MPOLECCE.

3.2.1. [leyaTHbIe U3TaAHUS

1. TMapteixa T.JI. BeruucnurensHas texuuka : yueo. mocodue / T.JI. TlapTeika,
N.N. TlomoB. — 3-¢ m3x., mepepad. u mon. — M. : ®OPYM : UHDPA-M,
2017. — 445 c. : un. — (Cpennee mpodeccuonanbHoe obOpazoBanue). ISBN:
978-5-91134-646-1

2.. ApytioHos, B. B. 3amura nnpopmanuu : yaeOHO-MeTOANYECKOE mocodune /
B. B. Apytionos. - Mockga : JIubepesi-budundopm, 2008. - 55, [1] c. : puc. ;
21 cM. - (bubmmoTekaps u Bpems. XXI Bek ; Ne 99). - ISBN 5-85129-175-3

4. BacunskoB A. B., BacumbkoB A. A., BacunbkoB U. A. MadopmanroHHbIe
CHUCTEeMBbI U MX 0€30MacHOCTh: YueOHoe nocodue. - M.: ®opym, 2015. - 528 c.:
60x90 1/16. - (Ilpodeccuonanpaoe obpazoBanue) (Ilepemnér) ISBN 978-5-
91134-289-0
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5. MeabnukoB, B.Il. Madopmanmonnas Oe3omacHoCcTh [TekcT] : ydeOHOe

nmocooune  JUIA

CTYJICHTOB

00pasoBaTenbHbIX

YUPEKICHUN

CpeaHero

npodeccuonansuoro oopazosanus / B. I1. Mensnukos, C. A. KneiimeHos, A.
M. IlerpakoB ; mox pea. C. A. KneiimeHoBa. - 7/-¢ u3a., crep. - MockBa :

Axanemus, 2013. - 331, [1] c.

: W, Tabn.; - (CpenHee npodeccuoHanbHOE

oOpazoBanue. MHpopMaTrka U BeIYUCIUTENbHAS TeXHUKA).; [SBN 978-5-7695-

9954-5

6.9OKcIuTyaranusi 00bEKTOB CETeBOM MHPPACTPYKTYphl: yueOHHnK/A.B.Hazapos.-
M.: Akanemus, 2014.- 368c. ISBN 978-5-44680347-7

3.2.3/10M0JIHUTEIbHbIE HCTOYHUKH
Hayuno-TexHudeckue u peepaTuBHbBIC KYpHAIIBIL:

DIIEKTPOCBS3b
BecTHuK cBs3U

ok owhE

4. KOHTPO.JIb y/4

CeTH 1 cUCTEMBI CBSI3U

MoOUIIbHBIE CUCTEMBI

[udposas 06paboTka CUTHAIIOB

Connblil pepepatuBHbIi KypHaT "CBssp".

OIIEHKA

IIPO®ECCHOHA/IBHOI O MOAYJIA

PE3YJ/IBTATOB

OCBOEHHA

Kona u HanmeHoBanue
po¢heCCUOHANIBHBIX U
O0IMX KOMIICTCHITHH,
(opMHpyEMBIX B paMKax
MOJTYJISI

Kpurepun onenkn

MeToabl OlIEHKH

[1IK 3.1. BeIsBIATH Yrpo3bl
U YA3BUMOCTH B CETEBOMU
uHOPaCTPYKType c
WCIIOJIb30BaHUEM CHCTEMBI
aHajau3a 3allMIIEHHOCTH

KJaccu(uImpoBanue yIrpo3
nH(MOPMAITMOHHON
0e3omacHOCTH B

MH()OKOMMYHHUKAITMOHHBIX
CUCTEMAaxXx M  CETIX
OCYILECTBIISIETCS BEPHO;
aHAJIN3 Yrpo3 U YSI3BUMOCTEH

CBi3HU

ceteBoil  Oe3zomacHoctn  [P-
ceTeld, OECHPOBOJHBIX CETEH,
KOPIIOpPaTUBHBIX ceren

00OCHOBAHHBIN U MTOJIHBIN;
BO3MOJKHBIE CETEBBLIC aTakv U
CITOCOOBI
HECAHKIIMOHUPOBAHHOTO
JIOCTYTla B KOHBEPTECHTHBIX

TECTUPOBAHUE,
HK3aMEH,
HKCIIEPTHOE
HaOJII0/ICHNE
BBITIOJTHCHHUS
71a60paTOPHBIX
paoor,
DKCIIEPTHOE
HaOIrOIeHNE
BBITIOJTHCHHS
MPAKTUICCKUAX
paoor,

OIICHKA  pEIICHUs
CUTYaIIMOHHBIX
3ajzad,
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CUCTEMAaX CBSI3M  OIPEECIICHbI
BEPHO;

MEpOTPUATHUS. TIO TMPOBEICHUIO
aTTeCTAIlMOHHBIX ~ paboT |

BBISIBJICHHIO KaHAJIOB  YTCUKH
OCYILIECTBISIOTCA B IIOJIHOM
o0BeMeE;

HEIOCTAaTKH CHUCTEM 3alllUTHl B
CHCTEMAx W CETAX CBSI3H C
HCIIOJIB30BAaHUEM
CHCIIHATU3UPOBAHHBIX
IPOrPaMMHBIX TIPOYKTHI
BBISBIIEHEI B IIOJITHOM 00BEME,
TECTUPOBAHUE CHUCTEM C LEJbIO

OIICHKA TIpoliecca u
PE3yNIBTaTOB
BBIIIOIHEHUS
BUJIOB paboT Ha
MIPaKTHKE

OTIpEICIICHHS YPOBHS
3aIHAIICHHOCTH BBITIOJTHEHO,
YPOBEHb 3alUAIICHHOCTH
OTIpEJICIICH BEPHO;
[IK 3.2.  Pa3pabateiBath | s obOecrieyeHus | TECTUPOBAHUE,
KOMILJIEKC ~ METOJIOB W | HH(POPMAITMOHHOM JK3aMe€H,
CpEICTB 3aIUTHI | 0€30IaCHOCTH BEIOpAHBI | SKCIIEPTHOE
uH(popMauu B | ONTUMAaJIbHBIE CIIOCOOBI; HaOJIIo/IeHNE
WH()OKOMMYHUKAIIMOHHBIX | BBIOOD CpEIICTB 3aIIATHI | BHIIOJIHEHUS
CETSX M CHCTEMaXx CBS3U. | OCYIIECTBIICH B COOTBETCTBUHU C | JAOOPATOPHBIX
BBISBJICHHBIMH  yIrpo3aMH B | pa0oT,
MH(POKOMMYHHUKAITMOHHBIX AKCIIEPTHOE
CeTIX; HaOJII0IeHNE
BBITTOJTHEHUS
MPaKTUYECKUX
pabor,
OIICHKA  PCIICHHS
CUTYaIIMOHHBIX
3aa4,
OIICHKA TIpoliecca u
pPE3yIBTaTOB
BBINIOJTHEHUS

BUJIOB paboT Ha
IPAKTHKE

[IK 3.3.
TEKyIllee
aAMUHHACTPUPOBAHUE IS
3aILUTHI
MH()OKOMMYHUKAIIMOHHBIX

OcyniecTBIATH

MEPOIPHUSITHS 10 3aIATE
uHOpPMAIUU Ha TPESANPUITHIX
CBSI3UM OIPEICICHB B IIOJHOM
o0BeME, 150.¢ OopraHu3aIus,
CIOCOOBI ¥ METOJIbI peaar3alluu

TECTHPOBAHMUE,
DK3aMeEH,
DKCIIEPTHOE
HaOJII0cHNE
BBIITOJIHEHUS
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CeTe M CHCTEM CBSI3H C
HCIIOJIb30BAHUEM
CHCIUATN3UPOBAHHOTO
IIPOrPaMMHOTO
o0ecreyeHus u
000opy10BaHUS.

ABJISIIOTCS. ~ ONTUMAJbHBIMH U
JIOCTAaTOYHBIMH;

MOJIUTHUKA 0e30macHOCTH
CETEBBIX AJIIEMEHTOB u
JIOTUYECKUX ceTel paszpaboTaHa
B [TIOJIHOM 00bEME;

pacuer u yCTaHOBKA
CHEIUAIU3UPOBAHHOTO
o0opyaoBaHUS
oOecrieueHUsT  MaKCHMaJIbHOU
3aIUIIEHHOCTH CETEBBIX
AJIEMEHTOB M JIOTUYECKUX CETEU
BBITIOJIHEHBI B COOTBETCTBHH C
OTpacjeBbIMU CTaHIAPTaAMU;
YCTaHOBKA M HACTPONKA CPEJICTB
3aIlUTHI OTIEPALIMOHHBIX CUCTEM,
MH()OKOMMYHHUKAITMOHHBIX
CUCTEM 151 cere CBSA3U
BBITIOJIHEHA B COOTBETCTBUHU C
OTpacCJIEBBIMHU CTaHIAPTaAMU;
KOH(HUTypHUpOBaHUE
aBTOMATU3UPOBAHHBIX CHUCTEM W
MH(OPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX ceTei
OCYILIECTBJICHO B COOTBETCTBUU
C TIOJIUTUKON MHGOPMAIIMOHHON
0€30MacHOCTH U OTPAaCIEBBIMU
CTaHJapTaMu;

0a3bl JAHHBIX MaKCHUMAaJIbHO
3aIUIIEHBI npu MTOMOIITN
CHEIUAT3UPOBAHHBIX
MIPOTPAMMHBIX MTPOTYKTOB;
pecypchl
WH()OKOMMYHHUKAITHOHHBIX
CeTeél M CHCTEM  CBS3U
MaKCHUMAaJIbHO 3aIUTIECHBI
KpUINTorpadguyecKumMu
METOaMHU;

JJIsL

J1a00paTOPHBIX
paoor,

HKCIIEPTHOE
HaOIr0IeHNE
BBIIIOIHEHUS
MPaKTUICCKUX
paoor,

OIICHKA  PEIICHUS
CUTYaIIMOHHBIX
3aja4,

OIICHKA TIpoIiecca u
PE3YIBTaTOB
BBIIIOIHEHUS
BUJIOB paboT Ha
MIPaKTHKE

OK 01. Bri6upats
CroCcOOBI peIICHUs 3aaad
npodeCcCHOHATIEHON
NESATCIIBHOCTH,
PUMEHUTEIIBHO K

— 000CHOBAaHHOCTh TTOCTAHOBKH
IeJTH, BEIOOpA U IPUMEHEHUS
METOJIOB U CITIOCOOOB PEIICHUS
npodeCCUOHANIBHBIX 33]1a4;

- aJeKBaTHasi  OICHKA M

NuTepnperanus
pPE3yNIbTaTOB
HaOJTIOICHUIM
JeSATEeTLHOCTHIO
oOydaromerocss B

3a
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Pa3JINYHBIM KOHTCKCTaM.

caMoolieHKa 3(P(GEeKTUBHOCTH U
KauyecTBa BBITTOJTHEHU S
po(heCcCHOHANBHBIX 3a7a4

OIl 02.0CyIIecTBISATh | - HCNOJb30BAHUE PAa3JIMYHBIX
MOUCK, aHanu3 U | ICTOYHUKOB, BKJTIOYAs
WHTEPIPETALINIO AIEKTPOHHBIE pecypchl,
uH(pOopMaIuy, MeJINapeCypChl, Nurepuer-
HE0OX0IMMON JUISL | pECYPCHI, NEePUOANYECKUE
BBITIOJTHEHUS 3a/1a4 | U3JaHus M0 CIEIUAILHOCTH ISt
npodeccuoHaTbHON pemeHus  MpodeCcCHOHATBHBIX
JEATEIIbHOCTH. 3a1a4

OK 03. IInanupoBaTh H |- JIEMOHCTpaIns
peaan30BbIBATh OTBETCTBEHHOCTH 3a MPUHSATHIC
COOCTBEHHOE peuieHus

npodeccruoHanbHoe U | - 000CHOBAaHHOCTh CaMOaHaIN3a

JIMYHOCTHOC PAa3BUTHC.

U KOPPEKIUS  pe3yJIbTaTOB
COOCTBEHHOM pabOTHI;

OK 04. PaGoratp B |- B3aUMO/ICHCTBUE c

KOJUIEKTUBE M KOMaHJE, | 00yJaroInMucs,

3¢ pexTUBHO IIPENoAABaTeIIMU U MacTEPAMHU

B3aMMO/ICIICTBOBATH C|B X0J1e oOyueHwus, C

KOJUIETaMH, PYKOBOAMTENSAIMUA y4eOHOU U

PYKOBOJICTBOM, MIPOU3BOICTBEHHOM MPAKTHUK;

KJIMEHTaMHU. - 00OCHOBAaHHOCTb  aHaIM3a
paboThl  WIEHOB  KOMAaHJbI
(MO TYMHEHHBIX )

OK 05. OcymecTBasiTh | -rpaMOTHOCTh YCTHOM u

YCTHYIO H THChbMEHHYIO | TUCBMEHHOM peuH,

KOMMYHUKAITHIO Ha | - SCHOCTH (DOPMYJTUPOBAHUSI M

TOCYIapCTBEHHOM SI3BIKE C | U3JI0KEHUS MBICTIEH

y4E€TOM 0COOCHHOCTEM

COLIMAJILHOTO U

KYJBTYPHOTO KOHTEKCTA.

OK 06. [TposiBIATH
IPaXJIaHCKO-
MaTPUOTHYECKYIO
TTO3UIIHIO,
JIEMOHCTPHUPOBATH
OCO3HAHHOE MOBEJIEHNE Ha
OCHOBE
00IIIeYEITOBCUECKUX
LICHHOCTEH.

- cOOI0/IEeHNEe HOPM TTOBEICHUS
BO BpeMs Y4YeOHBIX 3aHSATUU U
MPOXOXKJEHUA  ydyeOHOM U
IIPOU3BOJACTBEHHON MPAKTHK,

OK 07. CopeiictBOBaThH

- 3¢ ()EKTUBHOCTH BBITIOTHEHUS

npoiiecce
OCBOCHHSI
oOpa3oBarenbHOI
IPOTPaMMBI

DKCIepTHOE
HaOIII0/IeHNE U
OLICHKA Ha
71a00paTOPHO -
MIPAKTUIECKUX
3aHITHSIX,
BBITIOJTHCHUH
paboT mo ydeOHOMU
u
MIPOU3BOICTBEHHOM
MpaKkTUKam

pu

DK3aMeH
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COXPaHEHUIO

OKpY>KaroIen Cperbl,
pecypcocOepeReHuIo,

3 PEeKTUBHO EHCTBOBATH
B Ype3BBIYANHBIX
CUTYyaIUsIX.

npaBuwil Th BO BpeMsi yueOHBIX
3aHATUNA, TPU TMPOXOKICHHUU
y4eOHOM M TPOU3BOJICTBEHHOMN
MPAKTHK;

- 3HAHME U HCHOJIb30BAHUE
pecypcocOeperaromumx
TEXHOJIOTHI B obnactu
TEJIEKOMMYHUKAIUN

OK 08. Hcnoap3oBaThb

- 93(QhEeKTUBHOCTh BBIMOTHEHUS

cpeacTaa ¢usnueckoii | mpaBun Th Bo BpeMmsi y4ueOHBIX

KYJbTYpPbI JUIA | 3aHATAN, TP TPOXOXKIECHUU

COXpPaHEHUs U | yueOHOM W IPOU3BOJCTBEHHOU

YKpEIUIEHUsI 370pOBbsl B | IPAKTUK;

nporecce

npodeccCuoHaIbHON

JESTEIbHOCTH U

noJiIepKaHue

HEOOXOJUMOr0  YPOBHS

bu3nueckoit

MOJITOTOBJICHHOCTH.

OK 09. Hcnonw3oBats | - 3 (HEKTUBHOCTh

UHGOPMaIMOHHBIE UCIIOJIb30BaHUS

TEXHOJIOTHH B | ”HPOPMAIMOHHO-

npo¢ecCuOHaIBbHON KOMMYHHKAIIMOHHBIX

NESTEIBHOCTH. TEXHOJIOT Ui B
npodecCHOHAIbHON

JEATEIIBHOCTH COITIaCHO
bopMHUpYyEMBbIM YMEHHSIM U
MOJy4aEMOMY MPAKTUYECKOMY
OTIBITY;

OK 10. TIlonp3oBatbes

npodecCUOHAILHON
JIOKYMEHTAIUEH Ha
rocyJ1lapCTBEHHOM u

HHOCTPAHHOM S3BIKC.

- 3 PeKTUBHOCTD
HCITOJIb30BAHHUS B
npodecCUOHATILHON
JIEITEILHOCTHU HEO0OXOIUMOM
TEXHUYECKON JOKyMEHTalluH, B
TOM 4YHCJIE€ Ha aHIJIMUCKOM
SI3BIKE.
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Ienv honoa ouenounvix cpeocmes. OLEHOUHBIE CPEJCTBA MpEIHA3HAYE-
Hbl JJI1 KOHTPOJII M OLIEHKHM OO0pa3oBaTENbHBIX JOCTHXKEHHM OOydarommxcs,
OCBOMBIIMX MpOrpaMMmy yueOHOU mucuuruinHbl «Obecniedenre MH(pOpMauoH-
HOM Oe3omacHOCTH MHGOKOMMYHHUKAIIMOHHBIX ceTei M cucteM cBsizw». [lepe-
YeHb BUJIOB OIIEHOYHBIX CPEJICTB COOTBETCTBYyeT Paboueil mporpamme AucIu-
TUTUHBI.

DoHO 0OUEHOUHBIX CPeOCH8 6K104aen KOHTPOJBbHBIE MAaTEpUANIbI IS
MIPOBEICHMS TEKYIIETO KOHTPOJS B (JopMe MHIMBHUAYATHHBIX 33JIaHUN MPHU BbI-
MOJITHCHUH TTHKJIA Ja00paTOPHBIX padOT M MPOMEKYTOUYHON aTTecTaluu B hopme
BOIIPOCOB W 3aJiaHuil (MOTYT OBITh 3aJIaHbl KaK B popMe OMyIeTa, Tak M dK3aMe-
HAITMOHHOTO TE€CTa) K IK3aMCHY.

Cmpykmypa u codepicanue 3a0anuii - 3371aHusi pa3paboTaHbl B COOTBET-
CTBUU ¢ pabouei nmporpaMMoit AuciUILUIMHb «Obecrnedenre nHPOPMaIuOHHOMI
06e30macHOCTH MH(POKOMMYHHUKAITMOHHBIX CETEH U CUCTEM CBSI3U.



1. [TaciopT oHIa OLIEHOYHBIX CPEIICTB

Pesynbratom ocBoeHHs yueOHOW OUCLMIUIMHEI SBISIOTCS npenycMorpenHsie @I'OC mo cre-
IUaJTbHOCTH YMEHUS U 3HaHMS, HampaBlieHHbIe Ha (popMupoBaHue 00INX U MPOPECCHOHATBHBIX KOM-

METEHITHN.

Tabnuna 1

- Kox xomme-

TEHIIUU

Coneprxkanue komie-
TEHIIMA

[Tnanupyemsble pe3ynbTaThl 00yUeHHS

HaunmenoBanue
OIIEHOYHOTO Cpejl-
CcTBa

OK 01

Br10upaTh crmocoOsI pe-
[IIeHNS 33]1a9 PO eccro-
HaJILHOM JIeSATCIIFHOCTH,
MPUMEHHUTENIBHO K pa3-
TTMYHBIM KOHTEKCTaM.

pacro3HaBaTh  3ajady  W/WIH
mpobieMy B Npo)eCCHOHATBHOM  H/HIIH|
COLMABHOM  KOHTEKCTE;  aHaJM3HPOBaTh
3agady /WM npoOiieMy W BBLICIATH €6
COCTAaBHBIC ~ YacTH;  ONpPEAENATh  JTallbl
peIIeHus 3aJadd; BBIABIATH U 3(PPEKTHBHO
UCKaTh HWHPOPMALNIO, HEOOXOIUMYIO IS
peIIeHNs 3aJa9d H/HIIH IPOOIIEMET;

COCTAaBHTh IUIAaH JCHCTBHUS;  ONpPEIEIUTb
HEOOXO0IUMBIE PECYPCHI;

BJIaJICTh aKTyaJIbHBIMU METOAaMU pa6OTbI B
Mpo¢)eCCHOHATIBHON M CMEXHBIX cdepax; pea-
JIM30BaTh COCTAaBJICHHBIN IIaH; OLCHWBATh
pe3yibTaT W TOCHEACTBHUS CBOMX JEHUCTBUU

YMmeHusi:

3HAHUA: aKTyaJ bHBIH NPOQECCHOHANBHBIA
COLIMATbHBIN KOHTEKCT, B KOTOpOM
MPUXOJUTCS PabdOTaTh W JKUTh; OCHOBHBIC
MCTOYHMKNA HHPOpPMAlUU W PECcypehl  UIs
pemeHus 3a1a4 u mpobieM B
MpOGECCUOHATIBPHOM  H/WIH  COIHAJIbHOM
KOHTEKCTE;

QJITOPUTMBI BBINIOJIHEHHUST paboT B mpodeccro-
HaJIbHOM U CMEXHBIX 00JIacTsIX; METOBI pado-
T B IPO(hECCHOHABHOI M CMEXHBIX cepax;
CTPYKTYpY IUIaHa JJISI peIleHHs 3a1ad; Mops-
TOK OLEHKH pEe3yJbTaTOB pEIICHHs 3aj1ad

3ajgaHue Ha BBITIOJIHE-
HIC WHAUBUIYAIEHOTO
BapuaHTa J1abopaTop-
HOI paboTHI

OK 02

OcCyIIecTBISTh TIOHCK,
QHAJIN3 U MHTEPIPETALIUIO
MHQOpMaIUK, He0OX0aH-
MOi1 /17151 BBITIOJTHEHHMS 3a-
a4 podhecCHOHATBHOM
NIeSITeITbHOCTH.

YMeHusi: omnpenenaTh 3adadd AN IOMCKA
MHPOPMALNH; ONpPEAeIaTh HEOOXOIUMbIE HC-
TOYHHMKU WH(OpMAIINK; TNIAHUPOBATH MPOLIECC
[OMCKA; CTPYKTYPUPOBAThH IOTYYAaEMYyIO HWH-
(bopmariio; BBIIEIATH HanOojee 3HAYMMOE B
nepeyHe MH(GOPMAIMH; OLEHUBATH IMPAKTHYE-
CKyI0 3HauMMOCTb pPE3YJIbTaToOB IOWUCKa;
oopMIISTh pe3yNIbTATHI TONUCKA

3amanMe Ha BEI-
MOJTHEHWE  WH/H-
BUYyaJIbHOTO  Ba-
puanta  sabopa-
TOPHOM pabOTHI

3HaHMSI: HOMEHKJIATypa WH(QOPMAIMOHHBIX
MCTOYHMKOB IIPUMEHSAEMBIX B IPO(ECcCHo-
HAJIBHOW JIeSTEIbHOCTH; MPUEMBI CTPYKTYpPH-
poBanusi uHbopManuK; Gpopmar ohopMIICHUS
pe3yIbTaTOB MMOMCKA HHPOPMALIUU

OK 03

[TnanupoBath U peanuso-
BbIBATh COOCTBEHHOE
MpodeCcCHOHaTLHOE ’
ITUYHOCTHOE Pa3BUTHE.

'YMeHusi: OnpeneNsiTh aKTyalbHOCTh HOpMa-
TUBHO-IIPABOBOM JIOKYMEHTAIUK B Tpodeccu-
OHAJBHOHN JEATEIIFHOCTH; MPUMEHITH COBpE-
MEHHYI0 Hay4HYI TpOGECCHOHATIBHYIO Tep-
MUHOJIOTHUIO; ONIPEACIATh U BBICTpAaWBaTh Tpa-
ekTopur MPO(GECCHOHATBHOTO DPAa3BUTHSA U
caM000pa3oBaHUS

3agaHue Ha BbHI-
MOJTHEHUE  WHIH-
BUIyaJIbHOTO  Ba-
puanta  jabopa-
TOPHOI pabOTHI

3HaHUA: colep)KaHWEe aKTyalbHOW HOPMATHB-
HO-IIPaBOBOM JTOKYMEHTAallUW; COBPEMEHHAas
Hay4dHast U TpoeccuoHaIbHasl TEPMUHOJIOTHSE;
BO3MOJKHBIE TPACKTOPHH NMPO(HECCHOHATHHOTO

[Pa3BUTHUA U CaMOO6paBOBaHI/I$I




PaboTaTh B KOJUICKTHBE U
KoMaH e, 3PPEKTUBHO

'YMeHusi: OpraHU30BEIBaTE PA0OTY KOJUICKTH-
Ba W KOMaH/bI, B3aMOJIEHCTBOBAThL C KOJIJIE-
raMu, PyKOBOJICTBOM, KIIMEHTaMH B XOJI¢ TIPO-
(heccHOHANBHOMN EATEITFHOCTH

3agaHne Ha BBIMTOJTHE-
HUE WHUBHIYAIbHOTO
BapuaHTa 1abopaTop-
HOW pabOTHI

OK 04  |B3anmopeiicTBOBATH C
3HAHMS: [ICHXOJIOTHYECKUE OCHOBBI [CSTEIb-
KOJUIETaMU, PyKOBOJ-
HOCTH  KOJUICKTHBA, MCHXOJIOTHYECKHE OCO-
CTBOM, KJIUCHTaMHU. 5 . o
€HHOCTH JIMYHOCTH; OCHOBBI IIPOCKTHOM Iesi-
TEJILHOCTH
VMeHusi: rpaMOTHO M3JIaraTh CBOM MBICIH H{3aJaHHe HA BBIIOJIHE-
0(hOPMIISTE JTOKYMEHTBI O MPOMECCHOHAb-[HUE UHANBUIYAIBHOTO
OCyIECTBIIAT YCTHYIO M |yoii rematike Ha rOCYJIapCTBEHHOM s3bIKE,[BApUAHTA JabopaTop-
[MNCbMCHHYIO KOMMYHHU-  [qposiBIIsiTh TOJICPAHTHOCTH B pabo4eM KOJUIEK-|HOM paGoTh
OK 05 Kal[UI0 Ha rOCyJapCTBCH- (TuBe
HOM SI3BIKE C YYETOM OCO- (3HaHHsi: OCOOCHHOCTH COLUAIBLHOTO U KYJib-
OEHHOCTEH COLMAIIBLHOIO U[TYPHOTO KOHTEKCTa; MpaBuia OQpOpMIICHHUS
KyJ'IBTypHOFO KOHTEKCTa. [HOKYMEHTOB MW NOCTPOCHUSA YCTHBIX coo61ue-
HUH.
'YMeHHsI: ONKCHIBATh 3HAYMMOCTH CBOCH cCIie-3alaHHe Ha BBIITOJHE-
I [MATbHOCTH HYE HHIWBHAYAIbHOTO
POSIBIISTH TPAXKTAHCKO apuarTa 1a60paTOp-
MaTPUOTUYECKYIO MTO3HU- Hoii paBoTHI
OK 06 L0, IEMOHCTPUPOBATH
0CO3HAaHHOE ITOBEICHUC Ha|3HAHMA: CYIIHOCTb IpaXIaHCKO-
OCHOBE O0IIeUeIoBeye-  |IATPUOTHYCCKON IO3HUUH, OOIIeUeTIoBee-
CKHIX IIeHHOCTEH. CKHX [EHHOCTEH; 3HATHMOCTH npodeccro-
HAJILHOMN JEATENLHOCTH 110 CIIEHUAIBHOCTH
YMeHusi: COOIOAAaTh HOPMBI 3KOJOTMYECKOM|3aqaHne Ha BBITOTHE-
CoseiicTBOBATH COXpaHe- 0€30I1aCHOCTH; ONPE/IENATh HAIPABICHHUS DPe-lHUE UHAUBUIYAIBHOTO
N cypcochOepexeHnss B paMKax MpodecCHOHATb-BapHaHTa 1abopaTop-
HUIO OKPY>KAIOIIEH cpeabl,| ” ., 9
HOI JIEATENLHOCTH 110 CIEIUAIbHOCTH HOI paboTHI
PECYpPCOCOCPEKCHHUIO, _
OK 07 >ibCKTHEHO eHCTBOBATS 3HanunA: IpaBWIa SKOJOTMYECKOH Oe30macHo-
o CTH pH BelJeHHH NpOQECCUOHAIBHON Jes-
B UpE3BbIYAMHBIX CUTYya- . N
TEJIBHOCTH; OCHOBHBIC PECYPCHI, 3a/IeHCTBO-
LHAX. BaHHBIC B MPO(ECCHOHAIBHON AESITEIbHOCTH;
yTH obecredeHns pecypcochepexeHust
'YMeHHsI:  HCIIONB30BATH U3KYIBTYPHO-{3aJaHHe Ha BBIIOJIHE-
YJIBTYD
037I0POBHTENBHYIO AESITSIBHOCTh IS YKPEM-[HUE HHANBULYAIBHOTO
JIEHUsI 300POBbsI, IOCTIDKECHHS JXM3HEHHBIX HBapHaHTa Jabopatop-
lcrob30BaTh CpecTBa mpodeccnoHanbHBIX 1EJe; TPUMEHSTh paly-HOH paboThI
(DU3HUCCKON Ky/IbTypbl  |[OHAIBHBIC IPHEMbI JBHIATE/IbHbIX byHkuuil B
JUIS COXPAHEHHUS H YKpETI- POECCHOHATIHOM  JIESTENLHOCTH;  OJIB30-
BATHCA CPENCTBAMH NPO(ZUIAKTHKA EpeHa-
TIEHUS 3]I0POBbSI B IPO- pen po¢ ep
. [IpsbKeHUs: XapakTepPHBIMK [UIS JIAHHOM CIIEIH-
OK 08  |uecce mpodeccroHanbHON
JIBHOCTH
ACATCILHOCTH M IOMUICD™ 3y a iy ponb (U3NYECKON KyIbTYPHI B 00-
PKaHUE HE0OXOTMMOro [LeKYyIbTYPHOM, NpoheCCHOHANLHOM H COLM-
YPOBHsT PH3HYCCKOI [OA- [anpHOM pasBHTHH YEIOBEKa; OCHOBHI 3/10POBO-
COTOBJICHHOCTH. ro oOpasa >KU3HU; YCIOBHA TPO(ECCHOHAIB-
HOIl [IeSTENFHOCTH M 30HBI PHCKA (PU3HIECKO-
rO 3[0pOBBSl U CICHHAIBHOCTH, CPEICTBa
pOQUIAKTHKY [IEPEHATPSKEHUSI
'YMeHHsI: MPUMEHSTH CpelcTBa HH(POPMAIH-3a1aHHe Ha BBIIOIHE-
OHHBIX TEXHOJIOTUH /Il PEIEH s TPOPECCHO-[HUE UHANBUILYAIBHOTO
Vcnonp3oBaTh I/IH(l)OpMa- HaTBHBIX 3a/1a4; WCIOJbh30BaTh COBpEMEHHOEBapHUaHTa JlabopaTop-
OK 09 [IMOHHBIE TEXHOJIOIMUA B [MporpaMMHOE obecrieueHne HOW pabOTHI

mpodeccCuoHaTbHOM fest-
TEITHHOCTH.

3HAHUSA: COBpPEMEHHBIC CpEACTBA M YCTPOW-
cTBa MH(GOPMATH3ALNH; TOPSIOK HX TIPHMeE-
HEHWS W INPOrpaMMHOE OOecreueHne B IPO-

Q)GCCHOHaHLHOI\;I JACATCIBHOCTHU
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OK 10

ITonwp30BaThCs Mpodeccu-
OHaJIBHOU JOKyMEHTAaIIU-
€l Ha TOCYJTapCTBEHHOM U
MHOCTPAHHOM SI3bIKE.

'YMeHusi: noHMMarh OOIIMI CMBICH YETKO
[PON3HECEHHBIX BBICKA3bIBAHUH Ha M3BECTHBIC
TeMbl (TpodeccHoHaNbHbIe W OBITOBBIE), IO-
HIMAaTh TEKCTHI Ha 0a30BBIe MPOQECCHOHATB-
HbIe TEMbl, y4acTBOBAaTh B JAWAJOrax Ha 3Ha-
KoMBle oOmme W TMpoeCCHOHATBHBIE TEMEI,
CTPOHUTH HPOCTHIC BHICKA3BIBaHUSA O cebe H O
cBOell mpo(ecCHOHANBHON  JEATEIBHOCTH;
KpaTKO 00OCHOBBIBAaTh M OOBSICHUTH CBOU JEH-
CTBHsl (TeKyllne U IUIAHUPYEMbIE); TIHCaTh
[POCTHIE CBS3HBIE COOOLIEHUsI Ha 3HAKOMBIE
WM MHTEepecyonre NpodeccHoHaTbHbIE Te-
MbI

3agaHne Ha BBIMTOJTHE-
HUE WHUBHIYAIbHOTO
BapuaHTa 1abopaTop-
HOW pabOTHI

3HaHMSI: IIpaBWa IOCTPOCHHS TPOCTHIX H
CIIOKHBIX TPEIJIOKEHUH Ha MpoecCHOHATb-
HBIE TEMBI, OCHOBHBIE OOIIEYITOTpeONTEIHHEIE
rmaronsl (ObITOBast M MpodeccHoHaNbHas JIeK-
CHKa); JICKCHICCKUH MUHHMYM, OTHOCSIIHHCS
K OITMCAaHHIO PEIMETOB, CPEICTB U TPOIIECCOB
npodeccHOHANBHON  NeATeNIbHOCTH; OCOOEH-
HOCTU MNPOU3HOIICHUA, MpaBUjIa YTCHUSA TCK-
CTOB Mpo(ecCHOHAIIBHOM HAITPABIEHHOCTH

11

IIK 3.1.

BEISABIATE YyTPO3BI U YSI3-
BHMOCTH B CETCBOM HH-
(bpacTpyKType C UCIIOINb-
30BaHMEM CHUCTEMbI aHa-
ITM3a 3alIUIIECHHOCTH.

YMmeHusi:

- Knaccu(puIUpoOBaTh yrpo3bl UH(OPMALMOH-
HOW 0e30macHOCTH B MH()OKOMMYHUKAITHOH-
HBIX CHCTEMaXx U CETIX CBS3U;

- MPOBOJAWTH aHAIM3 YTPO3 U YA3BHMOCTEH
ceTeBoil OezomacHocTH [P-cereit, GecripoBo-
HBIX CETCH, KOPIOPATUBHBIX CETEH;

- OINpEeNeNsITh BO3MOXKHBIC CETEBHIC aTaKd M
criocoOBl HECAHKIIMOHUPOBAHHOTO [IOCTYIA B
KOHBEPTCHTHBIX CHCTEMaX CBSI3H;

- OCYIIECTBJISITH MEPOIPHUATHS IO TPOBEIC-
HUIO ATTCCTAI[HOHHBIX PAabOT ¥ BBISBICHUIO
KaHaJIOB YTCUKHU;

- BBIBJISATH HEJOCTATKU CHCTEM 3allUTHl B
CHCTEMAaX U CETSAX CBSI3H C MCIIOIb30BAaHHEM
CIIEITUAIM3UPOBAHHBIX MPOTPAMMHBIX TPOIYK-
TBI

- BBITIOJHSTH TECTUPOBAHHE CHUCTEM C IIETIBIO
oTIpeIeIeHUs YPOBHS 3alUIEHHOCTH.

3agaHue Ha BBIMOJIHE-
HUC NHANBUAYAJIbHOTO
BapuaHTa Jaboparop-
HOI paboThI

3HaHMA:

- TPUHIUIE [TOCTPOSHHS WH()OPMAIMOHHO-
KOMMYHHUKAIIHOHHBIX CETEeH;

- MEXAYHapOHble CTaHAAPTHI HH(HOPMALMOH-
HOW 0€30TacHOCTH ISl IPOBOJHBIX U OecTpo-
BOJHBIX CETCH;

- HOPMAaTUBHO - MIPABOBBIC Y 3aKOHOAATCIIbHBIC
akThl B oOnactu nHQpOpMaMOHHOHN Oe3omac-
HOCTH;

- aKYCTHUYECKUE W BUOPOAKYCTHUCCKIE KaHAIbI
YTeUKH WHQOPMAIUH, OCOOCHHOCTH HX BO3-
HUKHOBEHUS, OpraHW3allid, BBIABICHHS, U
3aKpBITHS;

- TEXHUYECKHE KaHalbl yTeUYKH WHOpMaluny,
peann3yeMble B OTHOIIEHHMH OOBEKTOB HWH-
(hopMaTH3aMK W TEXHIHYECKUX CPENICTB Mpe.-
MPUATHI CBSI3U, CIIOCOOBI X OOHAPYXEHHS |
BaKpBITHS,

- CIIOCOOBI M METOABI OOHAPYKEHHS CPEJNCTB
chéMa MH(pOPMAINH B paJHoKaHaIIe;

- KJIacCU(UKALUIO YyTPO3 CETeBOM Oe30IMacHo-

cTH;




- XapaKTCpHbIC 0COOEHHOCTH CETEBBIX aTak;
- BO3MOJKHBIC CIIOCOOBI HECAaHKITMOHUPOBAaH-
HOT'O JOCTyIIa K CUCTEMaM CBA3H.
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1K 3.2.

Pa3zpabaTbiBaTh KOMITIEKC
METO/IOB M CPEACTB 3alllu-
THI HHGOpMauy B HH(DO-
KOMMYHHKAIIMOHHBIX Ce-
TSIX U CUCTEMaX CBSI3H.

YMmenus:

- OMpENeysATh ONTUMABHBIC CIIOCOOBI obecte-
ueHust HHHOPMAIMOHHOHN 0€30I1aCHOCTH;

- IPOBOJUTEL BHIOOP CPEACTB 3aIUTHI B COOT-
BETCTBHM C BBISBIICHHBIMH Yrpo3aMu B HH(}O-
KOMMYHHUKAIIMOHHBIX CETSIX

3amaHue Ha BBITOJIHE-
HIC WHAUBUIYAIEHOTO
BapHaHTa J1abopaTop-
HOU pabOTHI

3HaHus:

- MpaBuJia MPOBEICHUS BO3MOXHBIX POBEPOK|
COTJIaCHO HOPMATHBHBIX JIOKYMEHTOB
DCTOK;

- 3Tambl ONpeneieHus] KOH(UICHIIUATFHOCTH]
TOKYMEHTOB O0BbEKTa 3aIIUTHI;

Ha3HAUCHHNE, KIACCH(UKAIIMIO W IPHUHIUIIEL
paOOTHI  CIHEIMATM3UPOBAHHOTO 000pYI0Ba-
HUS;

- METOJbl M CrocoOBl 3amUThl MHPOPMAIHN
OecipoBoHBIX Jornueckux cered ot HCJ]
nocpeacTBoM npoTokosioB WEP.

'WPA u WPA 2;

- METOJBI M CPEIICTBA 3alIUTH WH(POPMALIUHN B
TEIEKOMMYHHUKAIMAX OT BpPEIOHOCHBIX TIIPO-
TpaMM;

- TEXHOJIOTHH TMPHUMEHEHHS MPOTPAMMHBIX]
MPOIYKTOB;

- BO3MOJKHBIC CITOCOOBI, MECTa YCTaHOBKH M|
HaCTPOMKU IPOrPaMMHBIX IPOAYKTOB
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1K 3.3.

OcCymiecTBIATh TEKYIIEe
QIMUHUCTPUPOBAHKE JIJIS
3alUThl ”HPOKOMMYHH-
KaITHOHHEIX CETEH M CH-
CTEM CBSI3H C UCITOIL30Ba-
HUEM CTICIHATU3UPOBAH-
HOI'O TIPOTPAMMHOTO
oOecrieueHuss 1 000pyI0-
BaHHS.

Ymenus:

- NPOBOAUTH MEPOIPHUATUSA IO 3aAIIUTE HH-
(bopmary Ha TPEaNpHUATHIX CBs3H, obecrie-
YUBATh MX OpPraHM3AIUI0, ONPEAEIATh CIIOCO-
OBI 1 METOIBI peasIn3aliui;

- paspabaTblBaTh MOJUTHKY O€30MaCHOCTH
CETEBBIX 3JIEMEHTOB U JIOTHYECKUX CETeif;

- BBINIOJHATH PAacueT M yCTaHOBKY CIELHalH-
3MPOBAHHOTO 000PYIOBaHMUS I 00ecTICUeHHs
MaKCHMaJIbHOM 3aIlMIIEHHOCTH CETEBBIX HJIe-
MEHTOB ¥ JIOTHYECKHX CETEH;

- TNPOM3BOAWUTH YCTAaHOBKY M HACTPOHKY]
CPEICTB 3aIIUTHl ONEPAIIMOHHBIX CHCTEM, WH-
(hOKOMMYHHKAITMOHHBIX CHUCTEM M CETeH CBS-
31,

- KOH(UIrypuUpOBaTh aBTOMAaTHU3HUPOBAHHBIC
CHCTEMBI u HH(POPMAIMOHHO-
KOMMYHHUKAIIMOHHBIE CETH B COOTBETCTBUH C
MOJMTHKOIM HHPOPMAMOHHOH 0€30MacHOCTH;
- 3amuIaTh 0a3bl JAHHBIX IPH ITOMOIIH CIIe-
[ IM3UPOBAHHBIX IPOIPAaMMHBIX POTYKTOB;
- 3alMIIAaTh Pecypchl MHPOKOMMYHHKAIIMOH-
HBIX CETell M CHCTeM CBS3M Kpunrorpaguye-
CKUMH METOIAMH.

3agaHue Ha BBINOJIHE-
HUC NHANBUAYAJIbHOTO
BapuaHTa Jaboparop-
HOI paboTHI

SHanus:

- METOJIBI M CIOCOOBI 3aIUThl WH(DOpMAITHH,
nepenaBaeMoil 1Mo KaOembHBIM HAMPAaBIISIO-
M CHCTEMaM,;

KOH(MUTYpaIiK 3aIIUIaeMbIX CeTeH;

- aITOPUTMEI paOOTHI TECTOBBIX MPOTPaMM;

- CpEICTBa 3alUTbl Pa3jIMYHBIX OMNEpPALUOH-

HBIX CUCTEM U CpCbl IEpeaain I/IH(l)OpMaIII/II/I;
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- crocoObl U MeToJ bl mHppoBaHUs (KOIUPO-
BaHUE U IEKOIUPOBAHUE) NH(OPMAIIHH.

q)OpMOfI HpOMe)KyTO‘IHOﬁ aTTeCTaluu 110 y‘-IC6H0ﬁ JUCHUIITNMHEC SABJIACTCA

9K3aMECH

yKazamo opmy ammecmayuu, npedyCMOMpPeHHyIo yueOHblM NiaHOM

2. CDOpMBI KOHTPOJIA 1 OLICHHBAHHA 3JICMCHTOB yqe6H0171 JUCHUITIIMHBI

B pesynpraTe Tekymiei artecTaluy MO y9eOHON TUCIUILIMHE OCYIIECTBISETCS KOMIUIEKCHAS
MPOBEpKa CIEIYIONNX YMEHHI 1 3HAaHU, a TaKkkKe AHHAMHKa (JOpMUpOBaHUs 00X U Tipodeccro-

HaJIBHBIX KOMHGTCHHI/Iﬁ.

Tabmuna 2
dopMa TeKyLIero
Pa3nes / Tema KOHTPOJISI M OLleHHBA-
JUCHHUILIMHBI IIpoBepsiembie ¥, 3, OK, 1K —
Pa3znea 1. [Ipumene- OK 01 -10 CamocrosiTenpHas  pa-
HUE [IPOrPaMMHO- K 3_1’ 3.3 00Ta
ArmapaTHBIX CPECTB
3amuThl HHPOPMAIHH
B MHPOKOMMYHHUKA-
IMHUOHHBIX CUCTEMAX U
CeTSIX CBA3U
Tema 1.1. OcHOBEI OK 01 - 10 [[pakTHueckoe 3aHATHE
0€30IMaCHOCTH MH- K 3.1, 3.3 NoNo 1-7
(hOpMAIIMOHHBIX TEX-
HOJIOTHI
Tema 1.2. OGecrieue- OK 01 - 10 [[pakTHueckoe 3aHATHE
Hrie 0€30I1aCHOCTH K 3.1, 3.3 NoNe 8-18
MH(POPMAIMOHHBIX
TEXHOJIOTHI




Tema 1.3. Cpenctaa OK 01 -10 [[pakTHueckoe 3aHATHE
3aIUTEl HHPOPMAIHH] K 3.1, 3.3 NoNe 18-27

0T HECAHKIIHOHHPO-

BaHHOTO JI0CTYTIa

Tema 1.4. OGecmieue- OK01-10 [[pakTHyecKkoe 3aHATHE
Hiie 0€30IaCHOCTH K 3.1, 3.3 NoNe 27-32
KOMITBIOTEPHBIX CH-

CTEM U CETEU

Pasnea 2. [Ipumene- OKO01-10 CamocrosiTenbHass  pa-
HUE KOMIUIEKCHOU IIK 3.1-3.3 ooTa

CHCTEMBI 3alllUThI

MHpOPMALIUU B WH-

(hOKOMMYHUKAITNOH-

HBIX CHCTEMaXx H Ce-

TsAX CBA3HU

Tema 2.1. OcHOBBI OK 01 -10 [[pakTyeckoe 3aHATHE
MHGOPMAIMOHHOM K 3. 1’ 33 NoNe 1-5

Tema 2.2. Opranusa- OK 01 -10 [IpakTHueckoe 3aHATHE
[IHIOHHO-TIPABOBBIE IIK 3.1- 3.3 NoNe 6-9

ACTIEKTHI 3aIUTHI
HHpOpMAITUH




Tema 2.3. Kowm- OK 01 - 10 [[pakTHueckoe 3aHATHE
[UICKCHAsT ~ CHUCTEMa)| IIK 3.1- 3.3 NoeNe 10-14

3alIUTH THPOPMALIH

Tema 2.4. UmxenHep- OK 01 - 10 [[pakTHueckoe 3aHATHE
HO-TEXHUYECKAs  3a- MK 3.1, 3.3 NeNe 15-28

muta nHHOpMaLuu

Tema 2.5. Kpunro- OK 01 - 10 [[pakTHueckoe 3aHATHE
rpaduueckas 3aiuTa MK 3.1. 3.3 NoNe 29-35

MH(OpMAIIIH R

Tema 2.6. Artrecrta- OKO01-10 [[pakTyeckoe 3aHATHE
Ml ¥ JIMIEH3HPOBa- K 3.1, 3.3 NeNe 36-39

HHEe OOBEKTOB 3alln-
'ThI

3. OueHka ocBOeHMs yueOHOM TUCIIUILIMHBI

4, KOHTpOJIBHO'OLIeHO‘{HBIe MaTepHraJibl AJId HpOMC)KYTOHHOﬁ aTTeCTaluu 110 y‘le6H0fI
JUCIHHMITIIMHE

OHCHKH OCBOCHUA JUCHUIIIMHBI IPEAYCMATPUBACT MMPOBCACHHNEC 3K3aMCHA
yKazamo opmy ammecmayuu, npedycMOmMPeHHyIO Y4eOHbIM NAAHOM

4.1.  Bompocsl (3a7aHus1) K 3K3aMEHY 10 TUCIHUILINHE:

1. AxrtyanbHOCTH IpobsieMbl obecriedeHus: 0e30nacHOCTH MHGOPMAIMOHHBIX TeXHOJIOTHi. Me-
CTO M pOJb MH()OPMAITMOHHBIX CUCTEM B yIpaBiIeHUU OuzHec-mpoueccamMu. OCHOBHBIE TPU-
YUHBI 000CTpeHUs MpodIeMbl oOecredeHnst 0€30MacCHOCTH HH(POPMAIIMOHHBIX TEXHOIOTHHA.



10.

11.

12.

13.

14.

OcHOBHBIE TIOHATHUS B 00JaCTH 0€30MaCHOCTH MH(GOPMAIIMOHHBIX TEXHOJIOTHH.
Nudopmanusa n napopmanmonnsie otHomeHus. CyObeKThl HHPOPMALMOHHBIX
OTHOUIEHUH, NX O€30MaCHOCTb.

VYrpo3bl 0e30MacHOCTH UHPOPMAIIMOHHBIX TEXHOIOTHH. Y A3BUMOCTh OCHOBHBIX
CTPYKTYPHO-(DYHKITMOHAJIBHBIX AJIEMEHTOB paclpe/eJICHHbIX aBTOMATH3UPO-
BaHHbIX cucteM. Kiaccudukanus yrpo3 6€301macHOCTH.

[Ipununel obecnieueHust 6€30MacHOCTH UH(POPMAITMOHHBIX TEXHOJIOTHI. Buabl
Mep TMPOTHBOJICUCTBHS yrpo3aM Oe30macHOCTH. JIOCTOMHCTBA W HEIOCTaTKU
Pa3TUYHBIX BUOB MEP 3aIUTHL. [[pUHITUIIBI TOCTPOCHUS CUCTEMBI 00eCTICUeHUS
6e3onacHoCcTH HH(POPMAIIMK B ABTOMATU3UPOBAHHON CUCTEME.

[IpaBoBEIE OCHOBBI OOecredeHus: 0e30macHOCTH WH()OPMAITMOHHBIX TEXHOJIO-
ruil. 3anumiaemast ”HGOpMaIus.

['ocynapctBenHast cuctema 3amra uHpopMmaruu. OpraHu3anus 3aliuThl HH-
dbopmanuu B cucTeMax U cpejacTBax MHpopMaTuzauu u cBsi3u. KoHtposs co-
CTOSIHUS 3aIIUThI HHPOPMAIIUU.

OcCHOBHBIE 3aIlIUTHBIE MEXAaHU3MBI, peaIn3yeMble B paMKaxX pa3IMYHbIX MEp U
cpenctB 3amuThl. UnenTudukaius u ayreHTudukanuys nojib3oBatenei. Pasrpa-
HUYEHHE JTOCTYIA 3apETUCTPUPOBAHHBIX MMOJIb30BATEICH K pecypcaM aBTOMaTH-
3UPOBAHHOM CHUCTEMBI. Peructpaius u onepaTuBHOE OMOBEIIEHUE O COOBITHUAX
0€30I1aCHOCTH.

[Tonsatue TexHonoruu odecreueHust Oe3omacHOCTH wHGopMmanuu. BiusHue Ha
0€30IacCHOCTh CO CTOPOHBI PYKOBOJCTBA opraHu3aiuii. IHCTUTYT OTBETCTBEH-
HBIX 3a obecneyenue 0e3omnacHoctu UT.

OO0s13aHHOCTH TOJIb30BaTENIEd U OTBETCTBEHHBIX 32 oOecredeHrue 0e30MacHOCTH
NUT. O0wmue npaBuna odbecnedenust 6ezonacHoctd UT npu pabore corpynHu-
KOB. OTBETCTBEHHOCTh 3a HapyuieHus. [Topsgok paboTel ¢ HOCUTENSIMHU KITIOUe-
BOU MH(pOpMAIIHH.

JIOKYMEHTBI, pErIaMEHTUPYIOLIME MPABUIIA TTAPOJIBHOW U AaHTUBUPYCHOM 3alllK-
Tbl. IHCTpyKIMs 110 OpraHu3anuu NapoJibHOM 3amuThl. HCTpyKUuMs mo opra-
HU3AIMKA AaHTUBUPYCHOM 3aITUTHI.

[Topsimok u3mMeHeHus: KOHPUTypaIy MPOorpaMMHO-aNnapaTHeiX cpeacts. Odec-
NeYeHUE U KOHTPOJIb (PU3UYECKOM 1ETOCTHOCTH U HEM3MEHHOCTHU KOH(UTypa-
[IUU  anmnapaTHO-TIPOTPAMMHBIX CPEJCTB aBTOMATU3UPOBAHHONW CHCTEMBI. JKC-
TpeHHasi MOAU(PUKALIUSL.

PernamenTarusi mpoieccoB pa3pabOTKH, BHEAPEHUSI U COMPOBOXKICHUS 3aj1ad.
B3aumoneiicTBre mozpa3iesieHHil Ha BCEX ATalax BHEAPEHUS aBTOMATHU3UPO-
BAaHHBIX MOJCUCTEM.

Onpenenenue TpeOOBaHUM K 3alllMTE U KaTeropupoBaHue pecypco. Ompenene-
HUE Tpajaliii BaXXHOCTH U COOTBETCTBYIOIIMX YPOBHEW oOecredeHuUs 3allUuThl
pecypcoB. KareropupoBanue 3amminaeMbix pecypcoB. [IpoBenenue unpopma-
IIMOHHBIX 00CTIEOBAHUHN M TOKYMEHTHPOBAHHUE 3AITUIIIAEMBIX PECYPCOB.

[Tnane! 3a1UTHI U TIAHBI OOECTIEYEHUST HEMIPEPHIBHON pabOThl M BOCCTAHOBIIC-
Hus. CocTaBHBIE YaCTH TUIAHOB 3aITUTHI U 00ECIICYCHHS HETPEPHIBHOW PaOOTHI.
CpenctBa obecrieuenus HenpepbIBHONW pab0oThl. OOS3aHHOCTH U IEUCTBHSI TIEp-
COHaJIa 1o 00ECIICYeHHUIO HEeITPEPHIBHOM pabOTHI.
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15.

16.

17.

18.

19.

20.

21.

OcHoBHbIE 3a/1a4H nofApa3aeneHuil ooecneuenus: 6ezonacHoctu UT. Opranuza-
[MOHHAs CTPYKTypa TmojpasiaeneHus oOe3zonacHoctd. OpraHuzanuoHHO-
IIPaBOBOM CTATyC CIyKObI oOecriedeHus 0€30MacHOCTH HH(OPMAITUH.
Konuenuust 6e3onacHOCTH  WHGOPMAIIMOHHBIX TEXHOJOTUNA MPEINPUSTHUS.
Ha3nauenue u craryc jokymeHnTa. Bornpocsl, KOTOpbie JOTKHBI ObITh OTPaKEHBI
B KoHuenmuu.

Ha3nauenue 1 Bo3MOXHOCTH cpeAcTB 3amuThl uHbopmaruu ot HCJ. 3amura
OT BMelIaTeNbcTBa B npouece pyHkuuoHupoBanus AC nmoctopoHHUX juu. Pe-
TUCTpanus ACUCTBUH Tosib3oBaTeneil. ObecrneueHrne ayTeHTU(OUKAIu aOOHCH-
TOB.

Pexomennmauuu o BeiOOpy cpencts 3ammrtbl nHGopmauu ot HC/I. Pacnpene-
JIEHUE MOKa3aTeseil 3allMILEHHOCTH 110 KJaccaM Il aBTOMAaTU3UPOBaHHBIX CH-
creM. TpeboBanust pykoBomsanmx mokymeHToB @CTIOK Kk cpemcTBam 3amiuThl
uHopMarmm.

Ha3naueHrne W BO3MOXKHOCTH ammapaTHO-MporpamMmHoro kommuiekca C3U u
ayreHTu(ukanuu (Hanpumep, DALLASLOCK).

Hasznauenue, cocraB m Bo3MoxHocTH C3U (Hampumep, «bmoknoct-2000» u
«bnokxocT-ceTp.)

YcerpotictBa ayreHTuduUKamu Ha 6aze cmapT-kapT u USB-tokenos. Peanu3a-
musi cxeM ayTteHTu(uKauu. [Iporpammubie cpencTBa, peanusyromiue uHdpa-
CTPYKTYPY OTKPBITBIX KIFOUCH.
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5. Kputepuu u mkansl Jjisi HHTETPUPOBAHHOMN OLIEHKH YPOBHS
c(OPMHUPOBAHHOCTU KOMITETEHLIUI

I/IHIII/lKaTOPI)I KOM-
MNETCHIINN

HEY/T1OBJICTBOPUTECIBHO

YAOBJIETBOPUTEJIBLHO

xXopomIo

OTJIHYIHO

Tlos1HOTA 3HAHMH

'YPOBEHD 3HAHUN HUXKE
MHHUMAaJIBHBIX TpeOOBa-
Huii. JlabopaTopHsle pa-
OOTHI BEITIOJIHEHBI HE B
[IOJTHOM 00BEME

MuyHUMaIBbHO AOIYCTUMBII
ypoBeHb 3HaHMHA. Jlabopa-
TOpHBIE paOOTHI BHITIOTHEHBI
B ITOJIHOM O00BbeMeE

'YpoBeHb 3HaHUIT B 00BEME,
COOTBETCTBYIOILEM IIPO-
rpamMMe MoAroTOBKH. JIabo-
paTopHbIe PAaOOTHI BHIIIOIHE-
HBI B IIOJTHOM 00BeMe

Y poBeHb 3HaHMIA B 00B-
eMe, COOTBETCTBYIOIIEM
[porpaMme IMoJIroTOB-
K11, TabopaTOpHEIE pa-
OOTHI BBIITOJIHEHEI B
[IOJTHOM 00BeMe

Hanuumne ymeHuit

IIpu pemenuu cranaapT-
HBIX 3a/1a9 HE IIPOJICMOH-
CTPHPOBAHBI OCHOBHBIE
yMmeHus. Mimenu mecto
rpyOble OIIHOKH.

[IpoeMOHCTpUPOBaHBI OC-
HOBHBIC yMEHHA. Perensl
TUITOBBIE 3a1a4H. VIHANBUIY-
QIIbHBIC 331a49H PEIICHBI 110
TUIIOBOMY IIA0OJIOHY.

[IponeMOHCTpUpPOBaHBI BCE
OCHOBHBIC YMEHHSI. PereHs!
TUITOBBIC 3a7a4n. BrImoHe-
HbI MHAWBUIyaIbHBIC 3a/1a-
HISL, B TIOJTHOM 00beMe, HO
HEKOTOpBIE C HEZ0YEeTaMH.

[IpoiIeMOHCTPUPOBAHEI
BCC OCHOBHBIC YMEHUS,
[pEIIICHBI BCE OCHOBHBIE
337129, BBITOJHEHBI BCE
MHIMBHyaJIbHBIC 3a]a-
HUS B [IOJTHOM 00BbeMe.

XapakrepucTuka
copMupoBaHHOCTH
KOMITeTeHI[UH

KommereHnus B IOTHOI
Mepe He c(hopMHpOBaHa.
meromuxcst 3HaHUM,
YMEHHUI1, HABBIKOB HEZIO-
CTaTOYHO JIJIsl pELICHUS
MpakTHIecKuX (Tmpodec-
CHOHAJIBHBIX) 3a/1a4.
TpebyeTcs moBTOpHOE
oOyucHme

ChopMHPOBaHHOCTH KOMIIE-
TEHLIUH COOTBETCTBYET MH-
HIMaJIbHBIM TPEOOBaHUSIM.
lmeronuxcs 3HaHUM, yme-
HI1, HABBIKOB B I1€JIOM JI0-
CTaTOYHO JIJISl pELICHUS
MpakTHIecKuX (mpodeccro-
HaIBHBIX) 33734, HO TpeOy-
eTCs IOTIOJTHUTENbHAS TIPAK-
THKA 10 OOJIBIIMHCTBY MPAK-
TUYECKHX 3a7ad.

CchopMHPOBaHHOCTH KOMITE-
TEHILIMH B 11€JI0M COOTBET-
CTBYyeT TPeOOBaHMSM, HO
ecTh HeoueTsl. meronuxcs
3HAHWUIN, YMEHUI, HABBIKOB U
MOTHBAIMH B LIEJIOM J0CTa-
TOYHO ISl PELLICHUS TPAKTH-
MECKHX (PO eCCHOHATD-
HBIX) 33724, HO TpeOyeTcs
ITOTIOTHUTENbHAST IPAKTHKA
110 HEKOTOPBIM ITPOQeCcCcHo-
HaJIbHBIM 33/1a4aM.

CdopMupoBaHHOCTH
KOMIIETEHI[UHU TTOJIHO-
CThIO COOTBETCTBYET
TpeOOBaHUSIM.
Meromuxcs 3HaHU,
YMEHM, HABBIKOB U
MOTHBALIMH B ITOJHOM
Mepe JOCTaTOYHO JIJIs
[PEIICHIS CII0KHBIX
MPaKTHIeCKUX (Tpo-
(heccHOHATBHBIX) 3a/1a4.

Yposensb chopmu-
POBAHHOCTH KOMIIe-
TeHI I

Huzknii

Hwuxe cpegnero

Cpennnii

Bricokuit
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